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4. WEPAMZEH m=2s % LFSR =4, KA m +2 PN HAFREOD B s+1 4 01,
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7 O B ALK AE B RS B9 11 B A E RS (MAC) FI 7 oF 3% , 34 AT 4E 1 AR 14 8 A GIE
FeAR Bl 2 B EELE] | SEAGAUE B L A B B8R B0 2 o A B O L R ER 4 . SE PR A
Fxt F OB RES RN E H K ER,BR T RS, B F BT 8B A (RF M
KB B A KB R A KN RO G R R O R G AT R AR BRI AR
XHEHTES R ERZ M HITE YR,

SR SO BRI ER RGBT IF xosxi xR n A
x=(zosx s sx, W BHE R n R DHNEEBEH k= Ckoky ook, FEH T KR
BERKBHEHBFEFI y=(yosyis sy DK m R, HMERE: V, XK
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S ER, EIUER T . My IR ZTOHFERFI, MN8N 5 2, v, EGF(2),
T EBEHE oo, TR E RN R T IRE K,

(1) HKE » BREB K, AR BT R PHITERAE 2" B8 K, B 1k B 3055 2%
Wik E % . DES,IDEA FEAL fl LOKI 5 HEME R n =64, 74 HEEH T H
2 WU ME R K 1/2, [RIRFE SR 2% X 64bit=2" Mbyte F#6iff . SR I 25 22 B R A
L.

2) FHBRERBR(MERFEPHTEREEEZ) R HERSEHIFE A%
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FKH 56 LAF 4 BER R KE T, IDEA R 128 HAFHE4H.

(3) MEHATE ERORAEELEBE N, T LA S EHANY BARE, & A 6
B X R AT REPL & Fh E R B L n 25 4y o MR M o s A | AR R ME B 5, SE
B0 B AR X FRORRTBR T ST 24, B HARSER TS .

(4) INFEMBHZHEL, 5 THRAEMEE M ELH, S8 oA TFEB BB
KA 8,16 s 32, 78 LABKMRSE LR, R gk FH A S s 3, iER FFER LM WBER/ Y
FLAAR v AL 3 28 09 B AIZ B, nhn (T L 007 55 S B0 L 8 e (o FH DAAK (e LU SE BRI I R E
. Ry T E T RSB 0 A A AR 2 (] 4 22 0 R ASUAE T R A R A T AR L B R
AETTE o XFE 05 0 A 3 8 vl {8 7 5] — 2840 3080 . 8o i 30 R R R U0 A9 RS R 235 44,
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(5) BIEY BARATRE/N, — M IEEIEY B, 76 K R 25 B 46 0 B P16 fn 95 32 AR 1t Al
FIABIEY &,

(6) ZRERIIITRE/N.

B ERILEBERIFARS . &%, EEMIS LR AN SRS, A
FHAT AL 2ERR, IR ES TLM,

T AR A — SR .
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B RGEWG AT WRECF RGE W SO SELE G e L 4 i 8 P A R 7 B B A A
3, AT A H B Y R A B s TR 1T EL S 6 G T AR LSRR 5 XA o 30 R B R R
FHATERSHMBEBRHILH -8, ROTMEFEAN - PTREAES. &
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RZ A W R S5 H A T b AR R 3K T — PR A Feistel MZEEIZ5H . Feistel {2
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G (R BJE A R ET R T EAN AT RGE ™AW LR, Feistel B2 T 558
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T BRI .
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AW RAERME L, MR, EH#HIT% n BENRE, EHFHELHE I B —RU™
B, HO R R AR R A D B A Y R L

L, =R,

R.=L,, ®F(R,,K))
Hi K, 2% RHMNFEHA. AMEEHA K 83, . SR TFEHARMKARmMES
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Feistel M h R MEAMHRE , GR P A EREHEHTRAEF F. B 5L FHK
HEHTREER X — B LA AR, B R S5 FER AR [ L (B LU R Y
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AIEK.
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2. Feistel i@ & %444
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1
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FEIN L R
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RE]H =LE15 @ F(RE15 7K16)
FEff B Fe o .
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LE; =RE.
RE, =LE._, @ F(RE.,,K,)
P it |
RE., =LE,
LE., =RE, @ F(RE,,.K,) =RE, @ F(LE,,K,)
A LR TS B RAmASE RN RBOER R R E 3-4
fi K LD, #1 RD, MEREXER.
REMUES, . MEIBREE—RHMEERE | LE.EAM ¥ HE— KGR
15 e 0] 04 B 3

R = iR

DES(Data Encryption Standard) 31244 1kt # L& b 7 8 B A7 40— Fh 43 40
FWRRE. EHOAKERN 64 R, FWHKE R 56 HEF, B2 H X E IBM 2 5] Bl 19,
RRIMFRHA Lucifer HHK—F R BME®R. DESFE 1975 £ 3 A 17 H R A HTE
B E R EM T KRBTSR T 1977 48 1 A 15 H 8 1F 24t o I 78 b 36 B BE 3
5 B AL 3 bR, B FIPS-46,.[F4F 7 A 156 H R4 . MEBR 5 FhXEERRE R
(National Security Agency, NSA){E H ¥4l . 3 T B it o & 2 7 4% S24F 9 56 3 hn 25 45 o .
WJa— WIS 2 AE 1994 48 1 H, £ EJSE 1998 4 12 A LAR A #ff B DES, 1997 4F,
DESCHALL /MHZ T 4 A~ A B % 5, il Internet R T 3 X 10" MEH, R T
DES %8 %2 B T L., 1998 4E 5 A £ E EFF (Electronics Frontier Foundation) &
A, AT — B B E 20 J7 36 R TR LR A L AR L. 56 /BT BIE T 56 HUAF
FPM DES, EEEZIRMEMBEAR S CIEEIFHAT T ILRIPMERE, ™4 TN AES
(Advanced Encryption Standard) f) 8 i@ . RAE Wk, DES X FHeah H SIS ) &
AN AR T EREM N FEESAFEGEHEAIL T REMELRNANRAAEE
TS EME, T R — %A .

3.2.1 DES ##i£

3-5 /2 DES ME R L AHER K B CaH KA 64 e, BHK R 56 L. &
M ZE RS AL B 72, 3 N B, B SRR — A0 4G e TP, T HE B S0 A Y
64 P B . AR RBEAMFEINGER 16 REHK BRPHBAERMABRZH, 5 16 1
TR ANELAWE IR LRRF., BREHE2d - 1S GEER IP'CYIP R
WO T4 64 HRFIYEE SC, BRD UG B 4 A0 ) 46 B 5% 4 DES 8 45 # F1 &l 3-3 Fis i
Feistel % 545 14 52 2 M [F] .

B 3-5 MABEMA 56 HIFBEHN T E, SHEcEd - MEREE. ARG m
FERNE R 8L M EB/ABEM—PBER&E - TEHA. KPP SR ERE
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P 3-5 DES mm#H EHER
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1. YR E#HR
F32(ME 2O FHGEH THHEERMEPHEROEL, W TRBRRXIATE
BB =M E Y, F BT 64 HLAFAIEIA M.

#£32 DESHIBHE
(a) ¥I4A & ¥ 1P (b) Wi 4 e 1P

58 50 42 34 26 18 10 2 40 8 48 16 56 24 64 32
60 52 44 36 28 20 12 4 39 7 47 15 55 23 63 31
62 54 46 38 30 22 14 6 38 6 46 14 54 22 62 30
64 56 48 40 32 24 16 8 37 5 45 13 53 21 61 29
57 49 41 33 25 17 9 1 36 4 44 12 52 20 60 28
59 51 43 35 27 19 11 3 35 3 43 11 51 19 59 27
61 53 45 37 29 21 13 5 34 2 42 10 50 18 58 26
63 55 47 39 31 23 15 7 33 1 41 9 49 17 57 25
() XY REH E (d) EHizH P
32 1 2 3 4 5 16 7 20 21
4 5 6 7 8 9 29 12 28 17
9 10 11 12 13 1 15 23 26
12 13 14 15 16 17 5 18 31 10
16 17 18 19 20 21 9 8 24 14
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X A N E] 21 SR L X 2 P B N B 56 X 3=168 [LAF, K1 it
THRE, —MEHNTERERNSFEHEBE=KNE, TR NE—EE— e,
& ic & EDE(Encrypt-Decrypt-Encrypt) , 21 & 3-9 fff 75, B .
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HYHIL 2 .

342 FHEHoHSEEER

AT f#S ECB i &2 B FaE , 7T DL ik 5 & 6 B S0 41 7= A R [R) i % SO 4, s r 4
# 4% (Cipher Block Chaining, CBC) =X 8 7] 6 & iX — %5k,

3-11 /& CBC # =X B9 /R B B, B — K X — AN 8 3¢ 20 41 0 2% , 45 K 0 4% il A () — 5%
BA 8 B A A R AT B S AR — O SO Rk, R I RE AR &
BARESXROELSHZEGEEXLR . FUERHH XA HARSEE CPREHX
FEEXR.

fie Bt B HE AR RE)S SR — B S R B

Dk[C,]1® C,-. =Dx[Ex[C,- D P,]1® C,-,
=C,. PP, PC,., =P, (GC,=E([C,.i DP,D

PR 7= A B SO AL

FEFEES T AN, TEA - RmE IVESE - WA RR. BE
B, TV 0§ 25 O X 5 — 1 4 SC 4 AL 1 i 1 AT S R AR B 56 — AN BH SO A 4L

48w



e I I "q’f___ i}?ﬂ%’ﬂ:ﬁi‘fﬁ'} —]

H1% 2R FNK
v P, P, Py
Lv% —-% CN—I_‘%
DES DES DES
K= ma K== m= B 7"
i ' i i
Cl C2 CN
(a) Nz
C Cy Cy
DES DES DES
K wmm K= mm B 7
v ‘Q".> AC’.F Cr- AG%
PI PZ P.'V
(b) i

g 3-11 CBC B REE

TV X U5 2 U5 6 107 2 B 00 £ o o {22 4 o 8 186 L TV AR 35 B — RE AL 47 L T ot
ECB ARk &% IV, 49 IV SR E T . 058 5 F 66K e 13 WOy i iR R 1y TV
B B F B RE S 7E A U 2B — Al bl A B O3B0 He A 1l X 2R

C,=Ex[IV® P,]
P, =IV@® D«[C,]
X GHFEmR 64 HAESH X 5 NHEEIRA PO =TV DD«[C,]G), R
P FAS .
P, G) =1V () @ Dg[C,]G)
Hoep s Rom ish. ERXTRE WRETFE U T TV i) JE 2 e, 0 8007 @) /Y
P, AR A e ARt & A AR L
T CBC = M HLE . CBC A X B K T 64 WAFM N BIERAIE.
CBC PR B8 AR 1R 1 41, B BB F FAGE .

3.43 FBRZEEN

i EFriR JDES 244K N 64 H AR 0 41 %S L (5 FH % 79 )2 15t (Cipher FeedBack,
CFB)# R 3 OFB #Xn] ¥ DES ¥4 i %5 . W HED AT EXE LK, W HzfT 2
SCAF Y. PR O SRR 6 R, BT IR R A F R E N IR,

MEMAAFECMA - —%RFL IRFTERENENFRFR IS I
FF L RERLHE ] 8 LoAy % Bk % A FAF . WRFHICH T 8 Ho%r, W AR 2% .

Al 3-12 j& CFB /R B, X E N0 (N —1F8) 2 5 K, % i)

40 =



mmm AARFAF(E SR ———

7 =85 CBC B —# , W SCHL 0 9 b 4 A — 2 . fo 745 85 SO i 0 P A B S A1) R B

IV T 17 58) Cae *
| etk | e | | | et | ks | | ety | ks |
A 64
DES DES DES
=1 m= =1 m= v KT e
A 64
|t | Zroatets | | [ trs | Eweaiers | | i tLes | Eeodters |
J
J -
+ - C] + CZ + CM
b
P, P, Py
(a) I
VB ) ; Gl
| eattts [ tm | | [ eauteir | jitey | | eaterr [ A |
A64
DES DES DES
K= = K— mw K== e
(64
| mjtss | Eroattss | | | | BRI | | i jtss | EFejiLes |
n C; B G B £
Py P, Py
(b) R

M 3-12 CFBEAREMA

I B 0 T B A RS 64 HUAFRS AL A A AR A E O A RIGR W B TV,
A A R R A AL ) AT S BSOS — N O0 Py R, P4 I SO S — A
T C I ERIZRTT. REHBLUFFRNNETELER j IR C, EABMLFFSRA
B R ARA AL j L. X — i 4k Sk 3 B SCRY Br 1 oo R 9 hn & 4 1k

fife 8 A S ) A S BRI 45 B R ) i AT S e, T R A AT 9 £ i 4 B
VT AN R R Sk A T

BS,(XORX M MREERM. L C,=P, S, (EAV)),Hilt



T A %

B3 S EEAEH

P,=C, @S, (EAV))
AEM LAE & 2 A KPR X R R

CFB 3 b Bl 1015 (2 % M 4b L 3 fig 1 FIAEE
344 WHRBEERX

fii th R4 (Output FeedBack, OFB) 8 45 #2501 F CFB, & 3-13 firm . ARZ
EUNF . OFB #8208 I %5 50 2k 19§ o S i B B AL A7 A7 2% . 1 CFB A XU %5 SO T
BB AR

IV(RBA 7 77 3) ! g o y
[ eagitas | gbers | | [ eauerr | ers | | eajter | trs |
DES DES DES
K= m# K= nm K= m=
]
s | Exoitess | | [ tkrs [ Ereiess | | #jtrs | Ereaittss |
@ : T P T i
P, P, Py
(a) &
IV % 5) * Car
| eagterr | e | | | etk | ks | oajttrs | jitr |
DES DES DES
K— m# K= me K= ez

| ittty | EFesitr |

| it | EF6AILE |

| it | EAos-ites |

T} c & G, ¥ Cy

P,

P,

(b) i
P 3-13  OFB #m & &



v Iﬁ’._jf’i%"ii’:f—%’—‘(%_ﬁ B memeememsmooms

OFB #& B L 2 AR i i 2 b B LERr B IR A S Wi B . pl . C, b i B — He e 4
RCEMELSIRTRA P, ZERW . LU %W SCHRITCNASZ RN, mifE CFB #,C, Wik
N R B A7 A BRI 5 DRI B 1) — LU R i 18 2 B T i 8 445 SR oh % W SCBA T RO 6

OFB 8t A28t CFB #3005 32 51 % 4 60 380 9 5L o ooy o 090 on o 5 SC P B 1 e
R B b o TS 4 A R S EK) I S A O AV D B R A O S LR AR B AR, TR AR BT A T R
sk 0 1 S A R o %) L e R g B840 S A 0 B A T LA M A B A T 4 Oy KB S

IDEA

IDEA (International Data Encryption Algorithm, B Fr %048 % 8 ) i ok % 5 (X,
J. Lai) f1 J. L. Massey #& i, H 5 — I8 F 1990 4E A #i, Y 0 # & PES (Proposed
Encryption Standard, Z SN AR ME) . 1991 4E, 7 Biham F1 Shamir $2 i} 2% 4> % 05 40 #7
ZJE A T MO Y TPES, Bp s B UM & AR . 1992 48, 1T O IPES
%44 IDEA, XZCRE AR THEBES S MR R .E 7 PGP PR .

3.5.1 iZit/RE

Bk rp B SO SO K BE RS 64 FeAR, W 128 Mo, HS R FE AT A 9 A o
FE S P T R,

1. ZRYSEE
T iR 3 R o A AR A TRV R A A DL RAIE
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AES Hi%&——Rijndael

1997 % 4 A 15 H,%&E ANSI X &IEHE AES(Advanced Encryption Standard) i) i
. I RS T AES TAE/NH ., HRiEsh 89 B #9280 E — D 3ERE B T LA FHEAR
TR R B A A RS Rk DR A B M BRI bR . 1997 £ 9 A 12 H,
EEEFFICA AT TIERIMEE AESRERENES., X AESHEAZERE: =%
DES th .2/ 5= DES —H% 4 KW HKE N 128 b4 HHKE R 128/192/256
o4, 1998 4E 8 A 12 H,fE 5 JE AES E 1< (First AES Candidate Conference) |7
i 7 AES KB 15 MEEF 2 (Eh S F S ILEMA AZE MR, X 15 MEER K Z
CAST256, CRYPTON, E2, DEAL, FROG,. SAFER +. RC6, MAGENTA . LOKI97,
SERPENT ,MARS,Rijndael ,DFC, Twofish, HPC, 1999 4 3 A . 7% 2 i AES &t &
W (Second AES Candidate Conference) |- 2233 Xf 4 3R & % 09 ML #4 014~ A XoF 408 3 38 3% 40 B
LER BTSN 15 MEERRE P ®EH T 5 4. X 5 &2 RC6, Rijndael, SERPENT,
Twofish LA & MARS, 200044 H 13 HE 14 H. B T % 3 J& AES & 21 (Third
AES Candidate Conference) , 4k ZE %t ¢ J5 5 &R & F L #1718, 2000 4£ 10 A 2 H,
NIST i Rijndael fE #7189 AES, Z M, £ 3 4F ZA91HE, Rijndael & F B H

Rijndael B K FI B A Joan Daemen 1 Vincent Rijmen ¥ it , 8 2% @9 JR A & Square B
BB R R WS e B R % (Wide Trail Strategy) . i 8038 0 W& 2 51 X 25 40 7 B £k
PR3 L Y L B B IR K A5 AT DA 4 B 9 R £ 25 A AR AR B ME R B R R M G Y
i 25 B A 5 B L, AT LAor 9 B B K B0 25 2 B S ot B M S o B MO RE ) .

3.6.1 Rijndael FIEFEMMFZITEE

1. BRI GF(2°)
AR T RATUAZRMAR T ARR . M TEEREO TR, A ME—K—
ANF BRI, B GF(2%) i BT A R & R 19 (B AS [R] B) Rom O ik > 8] GF(2%) Lia B
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A5 2 B AR R G e Z T RR %
B bobobsbibsh,biby AT 6 FRREAEL0, 1) iy 20X
bx" +box’ +b.x® +b,x byt byt +bix+ b,

Bl G, 75 HE 6 B 57 XA gk Hl O 01010111, F R — A F A, 4 R A 25K K
2+ttt +a+1s

TEZWA R AP, GFRH) EWAD TR AR E - M RBEA S 7 W2, KR
O T M U F A N R 2 LA R B0 .

fln,57+83=D4, HE WX E R A

tz* +zt 4+ tazt+ 1)+ &4V =2+ £° + 2% 2*
F 3B R Rk
01010111 + 10000011 =11010100

TR ICR MW INEY ST A C 5 LAE Fon gk Al m .

ZAHH GF2%) Ly b AUEH E — 1> GF(2) L#Y 8 IRAT AL ; GF(2*) 1
P> TG 3 A 3 Bl 2 0 A 2 T B AR e (A aX AN 8 IRAN T 4 2 X W) . 7E Rijndael
WA XA 8 YA AT 24 2 101 Al 5 Ry

mzx)=z+z*+z¥Fx+1
B A#RERR A 11B,
i, 57 « 83=C1 AT KRR K LA F i 25 390 2 5fe ik
(4" +2*F+r+ D" +2+1)=2"4+2°+1(mod m(x))

e 123z B EBAR AN RAR UE B F 7 Y s B (EL R L TRT SR A T R A

DA b SR Tk B ac e it , HA 4700 01, 55 4h, SHAEMT R B/ F 8 19 £ 50 K
b (), AT A M RRL RS 3 k15

b(xlalx) +m(x)c(x) =1
Bl a(a) » 6()=1 mod m () AL a () b () WFIENTC, P, FeVL B2 HE.
alx) » (b(2) +c(x)) =alx) + b(x)+alx) » c(z)

BT, 256 N FEWEMRKES, EL L Lk maiekiz® T, A A RE GF2*)
FHESE IR .

GF2*) b @ LT — N8 R o ek, HE U

xeob(x)=b;x2+bsx" +bs2"+bx’ +b,x" +b,2*+b,2* +boxr(mod m(x))
WNAR by =0 SRBIGE RAAE 8 W Jy e FRES k£ m (), RISRFRER G m (o) B R 5
R o (FAsEf 02) 3 b () AT AR 6 () FEFH NS — O (RJ5— i th 00,
by =1 W5 1BCHE 3] 2 0001101 1) 6% H A% 57 80k SE 8 i@ id K b= xtime(a) ,
EERE R, xtime R 4 MR, « WRFIREHE T LUIEE A xtime REH, MEE
W RO vk T LAGE o X e (] 5 SR A S B

B0 .57 « 13 ATSEHANF »

57 « 02 = xtime(57) = AE
57 « 04 = xtime(AE) =47
57 « 08 =xtime(47) =8E




57 « 10 = xtime(8E) =07
57 « 13=57« (01 P 02 P 10)
=576 AE@ 07 =FE

2. ZR¥E GF(2)) L& mR
4 AN FATHI A BT AR R O BB GFCSH) FRRBUMNT 4 2T, ZHR
A o ik s A % B 2R A T e 3 1 25 T KA N ik R 4 Y ) B O PO AR SR
Mg Z A MFEEZHOMERE M () =2+ 1, XHFEH/RECDNT 4 2T W
FARMAR T RBNDT A HZTX HFZHANERZHICHD, R al(x)= a2’ +
a,rita,xtacb(x)= bsx*+byx? +brx+bysc(x)= a(x)Xb(x)=cyx*+crx?+
cixtco. HF 2 mod(x*+1)= z /™ FFLL
co=aoh, Pasb, Pab, Dabs;
c1=a b, Daob, Dasb, Baybs;
c; =azb @albl @aobz @asba;
cs =ash, Dab, Da,b, D aobhs.

Ak BRI R RR N
Co a, az a; ai)(bo
C a, a, a; a;]||b;
C2 - a; a; ag a;z||b
C3 as a; a, ag)\bs

FEI M@ AR GFEH) EMATAZIH (R EWARE GF(2) ERATAZm) ., H
AR 0 ZHA A X FIREARARFZH . AL Rijndael B, X ZIWK b (), X F I
HBERERRTE - ITEEMALETHEIR a ()= a3z’ taa’taxta,. HWFH
EH, v
EE 31 RBAEGF2) EWETK a3’ ta,2®ta xrta B o' +1 AR, Y
H A 56
a, as a; a,
a, a, as as
a; 4, 4o 4as
a3 dz A, daop
1E GF(2°) k-l
M asx’tasx®tarta, BE ' H1 00, S EMNYHFELZHK hyx® +
hoxi+h,x+h, [H15
(asx® +asx®*+ax+ay)hyx®+h,2°+hx+h,) =1(mod ' +1)
A kA
(azx®+a,xz*+ayx+aog)hox® +hixz* +hox +hy) =2(mod 2* + 1)
(as;a +tax* +ax+tao)(hix®+hox? +hax+hy) =2°(mod 2 +1)
(azx* +a,x*+a,x+a)(hox® +hsx? +hox+h,)=2°(mod ' + 1)
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CERH 3-1FE)
()= 2QQb()EXHN x Gb()O W 2 +1 Frk Bl c (2)= 2Rb(zx)= ba’+
brx*+box+bs, HEMERRD,BR a,=01 5, HALFTH o, =00, B
Co 00 00 00 O01)(b,
C 01 00 00 00]||b,
€ 00 01 00 00/|]|b,
C3 00 00 01 00){s,

P s (ol e 9 8 ) A8 3 25 301 2R 24 T ot 57 35 19 B[] b B0 AT 52 AR IR BB (0L,

3. iZitRsE
. Rijndael BRI SRR LT 3 KbniE.
%(1) VLA B i it .

(2) FEZNFG L BER, %85,

(3) &itfajeg,

MR K 2B UL, HA R BUR Feistel 2548, BIHE o ) 4R 25 14 36 43 Hb 4 AS i e
7 b {57 R F3CE B AW ALE . Rijndael WA X R, HEEREBREH 3 P AR A5
AEBA R FREN R 3 AR B SR, RiIERE S LR LRI 77
AT AL B . AR 2 R R R A R 8 ST 7R TE L S WS B R R B A5 T AR
ML, * B B R R B (T AR M A BT RN 25 A RS A M RE B — AR, M SEEL
P PR FE MG FEREL 3 B —ZEA T A S RThEE.

() KHREE: WRERZ LOmEY .

(2) ELHEE . MEA RN ERERIEL RSN S &IFITHEH.

(3) HHMEZ . PR FHEAR LB FRBPERE L, LI — KRS

EE—RZAHT -G EANE BN RERDNEEHOFHRT . &G —
ANEHME LLE B4R — )2 (B3 R Y 7R 4T B 80 B S i, X 38— 2 80 00 2 ARG AR —
JZ2) w] Tl B kb ) 25, PRI B B 0 2 X RS B A A TR AT R L. P 2 RS A T R AR
R ZETAMZ AR T ESMZ. i IDEA . SAFER # Blowfish,

ATHEMEREMNBEREESH EENEL B —RNELEREZESHT&R
LR G EARR , XK F DES fi/a — R A MA Ak —8. oI LIERAX TR
LUAE oy 77 3048 i SRR IR s i & 2,

3.6.2 EixinBA
Rijndael & —/ 4% 40 240 % 5 , BU 4 40 4 B A 3 40 46 B 86 7 28 , 4% 11 AT LA g <7 b 45
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1. RE M FEAMRY
AR T B S A 2 AN SO oA L Bk G v (R 45 R T A A BRI v 1) 45 SR G 40 4 AR
A TR MEERAERS LT, RETT LU AT 15 2 70 5K 09 56 B R 31 R0 L 1% B 51 A7

4 17,5862 N N, . N, FFaHKER 32,

FhFBERMUMAH — DU FH N TR NEEEY XA, ZBEMNA 4 177,59 868 K8
N, N EFHHEKERU 32, £3-8 N,=6 BPREM N, =4 69507 5% 6 04 55 4 151

TR,
®3I3I8 N,y=6 IREMN, =4 M FEHA
Qon aol aq; (Z0%] oy Aos
a ay a ay au ais
d 2 azi az; d 23 Ay dzs
Qo as a3z d33 (271 35

A I AL X 26 53 4 24 4 — 4 B

J& 16,24 1 32, KGR TARBITE B 40 5 2 0~15,0~23 fl 0~31,

koo ko koo kos
ko ki ki, ki
ko ko ko, k2
ko ki ky, ks

HE T ERE LR RR T 4 F3 0 R R
% ) B KT N 4.6 .8, BT E T AR E 452 0~3.0~5 Ml 0~7, 4 FH
TCE A B ] A B AR R

B 0 i N R0 R R E 8 L RE S Y R Y — A B, T T bR T R 0~
(AN, — 1), B edin A R0 HE DL S SR A 4 4 B 40 90 2 16,24 A 32, OB B FAREY
0 4 Al & 0~15,0~23 F10~31, M AMFFHH LA H 8 LhFFTF 17 a8 —4E %
L, HITE TARIEER 0~WUN, — 1), B Fp 7 % 81 LA 35 0 8067 /9 40 41 K B e 23 1

T A AL 355 8 ) B S R R i e R A A LA O B R aveaoan
agapanazay - BIFHREIREES P, FEFHFEHAUFT IPALIE kookioks
ksokork ko kg - B JBCE B A F 4 BES b, T CRLEE AP ] R Y £ g AR S
4 3 SR Dt R AT R SR R [ B4 R MOIR S B B R R . A A (R ) 4
F n AICEXM B T REBIIBE G, DB EHITE, M G, DEUTXER.

i =n mod 4;

j=Lln/4

n=i{-+4j

ERWBBICHN N, N SN MNAEX,K3-IR/MT N 5N, MN. LK.

®3-9 ERBEN AN, MN HEH

N, N, =4 N,=6 N,=8
N, =4 10 12 14
N =6 12 12 14
N,=8 14 14 14
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2. Bl

Rijndael B9%5 eR % h 4 ’I\KE]E‘JH%:%H‘?HEE-(ﬁﬁﬂ%?jﬁfﬁﬁ(ByteSub) ST AL
(ShiftRow) 31l i & (MixColumn) . %41 bu(AddRoundKey))

1) FAr L

FA U (ByteSub) RAE LA H s b PR EW S AF W fr, LA S
SRR L DL AN AR ) A A )

(D) Hh . BFWEMEGFR) EMILEK . M H|

A (2) HR RS e F B CGF(2) E R, T3 )

Wit ,00 MEFE| F .,

¥) (1 00 0 1 1 1 1)(xo 1
Y 1 100 0 1 1 1||a 1
¥e 111000 1 1|z 0
Vs _1 1 1 1 0 0 0 1]|xs 0
yo|l (11111 0 0 0f|x o
ys 01 11110 0| 1
v 00 1 1 1 1 1 0| 1
y;) 0001 1 11 1)(g) (0

bR S SXPARE B TR 30 B i 2 e id A
ByteSub(State)
Al 3-19 259 AR I .

oo | @g) | @y l oy l 4 | G5 S|’ Nb\m by l by, I by | bos | bos
ay | ay | ap| 9 4 as byg ?ﬁ by by | biy| bis
Gy | Gy | Gy | Gp3 | G4 | G5 by | bay | bap | bas | bay | bas
Gy | @y | Ay | A3 | Gy | G35 bsg | b3y | bay | bsy | byy | bss

# 3-19  Fa AR E

ByteSub f4 1% 25§ iy 40 40 % A9 R M7 AR B I TR L. B
S AR B 30 IR e, R —F W AE GF(2°) LT,

2) 1%

I B AL (ShiftRow) KPR BB B ST HTEABAL, ARRETHEBEREAF.
FTOATARE, B VITHEALE C ANFW. B2 TRFER C, M FEW . B 3ITEALE
LIANFEN. UBECC..Co MIRES N, AX.l&E3-10 4.

K310 MNETFRRSERKEMLER

i
=

N, Cy ) C, Cyq
4 1 ' 2 3
6 ' 1 2 3
8 1 3 4




AARE S (F 5|

48 5E 10 AL 88 PR B AT T AT B A2 B IE N

ShiftRow (State)
3-20 RIT B~ EA.
RO |
Qoo | Qo1 | oz | Go3 | o4 | Yos [J BT I o0 | L] [ “02] o3 I Toq [ 405
Qo | G | 92| 93 | 94 alsll 21 | an [ a); l “13] a4 ‘)"15 ay
Ay | G2 | 922 | 923 | G4 azsll #E3 l L | L) I G4 ["ags | Gy | G2
Gy | Gy | A3 | G33 | Gy aasl| l a3 I ay |%35 ay | 43 | a3

A 3-20 fFTBAREE

ShiftRow B‘Jiﬁ@iﬁ&%ﬁ’b&%ﬁ%i‘lﬂ@ﬁ 3 ?'Jﬁ%’] Lj{_\_\igﬁ N.‘:_Cl \Nh_cz \NI:_C3
HEATIRFR AL R T8 I F WA G +N, —C)Hmod N, .

3) FRE

FEF) IR A (MixColumn) ZE 4 f KRR ZS B3 89 A1 8 GF(2°) B 2T, 5
— P EEH BTN c (OHFTHE ' +1 R, HRER c(ORE ' +1 aEMEZI,
75 M BR A 728 e 5 2 7R W] a8 Y, PR T 2 {6 A (6] 4 i A 43 X R Y g 40 4 T BE M T
Rijndael B FH A BB c () B (REH TR B ER) .

c(x) =032+ 01x*+01lx + 02

@RI EEMN, FHRE 1 e, SIRGERMATE hEMERE, &
b(x)=c(z)Xa(x), N

b 02 03 01 01)(ao
b, N 01 02 03 01]]|a,
b.| |01 01 02 03||a,
bs) \03 01 01 02)\a,

XMNEHTEEM GFY) LM i FUrRm A FR= 34 EEMITE 02,03,01,
Pt LA 3 S 3fe 13z AT SR 2 L R TR R Y .
SHRZ State B BT A 5 AT A5 IR B2 Bid A
MixColumn(State)
B 3-21 RINBREGEH~ERA.

ay; b
ayp | o | | |os | Gos |— ®c(x) \-% bor| Y |boy | boa | bos
ap | ay | ap| Y @y | ags bio ?ﬁ by |bi3 | bia| bs
Gy | 9 | Gn| ay |Fa | 9 by | by by, bas | by | bas
Ay | a3 | A3 A3y | G35 by | by bz | by | bys
ay; by
B 3-21 FRA SRR EE




meesesss—— 5 3 F SAFAKS e

SIRGZEHMWE R XM, NEHEHH - MM EMEZIK d () HF. d(2)
i &
(03z* +01x* +01xr +02) ® d(x) =01
I AT 48
d(x) =0Bx*® 4+ 0Dx? + 09x + OE
4) B8
W (AddRoundKey) ¥ R FEHAM L SR EH#TE RN, REHLMNF
FHELIEARSFERZEGR REAKESTAHARKEN,.
R State 5% % RoundKey MHEHMZ B EKR N
AddRoundKey(State, RoundKey)
A 3-22 BREHmMEHE R ERE.

o0 | 901 | 902 | 903 | Y04 | Yos Koo | koi | koa | Koz | koa | Kos boo | bor | boz | bos | bos | bos
Ao | 9y [ Q2| B3 | D14 | D5 ko | ki | ko | kis | kg | Kas big | bu | bz | biy | bua | bys
Ay | G2y | G | O3 | G4 | Qa5 @ Ky | kot | Ky | Kas | kg | s - by | by | b | bay | by | bas
30 | G3) | A3z | G33 | 34 | O35 ko | Ksi | ksa | Ksz | ksa | Kss byg | by | b3z | byy | by | bss

B 3-22 #HHMmERREAE

FHMZRHYZREAC.
£r LRI, 41 B8 Rijndael ¥& ok 500 7+ 5988 04 fa] 5 DR, DHREEL#h . SR B A9 O C AR
S

Round(State, RoundKey)

{
ByteSub (State);
ShiftRow(State);
MixColumn(State) ;
AddRoundKey (State, RoundKey)

}

45 R AL A 5 oA %05 AT T & #E AR MixColumn X — 2 48,

FinalRound(State, RoundKey)

{
ByteSub(State);
ShiftRow(State);
AddRoundKey (State, RoundKey)

}

LA Efh C ARS8 3, State ,RoundKey B I $5 #FE%, s % Round,FinalRound.
ByteSub,ShiftRow ,MixColumn, AddRoundKey #f 7E 4§ State, RoundKey ff 4§ [ (9 B4
5| FikfTis .



mm AARELFE(F 5K meeeees——

3. BRRHE

WA g HE AR D T S B R WA L R B R AN AR Bk O o 4]
AR, A R A0 T .

(1) WA REBE T o KR LT 1;

(2) P FHHBY RRAY RES:

Q) REHNY BEHPRHPE 1 REREHRY REHANI NI F.F 28R
BHABIE T RE N, ANF T 2.

1) HHY R

VRFEHREL A FWFERTEN YRS, KA WIN, x (N, +D ], o, 55 N,
M FROAFFEH UESITFR BB T EX., VREERE N.<6 M1 N, >6 HFr
A,

YN, <6 B P REEKRN

KeyExpansion(byte Key[4* N,], W[N, * (N,+1)])
{
For(i=0; i<Ny; i++)
Wlil=(Key[4* i], Key[4* i+1], Key[4* i+2], Key[4* i+3]);
For (i=N,; i<Np * (N,+1); i++)
{
temp=W[i-1];
if (1 $Nx==0)
temp=SubByte (RotByte (temp)) "Rcon[ i/N, ];
Wl il=wW[i-N,]*temp;

}

He Key[4 * N, AR FHEH BELULFT RN TEN —4EF5 . 8E SubByte )R [F] 4
FHFE,HPE - FHEEM Rijndael B9 S FEMHBIMAFEN MM FEHEH, KK
RotByteO iR Bl 4 FHF , ZFHM AN FHABALSE, B SMAF R a, by ¢y d)
w L FERGB, crdy a),

AR T REANA NAF IR TFEHAZENEGNF WLHIE T —1F
WLi—1]5 N, M EZR ST W — N, IR B0 AR Y /N, B8, 90 5 — 4~
FWHE—1EEUT RN,

1 FHTEAR AL RotByte>H S &t 17728 # SubByte—5 55 % 8 Reon[i /N, 1.

M N >6 YRR N

KeyExpansion(byte Key[4*N,], W[N, * (N.+1)])
{
For(i=0; i<Ny; i++)
W[i]= (Key[4 * i], Key[4 *i+1], Key[4 *¥i+2], Key[4 * i+3]);
For (i=Ny; i<Np * (N +1); i++)

{
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temp=W[i-1];
if(i $N,==0)
temp=SubByte (RotByte (temp) ) *Rcon[ i /N, ];
else if (i $Ny==4)
temp=SubByte (temp) ;
WLil=W[i-N,]*temp;

}

N:>6 5 N, <6 WEHAY RAEOXINET: 4 R N 4 0 FFET, & 58k ar
—NFE Wi —1]% 53 SubByte 28§ ,
PLERARZ T Reonli /N, ] AEEFEECHMES N X & O CFATH A7k 6l
Fon  [F MR GF2*) FTE) .
Rcon[i ] = (RC[i ],00,00,00)
He ,RCLi] & GF2)HERN 2 "X XK, Hit
RC[1] =1CHEp o)
RCLi]=ax(Bp02) « RC[i —1]=a""
2) ®H %
REH S MREVHEEHARENFE WIN, » i ] WIN, G +D—1]%
L 3-23 Fras,

[ALALALA LA [ALALA LS [ACALA - AL
| B EHO [ REHI T
M 3-23 N,=6H N, =4 B #9% 515" &5 5 % $ 28 I

4. MBHE X
85 B v R 5E AL LA AR AE . ISR SN (N, — DRI, AN R, B

Rijndael (State, CipherKey)

{
KeyExpan'sion (CipherKey, ExpandedKey) ;
AddRoundKey(State, ExpandedKey) ;
For(i=1; i<N,; i++) Round(State, ExpandedKey+N, * i) ;
FinalRound(State, ExpandedKey+N, * N.)

}

Hr, CipherKey & ¥ % %, ExpandedKey &9 R % 5. HHY W LIFE it 17 (Fit
H), H Rijndael %589 0% 8 0] LA X —8" B EH R A .

Rijndael (State, ExpandedKey)
{
AddRoundKey (State, ExpandedKey) ;

For(i=1; i<N,; i++) Round(State, ExpandedKey+N, * i) ;
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FinalRound(State, ExpandedKey+N, * N, )
}

5. NBENHEREERBEHEE

HRA BT L.

5|38 3-1 W F I (ByteSub) , 17 B 1 (ShiftRow) fY 3% 75 #1 43 5 & InvByteSub,
InvShiftRow, M| 4 & # 4 ByteSub—ShiftRow i 28 #t & InvByteSub—>InvShiftRow.,

iERE  fH & ¥4 ByteSub—ShiftRow 3% 28 #t J5i 4% & InvShiftRow— InvByteSub.
T35 {8 (ByteSub) J& % 8 4~ F 35 26 47 41 [5 19 ZE #& , % InvShiftRow 5 InvByteSub
PSSR AT LA SE 4 I '

(53 3-1 iE5)

512 3-2  ®FHIR A (MixColumn) {93 2 4 &7 InvMixColumn, W 31| {R &3 14 5 % 8

R (AddRoundKey) 9 4H & &5 44
MixColumn—>AddRoundKey( * , Key)
Y 3 78 46 2
InvMixColumn—>AddRoundKey( * , InvKey)

Hi %48 InvKey 5 Key 1K & N : InvKey=InvMixColumn(Key) .

R 44 MixColumn—AddRoundKey( « , Key) 328 5 4 Fy

AddRoundKey( + , Key)—=InvMixColumn
®’ S MK ilEsREEF ML FEHES BT
(SEK)Rd(x)=(SRd(x)) DK Rd(x))
FIt LA
AddRoundKey(+, Key) = InvMixColumn
=InvMixColumn — AddRoundKey(+, InvMixColumn(Key))
(5|3 3-2 jE5E)

SIH 3-3 K RE—RAE AT E AT — 5 80 R A T 5 A A A

AWM T R

MixColumn (State) ;
AddRoundKey (State, Key(i)):;
ByteSub(State);
ShiftRow(State)

U322 4 R Y 0 AR R A H

InvByteSub (State) ;
InvShiftRow(State);
InvMixColumn(State);

AddRoundKey (State, InvMixColumn (Key(1i)))

UERR X251 EE 3-1 M5B 3-2 A B ARAMEE .
RETER L 7ET| B 3-3 B ik f i Ae e v 58 2 B B8 4 B AEIR BRSO & Rk i



 esss— F 3 SAESEN w—

PREL XK EMERENRRAE. FEINEEERA 3 MTERA, HEF LT EHH.
EHE 3-2 Rijndael F5% 09 % 58 5k M0 5E R DL T E0E. MBREHM (N, —D
REMR;—1T4ER. Kb MER LR SRR

InvRound(State, RoundKey)

{
InvByteSub(State);
InvShiftRow(State);
InvMixColumn (State) ;
AddRoundKey (State, RoundKey)

}

ER RN RRE N

InvFinalRound(State, RoundKey)

{
InvByteSub(State) .
InvShiftRow(State) ;
AddRoundKey (State, RoundKey)

}

WNFERENVGEEHAM B 1 E 28BN BN FEHAKKN
R(0)y R(1)y 2(2), ==y k(N,—1), R(N,)

M#FEREMVREHAM B IR B 2R--B N BOFEHKKH

k(N,), InvMixColumn (£ (N, — 1)), InvMixColumn (k£ (N, — 2)), =
InvMixColumn (£ (1)), £(0) ., _

IERR X2 iR 3 oI HEHER.

5 LR, Rijndael 5 % 0 i 9 50 0% 500 % B0k 007 H B 28 BB AR R] , HOR 4 45 13
{24 oA Xof IR £14) 308 F A2k

hEHAZBE X SM4

SM4 Bk R M T WAPI 1943 41 % #95 i% , /2& 2006 4F 3 [ E 2 % S8 8 R A 6 8 E
W — &SR,

SM4 Bk B AHBEBRL, Hd BT AKER 128 s . FHSHKEH SN
128 A MERESEHY B LR 32 &M, LLFY (8 i) MF 32 )R
BT AT B Ak 7

1. BEXIEH ]

SM4 B H i A ZEH A 2 InMEREANL.
(D 2. ichD.Hh 32 NEHERILER .
(2) PEHBAL, <<li W2 MNFWEALER i {i.



m ARELFF 5K e——

2. EABMI 4

DS&

S ERVUFV B IELERS i, HENFERHRRE, EM A ML a2 8 i
BTy, BRMAFT N a . MBFHW R, WS EHREHEATRRN

b=5S(a)

S AREHMNINE 3-11 Frac, Bl AR EF, M4 ASE EfT 5% F 3138 X ib

fI{E 84,B) S(EF) =84,

£311 SMAFEREZNSE

1 2B | 67 |9A | 76 |2A [ BE | 04 | C3 | AA| 44 | 13 | 26 | 49 | 86 | 06 99

2 9C | 42 | 50 [ F4 | 91 |EF | 98 | 7A| 33 | 54 | 0B | 43 | ED| CF | AC| 62

3 E4 | B3 [1C| A9 | C9 |08 [ E8 | 95 | 80 |DF | 94 | FA| 75 | 8F | 3F | A6

4 47 | 07 | A7 |FC | F3 | 73 | 17 |BA| 83 | 59 [ 3C | 19 | E6 | 8 | 4F | A8

5 68 | 6B | 81 | B2 | 71 | 64 |DA| 8B | F8 | EB| OF | 4B | 70 | 56 | 9D | 35

6 IE| 24 |OE |S5E | 63 | 58 | D1 | A2 |25 |22 |7C|3B| o1 |21 |78 87

7 D4 | 00 | 46 | 57 | 9F | D3 | 27 | 52 | 4C | 36 | 02 | E7T | A0 | C4 | C8 | 9E

8 EA|BF |8A | D2 | 40 | C7| 38 | BS| A3 | F7 | F2 |CE|F9 | 61 | 15 | Al

9 EO |AE | 5D | A4 | 9B | 34 [1A | 55 |AD| 93 | 32 | 30 | F5 | 8C | B1 | E3

A ID|F6 [E2 | 2E | 82 | 66 [CA| 60 | CO| 29 | 23 | AB|OD | 53 | 4E | 6F
B D5 | DB| 37 | 45 |DE|FD|8E | 2F | 03 | FF | 6A | 72 | 6D | 6C [ 5B | 51
C 8D | 1B |AF| 92 | BB|{DD|BC|7F | 11 | D9 |5C | 41 | 1F | 10 | 5A | D8
D |0A|Cl1 |31 |8 |A5|(CD|7B|(BD|(2D| 74 | DO | 12 | B8 | E5 | B4 | B0
E 89 | 69 | 97 [4A | 0C | 96 | 77 | TE | 65 | B9 [ F1 [ 09 | C5 | 6E | C6 | 84
F 18 | FO [ 7D | EC|3A |DC|4D| 20 | 79 | EE| 5F | 3E | D7 | CB| 39 48

2) FRHER «
LT c RUFRHPMAHEXRERTR, Eh 41 S BIFEBE. REARN A=
(agsarsazsay) (44 32 BLAF) i tH A B=(by,b, by b3 (4 A 32 LY I
B =(bysb,:b,:b;) =t(A) =(S(a,)+Sa,),S(a,),S(a;)) (3-1
3) MBI L
AR L R LLF A B AL P e, o A B2 32 M F . ERE



——— A X Rk I

TSRS
WL WA AT B, &l AT C, 0
C=LB)=BO@B<<K<2)PB<<K<INDB<<<IY D B2
{8=2)
4) G T
B T ddEZe A o MR L &1, Bi b s S0 =R 5. A
HF XWX X TR « B MR AT M L R, 12k
T(X)=L(z(X)) (3-8
T a AR T BAFLE i « ML L WES T ESGGERIRE MY &
RPN E: o R SN d

3. BEH
SPRBh LR EAFELIRAMR, RERBF MRARN 4D 2 HF (XXX,
X128 i REHAN - 32 M F vk, B RE—A 32 iMF. i FRAH.
F(X0:X1:X:: X3tk =X, ®TX, ®X,. D X; Prk)
RIERGB-3),.F
F(X0:X1:X0: X350tk =X, DL((X, DX, DX, D rk))
it B=(X,®X,®X,®Ork) MM\ G- DMK (3-2),F
F(Xss X153 Xs: X517
=X, @[SBY]P[SB)<<<2]B[SB)<<<10]®
[S(B) <<< 18] @ [S(B) << < 24]
RRBA M INE 3-24 B,

4. mMEHEE

KA 32 G, BREH - EH.

BRI AR 4 D F (X X1, X0, X)) (128 AR K B AR HEH N 1k, =0,
1,30, 32 M, BiHEE N 4 DNFY,,Y,,Y,,Y,) (128 hEEK) . A gl
fARWE .

X ita =F (X, 1 X119 X125 X is31k;)
=X, PTXi1 D X2 ® Xits Drk, )G =0,1,°,31)

AT 5% AT W — 3 R et 5 AT BRI — B EmER L ZE R
WE—TRFALER .

(Yoo Vi1 ¥5:¥s) =€ X s X a6 Xgs s X 32 ) =R Xnp 5 X 15 5 X s Xss)

R EMER A 3-24 B,

5. MERE

fife 7 L S N S M T LR AR R A0 (R U AR L R R R R R W
W

ﬁ?ﬁﬂﬁfﬁ/\ﬂ?ﬁ)‘((ﬂ .Y“Y;:'Y;;)*u%%fﬁ rk. (i=3]v30""1190)s%mﬁm§1
(Xn<X1 ’Xz -X;;)JI'J(YG 9Y| 'Y2-Y3)=(X35~X3-|'X33 ’X32)c %Tfiﬂ:'—ﬁﬂﬂﬁﬁﬂﬂﬂ‘



mmm A FAFEE SR ——

[ 3-24  SM4 ¥k (19 I 55 5 vk F0 4 oA B 45 ) 1

W REREPOAN X, AW TRITBIWT OMEREL.
LR R
Xi =F(XiusXizrXisas Xina otk
=Xt @ T X5 @ Xise D Xipy @D rky) (i =31,30,+,1,0)
500 Rk 2 A T B — AN RO AL B (R AR A B R R R R R E A R R A
HR.
(X0,X15X:,X3) =R(X;,X2:X,,X0)

6. BV REE
SM4 BB A 128 U EH, RA 32 REREW. B—REH -1 32 LK
REHA EHERHR2AREH. FHEAYREE ANEBEHZEL 32 M HH.
1) #%¥ FK
FEFEHY R W w5
FK, = (A3BIBAC6), FK, =(56AA3350),
FK, = (677D9197), FK; = (B27022DC)
2) EESH CK
L 32 MEESH CK, . 84 CK, B—DF H=A T .
¥ ck,; M CK, % F1(GE=0,1,-,3137=0,1,2,3), B0 CK, =(cki.s » cki;sck;.s,
ckis) o M ek, = (4i+j) X 7(mod 256)
X 32 ANEESEWT (HA#FD



— T R it M

00070E15, 1C232A31,  383F464D,  545B6269
70777ES85, 8C939AA1, ASAFB6BD, C4CBD2D9
EOE7EEF5, FC030A11, 181F262D,  343B4249
50575E65,  6C737A81, 888F969D,  A4ABB2B9
COoC7CED5, DCE3EAF1, F8FF060D, 141B2229
30373E45, 4C535A61,  686F767D,  848B9299
AOATAEB5, BCC3CAD1, DSDFE6ED, F4FB0209
10171E25, 2C333A41,  484F565D,  646B7279
3) BHY R
WA M MMEFEH R MK= (MK, , MK, , MK, .MK,) . 8 {H 8 %8R rk (i =0,1, -,
30,30 HHY BRAE AR T, HP,K, 6=0,1,+-+,35) R [E) %% .
(1) (K, K, ,K;,K:)=(MK,DFK, ,MK, DFK, , MK, DFK, , MK; DFK,)
(2) For i=0,1,-,31 Do
rk, =K., =K, @ T,(KH—I @ K @ K @CK:)
HAoppyZm T"'5MERELRBPH T RAMERF, DB H P HLEEL L BSCHUT
L
L'(B)=B @ (B <<<13) @ (B <<< 23)
HHT REENEN S MER LSRR WRERAT 32 881k,

Bz Z

HZHEEH R CZUOMAFRFREGABEZEnZ AE R L LE K E AL
W E FRAIHE L2011 45 9 H Bt vl A — R XA shili 5 R4 (LTE) 89 HFRbr
HE LB 4G () [ Brbr e

B DA 43 G 5 i 3K A T ) S Y O R BT R R B O, R OB 128 LL AR
%00 46 2 A A 128 AR P B a1 B (TV) , B HH 2 DL 32 EE R S (FR A B4 ) BB L
i) 5% S I .

38.1 EEHRHFSREX

1. #Hl R R

TR AN SRS IR R B AR O R AR AT Ox MRS oS B WRA T
i 2, W R 7R Bt .

{5l n , ¥ % @ AT LAA LU A R Bk &R g

a =1234567890 + i e ow
=0x499602D2 + 75t |
=1001001100101100000001011010010, — i FE R

2. BB F

THAABEN RGN (RFWELL BBRAEZERFIELAL. Wa=

73—



wmn ﬂiﬂ,ﬁ%ﬂ;i}-"(% D) ey

1001001100101100000001011010010, ya HIF A R KB ZEH —0 1.a BRACHR N H &
fi—AL 0,

. EERSRT .

- A4~ 3 H0n

ab WA B o 1o AT

= I {5 12 3

mod B RO R

@ 3 B [E) % HE R S ER OB 2
#E 25 iy

allb Ha b GEE

ay Eﬁa B@E(EZE.)I(S’G\Z

a. BB o K (RA)16 1
a<<<k a FEREB L L

a>>1 a HB—1

(@isazssa,)>C(bysbys=yb,)  a; Bb, BIFTRIE
B0 ,a =0x1234,6 =0x5678,c=a | |b=0x12345678,
B H ,a =1001001100101100000001011010010, , W]
ay =1001001100101100,5, a, =0000001011010010,
Bl ,a =11001001100101100000001011010010, , M
a >>1=1100100110010110000000101101001,
BN, @y s st s@issbysbyse b BBREE (@) rass rais) (b1 sbasee b ) B
W& b, —=a, 1<i<15),

3.8.2 #HMZFHENEZEN

BN AR EDT 32 A 3-25 iR, EER 16 SRR IR A A8
(LFSR) , #2245 4H (Bit Reconstruction,BR), FEZERAFL M R%E F.
Tl 2& 2w,

1. &M R IR L F 77 28

LR BB F A (LFSRO M 16 4 31 AR AR BIT soosi s essi AL BB
RS

{14253 5,28 —1}

ERE .

2R R RE A A5 A7 A BORRAE 2 0R A PRI GF2 — 1) E#9 16 AR B 10X

pla) =a® —20¥ —2Mx" — 280 — 23 — (2 + 1)

B, o B R GF2Y — D BB m 73], BA RIFaREHLYE

LM BB A A7 A% BB AT RN PR . B AR AR KR TAEREK .
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——] mod(231-1) |
L
L
S
R
el S5 SulSu[Se]sulse][s ]8]S [s][s]s]s]s[s]s]
7 p i ~— 7
| Y P LY Z 4
SISHSML Xo E.S‘m Xl S7LS5H X, S2LSOH X R
|
® EE - S

Wl
l <<<16
S-L 8+I, -
(¥ 3-25  # np 2 95 55 5 1k 45 4 1A
1) ¥R

ERIR B LFSR #00— 1> 31 A% F w.u RHIELRERE F 1Y 32 HFFf
Wl o & FF R AR LR R LB w=W>>1, RSB NT
LFSRWithlInitialisationMode (u )

{
(1) v=2%s;5+2s;3+2%5,0+2%s,+(1+2%)s, mod(2¥'—1);
(2) s;s=(v+tu)mod(2* —1);
(3) B s ;=00 F s,=2"—1;
(4) (53985295 95159518) > (50951 9°*sS5149515) %
}
2) TR
FETHERKAT LFSR EARA. HHRIBOT .
LFSRWithWorkMode()
{
(1) 5;6=2%515+ 255 +22'sloj|-22°s..+(1+28)s(, mod(2* —1);
(2) TR 5,,=0,M & s,,=2"—1;
(3) (s1s5p9° 95159516 )—>C(S0 951 9*** 2514 95i5) 0
}



mm AREDHF SR me——
A PR, Z E TR TR EG ARIAELRMRE F e W o &F &
(0 R B o T TR R, HEE T3l AR R F A% 28 b 5 iR
B2 TE 2 RS BEHLA .
LFSR f4Ef £ 2 12 5 2 i Ho 4% 8 41 (BR) $2 (L R ML B 4 a9 5 A SR 3h .

2. Lh4FEA
Fe4% &40 M LFSR B FFaS e b 128 tods R 4 4 32 e+ X0, X, . X,
X KPR 3 M FHHTTENELZERE F. B4 M FS5FHRNIHTE.
HiEHREEMT .
BitReconstruction()
{
(1) Xo=sullsuLs
(2) X,=surllsons
(3) Xo=sullssus
(4) X3=s2 ’ IsoHo
}
EE: AEAN OO, B KA 3L A sud s, 895 30 2] F 15 e iz
Mg, AR 31 B F 16 tsFis,

3. FFkMRE F
FERMEREF A 21 32 KFFKRMFEMPBE TR, MR, HEARNKH LELFESA
B34 32 AT Xo X X it h—A 32 tedsF W, Bk, ERERB F R—1E
96 LLAFELE N 32 ARA — N ELR M EE k. AR SRNT.
F(Xz:X 13 Xe)
{
(D W=(X,®OR)DER;;
(2) W, =R, HX,;
(3) W,=R,®X,;
(4) Ry=S(L,(W,, | IWyy));
(5) R,=S(L,(Wy | W),
}
Her,S 2 32X3289 S &.L,.L, BEHEDTH, SEXL,.L, RWNT .
(DS &. 32X32(HPH A KM H K R 2 KW S &ES A4 MIHFEMNEXEH
S &AL, Bp
S =10(5,,5,55:,S3)
He,8,=S,,S8;=S,, F&A
S =1(8,551+8::81)
S, f1 S, BE LR tnE 3-12 fk 3-13 iR,

- /0 w=



*312 SES,

FEEDN  —

0 1 2 3 4 5 6 7 8 9 | A|B|C|DJ|E|F
0 | 3E | 72 | 5B | 47 |[CA| E0 | 00 | 33 | 04 | D1 | 54 [ 98 [ 09 | B9 | 6D | CB
1 | 7B| 1B | F9 | 32 | AF| 9D | 6A | A5 | B8 | 2D | FC | 1D | 08 | 53 | 03 | 90
2 | 4D | 4E | 84 | 99 | E4 ([CE | D9 | 91 | DD | B6 | 85 | 48 | 8B | 29 | 6E | AC
3 |CD|Cl|F8|I1E | 73 |43 |69 | C6 | BS | BD|FD| 39 | 63 | 20 | D4 | 38
4 | 76 | 7D | B2 | A7 |CF | ED| 57 | C5 | F3 | 2C | BB | 14 [ 21 | 06 | 55 | 9B
5 | E3| EF|S5E | 31 | 4F | 7F | 5A | A4 | oD | 82 | 51 | 49 | 5F | BA | 58 | 1C
6 |4A | 16 | D5 | 17 | A8 | 92 | 24 | 1IF | 8C | FF | D8 | AE| 2E | 01 | D3 | AD
7 | 3B | 4B |DA| 46 | EB| C9 | DE | 9A | 8E | 87 | D7 | 3A | 80 | 6F | 2F | C8
8 | Bl | B4 |37 | FT |[0A | 22| 13 |28 |7C|CC|3C |8 [C7 | C3 | 96| 56
9 (07 | BF| 7E | Fo | OB | 2B | 97 | 52 | 35 | 41 | 79 | 61 | A6 | 4C | 10 | FE
A | BC| 26|95 |8 |[8A|Bo | A3 |FB| Co| 18 | 94 | F2 [ E1 | E5 | E9 | 5D
B |Do|DC| 11 | 66 | 64 | SC|EC| 59 | 42 | 75 | 12 | F5 | 74 | 9C | AA | 23
C |OE | 8 |AB|BE |2A | 02 | E7T | 67 | E6 | 44 | A2 | 6C | C2 | 93 | 9F | F1
D | F6 | FA| 36 | D2 | 50 | 68 | 9E | 62 | 71 | 15 | 3D | D6 | 40 | C4 | E2 | OF
E |S8E |8 |77 | 6B| 25 | 05 | 3F | oC | 30 | EA| 70 | B7 | A1 | E8 | A9 | 65
F [8D| 27 | 1A | DB| 81 | B3| Ao | F4 | 45 | 7A | 19 | DF | EE | 78 | 34 | 60
®x313 SES,
0 1 2 3 4 5 6 7 8 9 | A|B|C|D|E]|F
0 | 55| C2| 63|71 |3B|C8 | 47 | 8 | 9F | 3C [DA| 5B | 29 | AA| FD | 77
1 | 8 | C5 | 94 [ 0C | A6 | 1A | 13 | 00 | E3 | A8 | 16 | 72 | 40 | F9 | F8 | 42
2 | 44 | 26 | 68 | 96 | 81 | D9 | 45 | 3E | 10 | 76 | C6 | A7 | 8B | 39 | 43 | El
3 | 3A| B5| 5 |2A | Co | 6D | B3 |05 |22 |66 |BF|DC| OB|FA| 62 | 48
4 |DD| 20 | 11 | 06 | 36 | CO | Cl |CF | F6 | 27 | 52 | BB| 69 | F5 | D4 | 87
5 | 7F | 84 | 4C | D2 | 9C | 57 | A4 | BC | 4F | 9A | DF | FE | D6 | 8D | 7A | EB
6 | 2B | 53 | D8 | 5C | Al | 14 | 17 | FB| 23 [ D5 [ 7D | 30 | 67 | 73 | 08 | 09
7 |EE| B7 | 7 | 3F | 61 | B2 | 19 | 8E | 4E | E5 | 4B | 93 | 8F | 5D | DB | A9
8 | AD| F1 | AE| 2E |CB | OD | FC | F4 | 2D | 46 | 6E | JD | 97 | E8 | D1 | E9
9 | 4D | 37 | A5 | 75 | SE | 8 | 9E | AB| 82 | 9D | B9 | 1C | E0 [ CD | 49 | 89
A |01 |B6|BD|58 |24 | A2 | 5F | 38 | 78 [ 99 | 15 | 90 | 50 | B8 | 95 | E4
B |D0O| 91 |[C7|CE|ED|OF | B4 | 6F | A0 |CC | Fo | 02 | 4A | 79 | C3 | DE
C |A3|EF|EA|51 [E6|6B| 18 |EC|1B|2c |8 |F7 |74 |E7|FF| 21
D [ 5A | 6A | 54 | IE| 41 | 31 | 92 | 35 | C4 | 33 | 07 | OA | BA | 7E | OE | 34
E (8 | Bl |98 |7C|F3|3D| 60 |6C|7B|CA| D3| 1F | 32 | 65 | 04 | 28
F | 64 | BE| 8 | 9B | 2F | 59 | 8A | D7 | Bo | 25 | AC| AF | 12 | 03 | E2 | F2




mmm AARESF(E 5K ————

Wa RS (FSHH 8 LKA K « SR T NG E c=n[¢,04 S, (5K
S B R 3-12(8F 3-13)5 h AT ¢ 338 A7 B 1+ 7 ikl ¥k
#l4n,S, (0x12) =0xF9,S, (0x34) =0xC0,
WS HIHA BN X (32 AR Y (32 AR 8 X MY 4 51RR R 4 4
FH X=zolx: lx2 | 25, Y=y30 | y: | 32 | 35, IB4 y;=S:(x,),(i=0,1,2,3),
i n,i% X =0x12345678., 0|
Y =S(X)=5,(0x12)S,(0x34)S,(0x56) S, (0x78) =0xFICO5A4E
(2) (M H L, M L,, L, f1 L, J 32 A, & LT .
LX)=X@(X<<<2) DX <<<10) DX <<<18) @D (X << < 24)
LX)=XD(X<<< DX <<<) DX <<<22) D (X <<< 30
(3-4)
Hi, 5 a0 <<<n ¥nia BALEKE {L.
S5RG-DHEA M, RXG-HOFH L, (X) 5 SM4 Hirh a8 LB M.
TEAELR MR B F R HAE MR S &1 H R R EHRE/E R R M8 L 1
HE BT BEM. ERBERMYEHEESRES THBHZ LT,
LR F MW 5HAEREH SR MM X, S, 8B EHFEY 7.
BE4mmE 3-25 Fixw.

4. BAKE
WA T AR 128 LLAFMIRI LR EE A b AN 128 LLARMIRItRm B TV VB A 16 4
31 AR K BB B AE R LESR TR BT 50051000051 IR ARE
ik IV 43 501H
k=ko || ky |l ||k
il
IV=ivy [|ivy || == || ivys
Hed,k, Mliv, ¥ 8 AFRKF,0<G<<15., HPHEALRWT .
(1) % D 24 240 HLAeR9 % &, T4 0 F X4 16 4~ 15 EedF i 78 .
D=d(, ||dl || ||d|5
Hrh,d, s HFERH
d, =100010011010111,
d, =010011010111100,
d, =110001001101011,
d, =001001101011110,
d, =101011110001001,
d:=011010111100010,
ds =111000100110101,
d; =000100110101111,
ds =100110101111000,



d, =010111100010011,
d, =110101111000100,
d,; =001101011110001,
dy; =101111000100110,
d; =011110001001101,
d,, =111100010011010,
d; =100011110101100,
(2) X 0<<i<<15,HU s, =k, |1d,|]iv,

3.8.3 #HMZEALAIBIT
Rk O T P BL . WA A B T B B

1. B B

P 0 1 AR R L 128 AR ORI KR HE ) & AN 128 LEAS 9 B ik TV 36 A LFSR
() 27788 B TCAE B 505550055 LFSR M)A JF BRI R B F P32 LA
i #C R, M R. &K 0,

RIFEEPATLAT LR 32 K.

(1) BitReconstruction() ;

(2) W=F(X¢,X,,X3);

(3) LFSRWithInitialisationMode(u) .

2. TEMER

G AL B B LA S AT TAER B .

BRHATLUF I — K IR F fvfh w38,

(1) BitReconstruction();

(2) F(X,,X,,X2);

(3) LFSRWithWorkMode() ,

SR A B B P A AT — R AE IR AT AR AR — K i — > 32 M
MEHAF Z.

(1) BitReconstruction() ;

(2) Z=F (X, X1, X )®DX,;

(3) LFSRWithWorkMode() ,

3.4 ETHHAZZEBHINZEEEE 128-EEA3

HTHPZHMEOIEEEEEEHT AG Bl A P B3 P it & UE FIEL M
LR B RNC 2 J8] B 0 2B i 1 3 {5 {7 < AR B I i

1. HENEASHH
BENWASENE 3-14, KBS HULE 3-15,



e ﬂ{ﬂ.ﬁ%‘ﬂ"—%‘—‘(% 538) E—

£314 ZUCHEHEZBASHR

TN b KB % bag
COUNT 32 AR &
BEARER 5 R E RN
DIRECTION 1 1% i 77 18 bR iR
CK 128 PL# % 4
LENGTH 32 B SC T B LA
M LENGTH A SC I B E R IR
£315 ZUCHEBHHEIHHSHR
LN 2 § R i % e
C LENGTH i Y L O
2 EFTERE
I B A 3-26 R .
COUNT BEARER COUNT BEARER
LENGTH DIRECTION LENGTH DIRECTION
CK ZUC = ZUC
EHRFTF WA
WX e T Wi YT ex
KikT By
B 3-26 Tz EWEAPLEMNER % 128-EEAS
D w1tk

PR RIS REVL B HEH CK LR H b A S (WL 3-140) it b 2 B 1
WG E PG E IV,
B CK(128 HAF KO 1 £ (128 AR I F AR R 16 FH .
CK=CK[0] || CK[1] || CK[2] || « || CK[15],
k=k[0] || _[1] || &L2] || = || £[15]

&

k[i]=CK[i],i =0,1,2,
JEHE A COUNT(32 HAF KRR AN 4 FH .
COUNT=COUNT[0]| |COUNT[1]| |COUNT[2]| | COUNT[3]
1 IvVA28 tEFKORR K 16 NFAT .
Iv=1v{o]JlltvL1]lltv[2]]| |- [1TV[15],

s 15

mmm 80 ==



(IV[0]=COUNT[0],IV[1]=COUNT[1]
IV[2]=COUNT[2],1V[3] =COUNT[3]
IV[4] =BEARER | | DIRECTION | | 00,
IV[5]=1IV[6]=1IV[7]=00000000,
11v[8]1 =1v[0].1V[9] =1V[1]
IV[10]=1V[2],IV[11] =1V[3]

IV[12] =1V[4],IV[13] =1V[5]
IV[14]=1V[6],IV[15]=1V[7]

2) WmHAMMM =4

RIHE KN LENGTH A, R SRR EH ¢ M m & 1V, /A
ZUC W= 4 L M7 (A 32 KO NE#H, . Hd.L H

L =[ LENGTH/32 |

B e R AR LB R R =[0],2[1],-,2[32XL —1], H#,2[0]H ZUC
B R — A F OB R O R 2 (31 1 B AR AL b , A At 2 HfE

3) nfe %

FHRTEZE BENMEER+ERT .

WK E N LENGTH 8% AH B8 LR A

M=M[o] || M[1] || M[2] || -+ || MLLENGTH —1]
UL R R OR B e s )
C=c[ol|lc[1lllcr2] || = || CCLLENGTH— 1]
Ho,Ccli]l=M[i]P=z[i],i=0,1,2,+,LENGTH—1,
B3| ]

1. (1) & M &M % 5 BUR , IE B 76 DES o, 4n S8 %6 B SC 43 48 #0025 % 40 #6 &
A BURD | IR 4 79 51 9 3 SO 2 R 3 SC A HE AR UKD L B
ME Y =DESk (X)
M4 Y =DESg (X))
R MMEBRMKEREN LSS A M B, iEHADB) =A'©OB.
(2) Xt DES #4795 RuGE R, HMEER 2N EHRAMRNEHA S HHET. BER
5 (1) A5 0 0l /N AT 55 48 R ok B T R A% 8 A 25 1l 2
2. EH] DES fY fift 95 78 6 2 i 9% 28 e ) 3
3. £ DES #) ECB s b , SR 7E % 34 vh B — N8R , iR % Ja OUHH 1 /Y B 32 73 4
ZREw ., SRMAE CBC #rh A #HREHE. G, €8 3-11 9,C, PH—1THEIRY
BHEW P, A1 P, MR,
(1) P, Ja i 5r 4252 3w 7
(2) WMER A LA P, PAHE D HAFRHEIR, X —#RBEZONE AT
L7 X UCE 7 A A A 7



m— AREATH SR —————
4. 7F 8 W4 CFB A, MR AE % SCF R p B 1 AR A48 IR , % IR REAG 6 £ 3 7
5. TESCHL IDEA B, S R MERY SRR AR 2" +1 ksl . L FXRRSAH T LR T
ER—fAER T, Y ,a fle BPIADa LRFRAE 0 8.
(ab mod 2") — (ab div 2"), (ab mod 2") = (ab div 2")
(ab mod 2") — (ab div2") 4+ 2"+ 1, (ab mod2") << (ab div 2")
HERE . (ab mod 2")FRNLTF ab B9 n DNIAEH AL, (ab div 2") R ab H¥n L,
(1) MEMFFAEME— I AE R g F1r G ab=q (2" + D +r,
(2) K g fMr B9 L F 5,
(3) JEAH g +r<<2rt?t,
(4) 3K (ab div 2") KT q HIFERK.
(5) 3K (ab mod 2")KF q Fr FRER,
(6) (4 FG)MIGEHRR » K, B0 r & X,
6. (1) 7€ IDEA MRz 57 d, A2 K S5Ok 21 +1 A& 2107
(2) #£ IDEA M#INE 5, A 2K BB 2 AR & 2"+ 17
7. UEBH SM4 B3 R XA v, BPfF 5 Oof AR A 0 B O B — A, HOE % 69 6 HIF
R .

ab mod(2" +1) =



E RN

AR

ATH o B EF PR — S 8E AR, AR5 A 4820 5 9 1k i A B A A8
LM ERER .

_E ERFa—EEANHEMA

4.1.1 B 3519

2R R R ACBOR G (B ARAC S #) o AR BOR G0 2 o B0 2 A0 3 4 s A adt Tl
B — R B R R R S A B BA T R E A UL ER EN X RSB H 2R
DA — JC A9t AT AR TC R 1T LU — AT LA 24,

W RESS FHER . EHXH Ya,0ES, Ha*xbES,MFK S XiBEH » BHHM.
* B—ILER Y ES, A *xa €S, MFK S iz + FEHHM.

%t Ya b, c €S, K (a*b) *c=a* (b*c), MR * W RLES

EX 41 G, * Y BR—THREERG, « WL

(1) HAE.

(2) 4558,
W FRCG, = ) R2K B,

EX 42 BG, x ) B—MEERG, ~ WL

(D M.

(2) #5688,

) FHETXE e, MY EG, Haxe=e*xa=ase MHN(G, * )AL,

4 MYVaEG,FHETLER a " MflifBaxa '=a '*a=e;fa "RHITE a BT,
MFR(G, * > &, HHPHEHE « S G (G, * ) FIiZ NG,

WRG RAMRES KRG, » ) BAREE, SN ZLRE. ARET.GHWILTENH
R A B 04 B %

WMRBG, x )PHER « BWRLHRE, MM Ve b EG, T axb=0b*a, N
(G, * ) I BB K Abel B,

BB » — PR AT FRZBE IR, HBH » SO+, WFR ik 8, et
Wila 'E®—a,

(81 4-1 (1) (I,+)7 Abel B, Hh, 1 R¥E¥ES.

(2) <Q, * ) Abel B, H.Q REEBES.



mm AAFAF(F 5K  Sa——

) A RE—HEE.PERERA LRI RBES (P, ) R, X H - FRRE
ARl XA Abel B,

4) (Z,,+, & Abel #,H$,Z,=(0,1,,n—1},+, BHM,a+.b %F (a+b)mod n,
a Tl =n—r. (Z o X OREBEEN 0 WA T KB X, BER . X,b FF@Xb6)mod 2,

EX 43 B(G, *YRB—TH,] REHES. WREE T XX€GC. X TH—
NEEaEG WA MMM i €T, o« KA g W WFRK(G , * ) WIGIHRBE, g FRIIE
BB ARTG.IEG =(g)={g'|i€I}, BMWME IR a" =¢ BHR/NEEE m Ha BT,
ieHlal,

FWEEPEAOBRZ AERAR AR OMRE 4.1.11 TR 40.12 5 &0 4.

EX 44 EHERERFER,+, VW _TCIZE+M - 2.

(1) (R,+)#& Abel B;

(2) (R, * YREHE;

(3) ek « FEMML+ L] Bl , B ST Va .6, c ERVE

a*b+c)=asbt+accHMb+c)ea=bea+tcea

MFRR .+, « YRR,

(%] 4-2] (D T, +, < YRF,HNU,+> Abel B, (I, « Y RFBE, Tt - £
%+ ER AR,

() (Z,, +. XY BRH,BARHN(Z,, +,) & Abel B, (Z,, X, ) REHE, X, X+, 7
L.

(3) (M, ,+, « YRF,XEM,E] EaXn FHEES, - REMME, - REERE.

(4) (R(x) s+, « YRH , XH R@EFALRBWEZTAES, +M « 45 EZm
20 1B7 37 | E 37 o

EX 45 HNREELF .+, « )W JCiEE -+ - ¥R

(1) (F,+)# Abel #;

(2) (F—{0}, « Y& Abel B, HP 0 B+ B ¥ T;

(3) ek » ML+ LRI AL, BIXY Va ,b,cEF A

a*(b+c)=a+b+a+c M B+c)ea=bea+tc-a

W FRF, 4+, « YRH,

Qs+, * ) (R, +, ) (Ch+,  YEBE . KPP Q.R.CHHNEAHBES. LK
EEMERES.

ARBMERE P TEAN ARG, TE MR AR, & ¢ REEOR.
q=p HH.p BRERE.r RAKRYNEA g BRFRHR Galois 8,iCH GF () HF, .

EHMALRBNEZHMAES R(OEZTH A MEMPEEZE TFTHRF, K40
# AEEEF M EZTA(REBMAFOER F(OEZWMA M MEME L ZHE T 0
577 98

F()P A AZTAES S BB HRBMES LM RIEEF LI RERIE 0 B EL
a0 H B A E B RRR BR G A 2R R A 21K
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PAZIH R REAERX D 1 HREMNELE.

ZWMAMABIE UER p WEMRF o, XKW EZHXESGEHN F, (2], &
m(x) & F,[z] bW n WAAALZIMAK,F, (2] E 20k mMmaes bl m () I
s, i E2MRESIEH F,la)/m@) , EEPILENEH p" F,[2]/m ()
E—NHBRE GF(p"),

4.1.2 EHMEERERH

1. BF

W oa,b(b70) RPN EEL MRFES DB m T a=mb, WFK b BERa, BN
bla HFEb a METF; BMFK b6 AR a,iB R b1a.

BEEA L TR,

(1) all, P4 a==x1;

(2)alb Hbla,W a==b;

(3) XHE— b6 bF0),b10;

W) blgblh IHEZEREE m.n bl (mg+nh),

X B RAG H (4) B UE B, At 3 AN T A iE B AR AR 1R B

WEC4): M blg.blh W FEER g, b, HH15

g=bg,y, h=0bh,
i LA
mg +nh=mbg, +nbh,=bGng, +nh,)

.6 (mg +nh),

2. Z¥

FREH p p>DEEB.ME p WHTFRALLI MLy,

& p AREE WARA G

E—8 8 a (a>1) AR REME — Ho 20 b LA FIE .

a=p piepn
He,p,<p,<<-<p, BEH.a,>0G=1,,t), Bl
91=7Xx13, 11011=7x11% X 13

X — P SO R A 3 5o Mok ) PRE— 1, o T A0 T BRA

WP RMAZRES MEEER a(a>DHREM—E KL TR

a =13’:p“P
Hft,a, >0, !
FEABMRBRITBNA MR R RKEZRE I a, H O,
FAR b, AE — IE BBt v] f 3k o I BFI R F R, . 11011 W RR K {a, =152, =2,
ai3=1},
T ROHE 3 S5 A T X BB HE BRI L B, 1 ke =mn TA . M B —RE pok,=m, +n,,
M alb A ME—FM p.a,<b,. XREN p* REEW p’ G<k)EIR,

s 8D memn
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3. BRH

e BRADER a0 WEKAHETF, IR

(D cRa WHRFBEL IHEF, B c Ra b WARTF.

(2) a f1b WAE—2HF, i c WEF,

FRH c=ged(a,b),

B TERBEKRKAHETFHIE, Freh geda,b)=ged(a,—b)=ged(—a ,b)=ged(—a,—b),
—ft ged(a b)) =ged(lal,[6]). HAE—IE 0 BEAERER 0, AT 15 ged(a.0) =a., U1
a.b #FERHEBE TN ged(a )W HHE .

(%1 4-3]

300 =2% x 3* x&*
18=2" X 3*
(18,300 =2" X 3" X 5° =6

— g c=ged(a b)) G —FE p.c,=minla,.b,).

W geda o) =1, o Mb HEK.

Rd RN a.b BB/ AREE.IE

(1) d Za BMFEBERE BFEELEDd £a.b BAREG

(2) a Mo WAE—A8 R d BIF5%EL
ZmR N c=lem(a.b),

#oab BFANERERMIEEE N lem(a,b)=ab,

4.13 HizH
Wn B2— N IEBR .o ZRBEWEH 2 FRa . BB q, RECH r, 1

a

a=qn+r, 0<r<nm, q=L;J
Heplr DI FRET « BB,

H a mod n #mRE -, N aZL:_Jrz+a mod n .,

W (@ mod n)=(b mod n) ,MFKFEE o« MbBHa FR.ICHa=b mod n. HY5
a fin FRBHLER « BRRIEEH[al Fra AXPFEREMWRRTTE.

FE: wR a=0(mod n),M nla,

A LA PR

(D nlta—b)5 a=b mod n FH.

(2) (a mod n)=(b mod n) , M a=b mod n,

(3) a=b mod n,M b=a mod n,

(4) a=b mod n,6=c mod n,M a=c mod n,

(5) WH a=b mod n+d |n. M a=b mod d,

(6) NF a=b mod n, (i =1,+,k),d=lem(n, ,***,n,), M a=b mod d .

MR (5) Ha=b modn Bd |n, 8 nl(a—b),d|(a—b),
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(6) tha=b mod n, B.n,; [ (@—b), B a—bRn . n, WAFEELTLLL](a—b).

ML b5 L R AR S — o REAE XA FRBHERRITTE.

RRBOGZH (FFRRRIZHE)a mod n ¥ HEa BEFFESR (0,1, n—1},FRRRE
BEXNMEES LWEREZHARZE HzBA TR

(1) [(a mod n)+ (b mod n) Jmod n="(a+b)mod n.,

(2) [ (@ mod n)— (b mod n) Jmod n=(a—b)mod n,

(3) [(a mod n) X (b mod n) Jmod n=(a Xb)mod n.,

HE(D): #%(a mod n)=r,,(b mod n)=r, , WFEEEK j .t FBa=jntr..b=
kn—+tr,.,

A i
(a+b6)modn=[G+k)n+r,+r,Jmod n="_(r, +r,)mod n
=[(a mod n) + (b mod n) Jmod n
(2) (3 MUEBA AL .
[ 4-4) &Z,={(0,1,,7},HIEZ, FHIBIME B 45 R 0k 4-1 iR,
F£41 #H8EH

+ 0 1 2 3 4 5 6 7 X 0 1 2 3 4 5 6 7
0 0 1 2 3 4 5 6 7 0 0 0 0 0 0 0 0 0
1 1 2 3 4 o 6 7 0 1 0 1 2 3 4 5 6 7
2 2 3 4 5 6 7 0 1 2 0 2 4 6 0 2 4 6
3 3 4 5 6 7 0 1 2 3 0 3 6 1 4 7 2 5
4 4 5 6 7 0 1 2 3 4 0 4 0 4 0 4 0 4
5 5 6 7 0 1 2 3 4 5 0 5 2 7 4 if 6 3
6 6 7 0 1 2 3 4 5 6 0 6 4 2 0 6 4 2
7 7 0 1 2 3 4 5 6 7 0 7 6 b 4 3 2 1

MinEgs B ay L, x5t 48— = 8 A — v, f#i183 + +y=0 mod 8, WXt 2,4 6,15 2+6=
0 mod 8,k y A = MYTARL ABFRAINIEN T,
Xtz A y 8 2 X y=1 mod 8,41 3X3=1 mod 8, MF y K= HIEIH, WK KT
T, A< AW, AR — « B RE W IT,
— B E XZ, A/NF n BT A AERBEEES H
Z,= {010 yn—1}
WZ, n MRREES., HEMEZHEA LT ERE.
(1) 3cf
(w+ x)mod n =(x +w)mod n
(w X x)mod n = (x X w)mod n
(2) dia _
[(w+2)+ y]mod n =[w+ (x + y) Jmod n
[(wXx)Xylmodn=[w X (x Xy)]modn

s 87 s



— AREFLFHSE) ee——
(3) 4rmci
[w X (x+3y)]mod n =[(w X x) + (w X y)]Jmod n
(4) 77T
(0 +w)mod n =w mod n
(1 Xw)mod n =w mod n

(5) MEX T, Mw€Z, ,FHEEZ, . #18 wt+z=0mod n,iIE 2= —w,
MANEA LT R -

MR (a+b)=C(a+c)mod n, M b=c mod n ,FKJyhnEE H T 4,

ZAER AT (a +b)=(a+c)mod n B F N L a BN TTHF .

SR 1T 25 A R R TR ED AR — & RSL. BN, 6 X 3=6X7=2 mod 8,fH 377 mod 8.
JEH R 6 7 0~7 B EIH 8 NMAUHZ W —& 4, B LG, anFR X ZAE 6 19T 6 X Zs
(EDA 6 TRZ, h 5 —BO BAEZ B Z, MBS 0978 , Zo v 20 B o 5 3 5] — 2%, A it i
it £ B — 6, BT LAY 6 SR, BAME— R R IT. HEX 5 KYL,5X5=1 mod 8,H
5 ARENITS, FHAMWEATR, 58 EEMILAE1.3.5.7 WAHEEH T,

ieZ, ={a|l0<a<n,gcd(a,n)=1},

EE 41 Z, PE—-TEBARELT.

iER HRIEMZ, PE—TTHKe SZ, PEEWRNIARTR b« (RBIE c<b) T,
HERULRAR., B a Xb=aXc mod n, WFEEPHDER L, b, [F18 ab=k n+r,
ac=k,n+r, 01 ab—c)=k, —k,))n ,Frlh a Bk, —k,)n B—PHF., XH gedla,n)=1,
BaZbk—k B—1PHRF,BEE —k=ka. Tl ab—c)=ksan, B b —c=k;n,
5o<c<b<aFIE. FiLhlaXZ; |=1Z, |.

St a XZ; F{E—ILE ac,H gedla,n)=1,gcd(c,n)=1,4F gedlac,n)=1,ac€Z, ,
Il a XZ, <2,

MU LEHRERBaXZ, =Z, . B 1€Z, . FHEEZ, . fH18 a« Xx=1 mod n,
Bl x oKW T, iIEHx=a".

CGEF 4-1 {E5)

ERPHBMTSR: #ABREFAMMES WHEASB HIA|=|B[,l A=B,

Wp A—FBNZ,pEH—F0XRES p R . HMAREL T, KMUT kAT
Yyme, Al LU R AT A

Wi (a Xb)=(aXcImod n H a HREWIC, AN (a Xb)=(a Xc)mod n Pill[F]
Fella ' B8 b=c mod n,

4.1.4 HEIEHZE

Bz HEEN A ENEBE m n,itH a” mod n,

(%] 4-5) a=7,n=19,M 5Kt 7'=7 mod 19,7°=11 mod 19,7°=1 mod 19,

HF77=7«77=7 mod 19, FTLA 7'=7 mod 19,7°=7° mod 19, -, Bl )\ 7' mod
19 FF 46 BT oK 09 7 th BRAR 36 0B A R B A 3.

AL ERIEBOE R P AR M IE AR, W S A,



SR P 4 T AAAER s

PRI R I a”"=1 mod n MIB/NEEE m A n T a KWK ,.IEHR ord, (a).
EE 42 #ord,(a)=m,Ma*"=1 mod n WIERMHREL Im BFEEH.
ER REEER ¢ 8 k=m0 a*=a")"=1 mod n, RZ . BE a*=1 mod
n& k=gm-+r HXpo<r<m—1,94
a* = (a")a" =a" = 1(mod n)
5m BMFE.
CEH 4-2 IE5¥)

4.1.5 BRDER KRAERE.FRRREHE
B3 A EAE A G B K R AR

1. B /R G (Fermat)iE 3E
EE4I(BRREEE) #Hp ZE.a BIEEHH geda,p)=1,M o' =
1 mod p.
ERE FEEPE 4-1 WAEMAR A, Y ged(a,p) =10 ,a XZ,=2Z,, Hd,a XZ, %%
a 5Z,hE—uEME p T, XM aX0=0 mod p,flh aXZ,—{0}=2Z,— {0},
aX(Z,—{0})=Z,—{0}, HP
{a mod p,2a mod p,***,(p —1)a mod p} ={1,2,,p—1}
AR E S PR TR ER, 18
aX2a X (p—1a=[(a mod p) X (2a mod p) X =+ X ({(p —1)a mod p)Jmod p
=(p—1)! mod p
A—JTH,
aX2aX-=(p—Da=(p—0D! a*"!
A I
(p—Dla* "' =(p—1)! modp
HTp—DI5 p R, B —DIVHERELTT, HIRETARE o =1 mod p,
(EH 4-3 E5)
WRGERBATERMTIERX: & p BE .« BIE—EEH, N a’=a mod p.

2. BRHL R

Wn B—IEEH,/NFn BHS5n ERMEBBN DB A n BKPLEELIEH ¢(n) .
[5) 4-6] ¢(6)=2,0(7)=6,p(8)=4,

EE 44 (D F2REBN en)=n—1;

(2) &Hn BEANEE p g MFEFN o(n)=¢(p)Xel@)=(p—1)X(g—1);

) & n AR n=p71 pie - p7 W g =n(1=) (1=

1 P
iERR (1) B8,
(2) ZEZ,={(0,1,,pg— 1}, KA S5 n EXRMEAE 3 K: B A=
(p;Zps"'y(q—l)p}»B={Qv2q,"',(p—1)q},c={O}vﬂAﬂBZ@yﬁﬂUﬁﬂ% ZPI

woms 3O s



mmm AAFAF(FE 5K —

JHPI<i<q—1,1<j<p—1, p Bjqg WWHF . HIE; WHETF,&j=kp,
k=1, Wip=rkpq,i=kq,5 1<<issq—1 FJE. FrLA
en)=|Z, |—[|A|+IB|+|C|]J=pg—[(g—1)+(p—1)+1]
=(p—1DX(g—1)=¢(p) X elg)

(3) Bn=p* B, 1~n Ga AERNBAH 1 ps2-poeeip” ' o po 3 p 40 BT
e(p)=p*—p" .

Hn=pipypi B H2F,

() =@(p 1 )p(pi2 )ee@(p ) =(p — pP (piz — p3 ) (p — pi™")

oo 2)-3)

(8] 4-7] 0(21)=¢3XT)=@(3) Xp(7)=2X6=12

CGEHM 4-4iFE)

¢(72)=¢(2332)=72(1—%)(1—%)=24

3. Bkfi(Euler)EHE

ER4S(RBEEE) #Ha Mo HE,Na*"=1 mod n,

B B R={x,,xs, 2y BHNTF n B n ERMOSEEHRES a XR=
{azx, mod n,azx, mod n,***,ax,,, modn}, %€ aXR PE—ILE ax, mod n,[Ha 5n H
Z.a0. 50 HBZ . Vaxr, 5n BEZE.H ar, mod n<n,AM axr, mod n€ER, T a XRER.

M HaXRHPEBEMANTTEIMBAME, FMW ax, mod n =az, mod n i a Hn HFEH

gln)

a fE mod n FAREFIT, B2, =x,. Bl laXR |=|R |.8a XR =R, [] Cax,

@(n) @ln) o(n) @(n) eln)

mod n) = [[z:, [[az; = [[z.(mod n),a*” « [[2. = [] z.(mod n), th & —
i=1 =1 =1 i=] i=]

eln) @(n)

. 5nHE, ﬂHI; Hn Ei,HI, £ modn FAREYITT, Fla* =1 modn .

(GEFE 4-5 JE5)
#iL ord,(a)len),
HEIL VLA yord, () —F R o ) MEAF. MR ord, (@) =¢ ), MFK a R n PR
R, W a Bn AR, N
’ asat,e,a®”
fE mod n FEAHFRHEE S n HE.
Frolsh, R o BB p AR, W
e ————
7E mod p THERAAE .
(6] 48] »n=9,0 ¢(n)=6,%& 2 7 mod 9 FHF 2' mod 9=2,2° mod 9=4,
2* mod 9=8,2"' mod 9=7,2° mod 9=5,2° mod 9=1, Bl ord,(2)=¢(9),FTLL 2 K 9 #Y
AJFER .



I 5 4 A YA

(6l 4-91 n=19,a=3 7 mod 19 F AR5 5K
3,9,8,5,15,7,2,6,18,16,10,11,14,4,12,17,13,1
Bl ordis (3)=18=¢(19),FF A 3 H 19 B4 JFAR,
AJEMRAME— ., AJIRIERR 3 4b, 19 AJERAEH 2,10,13,14,15,
VE R IR A B SRR A AR JEAR , A LU T I A 84 A A AR
2:4,p° 20"
H,p AR

4. FHKER/REE

Xt /e ged(a,n)=1 WA a. 818 «” =1 mod n [GIEFBSF BB/ IE I m . FE K n
i K 8K (Carmichae) BRELiE M A ()

(%] 4-101 »=8,5 8 HEMHA 1,3,5,7, B0 p(8) =14,

I*"=1mod8, 3=1mod8, 5 =1mod8, 7°=1 mod 8

FrLh A(8)=2,

MZBIEH A (n)<on),

EE46 (D WMHRalb,MAa)Ab);

2) MEBRERMNIEEE a.b,8 A(ab)=lecm(A(a),A(b));

p(n) =1, ‘ n=1

e(n) =1, n=2

p(n) =2, n=4

1 - a
(S)A(n):<?¢(n):2 , n=2"a > 2

pn)=p—1, , n=p,p TEHK

p(n)=p* —p*!, n=p"p WEHa >1

lem@Q (P51 )y (p% )y n ZlL_[p':'

{ i=1

ERR (D SR ged(x.b)=1 WA z,2"”=1 mod b,H a |6 8,2 =1 mod
a, AW =kA(a) +r, HH,0<r<<d (@), ] 2 =(2* Y x"=z2"=1 mod a, T LA
r=0,H ACa) A (b)),

(2) HTF,Aa) [Aab) ,Ab) [A(ab) Bl A(ab) A (@) A (D) AREE., it d
FA (@ MAB) WA —AEBLH A(a) [dA () |dTB =1 mod a,xY=1 mod b, HH,
ged(x,a)=1,ged(x,6) =1, LA =1 mod ab, H: ¥, ged(x,ab) =1,A (ab) |d. FTLA
ACab) & ACa) T A ) BB /AINVA SR,

(3) AT ()33, .
CGEH 4-6 IEE)
TR 4&-7(FXRBRREE) #Ha fln HE, N a*"=1 mod n.
ERR B n=pu i ps , FHAEH o' =1 mod p% (i=1,,t),

o Q7 e



o Iﬂ,'f&%&"%—"(% D) e st

AR po =2,4 ARBKFE, HER 4-6(3) A (p1 )= (p® ), JTLL a1 = =
1 mod p% XE AP ) [A(n), LA a*” =1 mod p?' .

W opn =2 (a; >2) B ,A (p= >=%¢(2m )=24" , RATFHEIEM o =1 mod
24 o, FAHME, Yo =30 ,a°=1mod 8 W EH —FBHa M7, B a"
1 mod 2% Xt a; B, B0 @® " =1+12% ;¢ R—ADEEK. W% o, +1 8,07 =0+
124 )2 =1412% "' +2% =1 mod 2%, HHEMNE,a* =1 mod 2% LK a, (a;,>
2) WAL . :

B a*”=1 mod p% (i=1,,1),% ¢’ =1 mod d, HH,d =lem(p} , =, p= ) =
pi e pt =n L 0" =1 mod n,

Il

GEFE 4-7 iEH)
4.1.6 EHERKRIE
EHRR RGN EOBRBEET N TN,

1. & Hi £ {7 8 (Eratosthenes)fif i%

EE48 WaR—NEBR NMBRMFHERE p<n ES p . WH ptn. B4 n
—EREY.

RFXNEH, - FRELEO T, BN ZBHEH B (Eratosthenes) i ¥ . B4
AKTF n BTA ZB, B8 2~n BBEEI] H, NP MR T %5 F/n A X 2.3,
5,74y py R p<Jn EEH k DR R TRBREBOREFERMITAZEE.

(61 4-11] RAKS n=100 BT ¥ .

& HHv/100=10,/hF 10 BESA 2.3.5.7, MBER 2~100 B9 8%+ 2 BIFFE (IR
B 2)75% .

2.3 & §$ & 7T & 9 1
11 2 13 #* 15 16 17 18 19 20
21 22 23 24 25 26 27 28 29 38O
31 32 33 3% 35 86 37 38 39 49
41 42 43 4% 45 46 47 48 49 50
51 52 53 54 55 56 57 58 59 69
61 62 63 6% 65 66 67 68 69 TO
71 72 73 ™ 75 76 17 T8 79 89
81 82 83 & 85 85 87 88 89 9O
91 82 93 9t 95 &6 97 98 99 7160

2 3 AT EC R 3) 15



91 % 95 97 99
o RIMER 5 B RF B —"FoR REE SO 7 BB ="RoR R 179
2 3 5 7

11 13 17 19
23 25 29

31 35 37

41 43 47 55
53 55 59

61 65 67

71 73 knd 79
83 85 89

5T 95 97

A, R TFRBEREAET 100 WITEEH.

T 1 FE T OO AR R 0 R R B ERUARK FVn BFTA EEL M n R,
KPR ERATATH,

2. Miller-Rabin #f 2 #& il 3%

5141 MR p ARF2HEHRMNAIR 2’=1(mod phr WIERA 2=1 M
g2=—1,

iEBl H 2'=1mod p, A 2°—1=0 mod p,(x+1)(x—1)=0 mod p,HIl p|(x+1)
Hplx—DHEplx+DH plz—1),

Aol G+DHp | G—1), WFAERNEE L M), 8 x+1=kp,xa—1=jp FRX
MR 2=k —)p  ARTTRELR. LA pl+DHpl(x—1).

Wpla+D, W x+1=kp ,HIlt r=—1(mod p).,

KL AT F x=1(mod p).,

_ (5138 4-1 iE8)
5138 4-1 BB MEN . R FE 2°=1 mod p H—# x, & {—1,1} .84 p FREH.
[ 4-12] FEHE 2*=1(mod 8),H 4.1.3 HZ, FHEFLMLE RE
I’=1mod8, 3*=1mod8, 5=1mod8, 7°=1 mod 38



mm AARAFAF(FE 5K —

R 5=—3 mod 8,75—1 mod &F)ﬂrﬂﬁﬁﬁ@ﬁ%} 1,_1939—3931.% 8 ;F%?ﬁo
THE /43 Miller-Rabin (9 E RGN, HELOH 2T .

WITNESS (a, n)
1. ¥ n-1 RN ZHBIEX bebeer b i
2, g1
for i=k downto 0 dof
x<+d;
d< (dXd)mod n;
if d=1 and(x#1)and(x7#n-1) then return FALSE;
if b;=1 then d+ (dXa)mod n}
if d¥1 then return FALSE;
return TRUE.

BEABWITEA 2 EHERMOE.c Z2/h T B, MRBEEMNEFEEN
FALSE, Ml » EAREL, AREE{E N TRUE, N » A0 fEREE.

for JEFHLEHRG H d=a" 'mod n,H Fermat M, % n NEH N Jd K 1. FHik
# dF1. 0 n AR PrLUR E| FALSE,

HAn—1=—1mod n, Tll(z# Dand(z#n— 1) EH 2°=1(mod n) HEAE
{(—1,1} AR H I n A NEER M FALSE,

ZEEAUTHR: X s MR EEAHX -BE, HEF KR ZEREE A
FALSE,#ol & E n RAER. WRBEESRERE S TRUE, W » EXRHEWHERZED
F1—27 H X TR KA s 80T LAIEE & 2 AHE » W EEL

3. AKS ®i%

2002 4F , EJ B %% & Manindra Agrawal,Neeraj Kayal, Nitin Saxena %5} T — /1~
SE T B R BOH A B AR AKS 5k

BNMI2HREARBESHERES HreENeELged(a,n) =1,

a* =1 modn

My /MEBE & FR B T a BB, ICH ord, (@),

HWRETL T,

5|42 #a=2, HRE-PHARK a€Lgeda.n)=1,0 n REBIIFTTEFMR:

(X +a)"=X"+a(mod n)
n

i XM o<<i<n,(X+a)"—(X"+a)¥$ X' E‘Jf’{ﬁﬁ( ]a”'o

1B %#ﬂ.ﬁlﬂ('_’)=o,ﬁﬁu 2 O<i<a)WHEEHH O,
1

n

MR BE A& g REH—PEEHATH (2,0 ¢* Fﬁﬁ%@(g

a" "HE FUEE2 FT. X BEHEARHN 0, (X+a) —(X"+a)7Z0 mod n.
(5|3 4-2 JFES)

]vﬁﬁﬂqk %ﬂ

w94 mmmm



FIH 4-2 /BT — AR R R 8 AT ERIEF (X +a)"=X"+a(mod n)
RERS THE - AR TR R, 7778 % X ™ b F e — A~
X —1 WEWABE L, r B—NE Y EEN/NERO , A F X (X +a)"=X"+a
(mod n) &7 RS, Bk H B

(X+a)'=X"4+a(mod X" —1,n)
BEWN., (X+a)"=X"4+a(mod X' —1,m)BRERZ,[X]/ (X —D L, (X+a)'=
X" as

WENT .

S A B n,

1. W3R n=a®,a€N,b>1, i A %"

. K 2 ord. (n)>log’n B/ r;

2
3. MR a, W2 a<<r H 1<gcd(a, n)<n, il “&8";
4, P n<r, S H“EE";

5

. for a=1 to Lx/(p(r) log nl do
M (X+a)"ZX"+a(mod X*—1,n), W “GE”;
6. Wi “RH".

417 BRILBEEBEZ

BXJL 7% (Euclid) 2k R EOE 8 — D EA LA, R P IE BB R KA HFR
WAL R, A A RROL RS B A AT SR A IE B B R oK 2 B F L T L R IE
B F WA R R — AN BT — M ek T .

1. KX BEF

ROLBESREERET FEH— N RALR.

Bab RN EEBGCHENHERAHNT gedla DO MIEHN (@.b). HUTE
BEE

(a,b) =(b.a mod b)

R b RIEME L HIAH « AR K a=kb+r,a mod b=r ,H .k H—BE, BT
Pl a mod b=a—kb,

Wdjab WARTF.Bdla.dlboFiLhd kb, Hidla fld|kbid|(a modb),H
WdRbHMa mod b FIAETF.

LAY o b A TFHEABE S5 b.a mod b AR FEAHE AN ESHNERREDL
5 FHIE .

R B R A Faf, aTEEM AL RS,

[#) 4-13] (55,22)=(22,55 mod 22)=(22,11)=(11,0)=11,

(%1 4-14] (18,12)=(12.6)=(6,0)=6

(11,10)=(10,1)=1

BRJLEBHENT: Ra.b BREEHANEERK, idro=a.r, =0, REH LRKRE

(FRAPRFEAHBRIE) A -

men 95 e



RAREHF(F 5K)

ro=riq, +rs,

ry=ryqs+r;

rn—2 =rn—lq'1—l +rn ’

rp— =rnQn + Tatl s

0L

0<r2<r|
Oss vy <77y

Yy < Vp—y

Tt =0

HT ri=b>r,>w>r,>r, 20,23 8RE R, 0RGFE 8 r,.. =0, 7TH
(a,0)=r, BNRFEMERE IR —TEORBHAR « Mo WERALAHETF. XEHEHK (a,
)= r))=(rysry)= ==l yr,)=0,,0)=r,,

Ha,o)=Clal,[b]), HILATBERENHTA RPN ERES,IHR a>b.

EUCLID(a, b)

. X*a; Y<b;

. R=X mod Y;
. X=Y;
. Y=R;

LS o A YN © 2 B ~ S U S\ R

. goto 2.

. 1f ¥Y=0 then retutn X=(a,b);
. 1f Y=1 then return Y=(a,b);

(%) 4-15] 3K (1970,1066).

A (1970,1066) =2,
ERFEMERED A

1970=1X1066+904, (1066,904)
1066=1X904+162, (904,162)
904=5X162-+94, (162,94)
162=1X94+68, (94,68)
94=1X68+26, (68,26)
68=2X26++16, (26,16)
26=1X16+10, (16,10)
16=1X10+6, (10,6)
10=1X6+4, (6,4)
6=1X4+2, (4,2)
4=2X2+0, (2,0)

Py =Tz — Fu—1qu—

Faml =7V p—3 = Tp—2Qn—2

rs =r) —Trz2q:

rz =ro —riq

WU G — AR —T, 7148 r, B ro=a.ri=b MEBHAEGERR. HHFWTLE
B FERE s« G sa+tb=(a ,b) BIFIN B R AL H FREB XM BALHEH S

s 00 e



—— ALK R

RN .

2. kKFEEFE T
R a,6)=1, b6 7E mod a FHFHEY TR b<a) , L —D x(x<<a) 15
bxr=1 mod a ., ] HIKRJLEEREELRE (@.0), Y (a,b)=1 K}, 3R 6 6 #1¥T,

EXTENDED EUCLID(a, b) (¥ b <a)

1. (X1, X, X:)<(1,0,8); (Y, Y,,Y;)<(0,1,b);
2. if Y5=0 then return X,=(a, b) ino inverse;

3. if ¥3=1 then return Y;=(a, b);Y,=b 'mod £;

o3

5. (T, Ty T3) < (X=-0Y,, Xo- QY5 , X5-0Y3) ;
6. (X1, X,X:) * (Y, Y2,Y3)

T (Ya, Yo, Y3y (T, TonTy) 2

8. goto 2.

BHEPHERFEUT KR
aT,+b6T,=Ts; aX,+b6X,=X;; aY, +bY,=Y,
X—RAAHANEIER . RET—ROTR (T T, T (X1, X5, X5 .(Y1,Y],
YO iR
aT\+bT,=T4; aX\+6X,=X4; aYi+bY,=Y,

WX —8HAERCT, T, T) (X1, X0 X)) (YL, Y, YO RAT— R TEREMT LR
(T, T2, T)=(X'"—Q'Y},X:— Q'Y,, X:— QYD
(X:1,X::X3)=CY,,Y,,Y%)

(¥ o ¥y o ¥ 3 =Ty T i T D
FiF LA
aT, +bT,=a(X'—Q'Y)) +6(X,—Q'Y?)
=aX+b6X7— Q' (aY'+bY,) =X',—Q'Y),=T,
aX, +b6X,=aY +bY,=Y,=X,
aY, +bY,; =aTy +bT,.=T;=Y;
fEH B EUCLIDCa ), X FFHi—8EA TR Y.Y FFRi—8MEFFH X mod Y,

M #£5 % EXTENDED EUCLID(a ,0) 1, Xy TR —RIGH P Y,,Y, S TAT— %15

WM X, —QY, HTQRY, B X, M. Bk Y, BAl—#REHHPH Y. B X, WA

L BP X, modY,, A W,,EXTENDED EUCLID(a,b) ¥ X,;.Y; 5 EUCLID(a,b) H

B X .Y VEFARTR , BB nT I 7= 4 (a,b) .

WG ,e)=1, MEBBE _REHFP.Y, =1, HY, =10 aY, +bY,=Y,,

aYl+ng=1,sz=1+(—Y1)Xa,bYZEII mod a, Ll Y, =b "' mod a.,

(61 4-161 =K (1769,550),
B HENSITEREEEREERINE 4-2 iR,



- iﬂﬂi’(‘é’ﬁj 52;_’:3“—'(% 5L ensmesmessm—

F4-2 KA769,550)BHES RRILEBEEINEBTER

5 K B X, X, X, Y, Y, Y,
| {5 1 0 . 1769 0 1 550
1 0 1 550 1 —3 119
2 1 —3 119 —4 13 74
3 —4 13 74 5 —16 45
4 5 —16 45 —9 29 29
5 —9 29 29 14 —45 16
6 14 —45 16 —23 74 13
7 —23 74 13 37 —11% 3
8 37 —119 3 171 050 1

FrrLA(1769,550)=1,550 'mod 1769=550,

4.1.8 HEFRREE

HER R EEEEETRA NN - TR, EAWMHE: —ROEEHENBOE
TFr— Lo P P LR AR [R] AR 265 T EE AR 30 R A R B /D BER R R B is

CRTBURANE &%

(5 4-17) Z, . EANBIAT AT 2 M 5000 RN EZBE ) R 4L%
E, BIINE - XF 2 M5 MFREAESHNZEL0IM3], B 2 mod 2=0,x mod 5=3,
A RARECEHEE 5 BREARRE 3, A5 8 Bl EIX— X ARMME—1 .,

(51 4-18] {RiX HGEALTE 5 LAPI A%, #5 B 08 15 LI B9 E, ADKE 15 40 4 P~/
RBFEM, 15=3X5,% 1~15 MEFIRER, ROITE5 R 0~2,55 R 0~4,% 1~15
MBI A b (13 KT EAT 5 0 %8055 3 BRI MR 5 8 %8 5 S8 M4k, W
12 mod 3=0,12 mod 5=2 , ffLA 12 M IEAESE 0 4755 2 &1, ¢ 4-3 i,

F43 1~1509%

1 2 3 4
0 6 12 3 )
1 10 1 7 13 4
2 5 11 2 8 14

BLAE AR AT AL 15 AN T .
Bilgn, K 12X13(mod 15), A 12 #1 13 FrfE AT 543 B2 0 F1 1,12 F1 13 FrvE i 51
S35 2 F 3, M1 0X1=0 mod 3;2X3=1 mod 518 12X 13(mod 15) B 7 i 5] & 147
SArH R 0 A1, XM E EAYEOR 6, BT AR 12X 13(mod 15)=6, XA 0+1=1 mod 3;
24+3=0 mod 5,5 1 7.5 0 3% 10, Frk) 12+13=10 mod 15,
DA b 7 451 2 L ) A A BN, R AN R E AN A
PEEREEERE LD TFESIN DA RS . SHFE AN, ==%2FH

e Q8w



-—-F!_%4$ N E R

o hRBZA=S . EEBZAS YA X
X— [ RARR R
r =2 mod 3
x = 3 mod 5
xr =2 mod 7
THEa eSS, BR 3 AREE MK RIE
2+3+2
HHERE—DHE B3 JE. )5 2 BUHK G 2 B&RLL 3,15,
24+3+3+2+3
REREZAFERBPES 7B — =R R —  =WA L, 5,75
2¢5+3+34+2+3+5
) B8, 45 A7 2 045 LA 7,75
2¢5¢7+3¢3¢7+2¢3+5
R RAAE — A FHE, BB 25«7, W5« 7855 R — i H LU
(5+7) "' mod3,f82+57(5+7) "mod3+3+37+2+3«5, KM, ¥ M
FLI(3+7) " mod 5,5 =TNFLI(3 +5) "' mod 7,145 RN
2¢5+7(5+7) " mod3+3+3+7+(3+7) " mod5+
2¢3+54(3+5 7" mod7=233
MEK 233+k ¢35 7=233+105k (k FIE—RFOEMWH L HBRH, TR k=—2,
BE/NTF 105(=3 « 5 « T)HIME— % 23, FF LU FRAE A ok — i A i 0 T
[2¢5¢7«(5+7) "mod3+33+7+(37)" mod5-+
2¢3¢5+(35) " mod7] mod (3¢5+7)
X b b i A 3 — RO 3L WU a0 R 6 [ R R e R

EE 4‘9('1]*}'%@*2) & R R Y () %WWE?%IEE%@ M = H m; sg\“J
— KRR B4A

a;(modm,) ==z

a;(mod m,) ==z«

a,(mod m;) =x

r = [M—elal +Mt’zaz +'"+£ekak) (mod M)
m, mo my
M .
Hotse, W —e,=1(mod m;) (i=1,2,.k).
A » M * p 2
ﬁﬂﬁ '&M, :7)1_: Hm, 'i =112v"'9k9$ Mi B(J;EX"'%M, 577’1,‘ %E?B‘J!ﬂ%ﬂ
i =1

1+



mmmm AAFLF(F5R) —

M, T8 m, ?Fﬁﬂﬁ—ﬂﬂi@?ﬁiﬁﬁ.ﬂﬂiﬁﬁ%& — 1(mod m;) 1] e, EWE—H).

THEAEMXT Vi € (1,2, k), bR 2 R o, (mod m))=xr., FEPY jF# B,
m; |M; B} M;=0(mod m,). FrlA
(M; X e; mod m;)mod m; = ((M; mod m,) X ((e; mod m; )mod m,))mod m,
=0
1]
(M, X (e; mod m;))mod m; = (M, Xe,)mod m, =1
LA x (mod m;)=a,; B a; (mod m,)=x.
T UE B 7 R A Y R ME— B . iR 2 R R S — R, B
' =a,(modm,), i=1,2,",k
H x=a,(mod m ) 2" —x=0(mod m,), Bl m, [ (' —2), HRE m. WHEE. A
M|(z'—2), Bl 2" —2=0(mod M), LA ' (mod M) =z (mod M),
(GEH 4-9EEs)

o AR AR T — R A B B M (M = [[m,) F Tk
A~ SN s van o) Bk o ELRBOHOSE B0 TS i NI 2R

A (a,saszs say) (4-1)
Ho,a,=A mod m, (i =1,+.k), M LITFHE:
it R
A< (a,sazsyar)y B<(b,,byy05b,)
B2

(A + B)mod M<>((a, +b,)mod m,,-=*,(a, + b, )mod m;)
(A —B)mod M<>((a, —b,)mod m,,***,(a, — b, )mod m,)
(A XB)mod M<((a; X b,)mod m,,*+,(a;, X b,)mod m;)
R ATHEER MR EES N,
(5 4-18 8] 3 4-3 M0 .
W 1<sr<15,R a=z mod 3,6=x mod 5, ¥ = HMAEMa 7.0 5. XH 5
JG 8 x THEMNITS o MF5 o, &P EERERDN KA .
z=[a*5+(5"mod3)+be¢3«(3"'"mod5  modl5=[a+5«2+h+3+2] mod]l5
= [10a + 66 ] mod 15
#il4n,12 mod 3=0,12 mod 5=2;13 mod 3=1,13 mod 5=3, Frlk 12 i F&RHH 0
15625, 13 FRPE1T.H3H, RZFERKRDE 0758 29 a=0,0=
2 fRA 2=[10a +66] mod 15,%% =12,
BB W75 a MANSs. 0 BRI GH), c WEEH @ ,0)FEHR, B r,=
(a1 +bi1)sx2=Caz+by) M 1t x2=Ca;tazb;i+b;)sxy * xi=Car* azsby * ). Pl
m,12=(0,2),13=(1,3),12+13=(0,2)+(1,3)=(1,0),12 « 13=(0,2) » (1,3)=(0,
,BrkA 12413 5 10,12+ 13 4 6,
[ 4-191 HLUTFHFEEAK >,
100 s



| ST %4’%‘1‘ A AL

x =1 mod 2
z =2 mod 3
2 = 3 mod 5
x =5 mod7

8 M=2+3+57=210,M,=105,M,=70,M, =42,M,=30,53K e, =M;" mod 2=1,
e,=M,"' mod 3=1,e;=M;"' mod 5=3,e,=M, "' mod 7=4, il £ mod 210=(105X1 X1+
70X 1X24+42X3X3430X4X5)mod 210=173,8E i, =173 mod 210,

(6 4-201 A4 973 mod 1813 M43 37 F1 49 MBI ER R , AT HK

x=973,M=1813,m,=37,m,=49,
M a,=973 mod m,=11,a,=973 mod m,=42 1§ ,x 7E# 37 FIA 49 FHIFE X K (11,42),

FE5R 973 mod 18134678 mod 1813, 7] 53R

678«>(678 mod 37,678 mod 49) = (12,41)
M AT LA b i 3k R ((11+12)mod 37, (42+41)mod 49)=(23,34),

4.1.9 BEBEXTH

1. B4R

BHAERIZ—TF — B B TR y=a" (@ >0,a F D FRBIF N a R
JiE = BIXTEL, 180 y=log, (), XTECREA UL F MR,
log, (1) =0, log,(a)=1, log,(ay)=log,(x)+log,(y), log,(x?)=ylog,(x)

TERLE P A R RE. B p B— R a & p WAER, W a,a®, 0" 74
Hl~p—1 WFEME, BB —ERHEIH K., HRMER o€ (1, p— 1} EFEME 1
iA<i<\p—1) . f#i18 b=a’ mod p. Fri I p FLLa KK b6 WEEIR,IEH i=ind,., (b).
febn A LA MR .

(1) ind,., (1)=0;

(2) ind,., (a)=1,

AR E LT RERERAE: @ mod p=1 mod p=1,a' mod p=a,

DAL BGE R p 2 BB X T AR R BB ARG E, Wh 4-21,

(6] 4-21] & p=9.W o(p)=6,a=2 R p W—DAKER,a AR BTN
(B9

=1, 2!=2, 2°=4, 2’=8, 2'=7, 2°=5, 2°=1

H AT o MIFEECERINER 4-4 (D PR .

® 44 IEWFIEIREE B

(a) 9 F 2 AU+ Bk (b 59 HEMEMFE iR
LD 0 1 2 3 4 5 % 1 2 4 5 ¥ 8
ik 1 2 4 8 7 5 545 0 1 2 5 4 3

HEHHES £ 4-4(a), W[ REF—5 9 ERPIBIEIRNE 4-4(DFTR.
EVHE AR 9 55 P PE R, R E T E .
EE 410 #Fa"=a" mod p, Ho,p WE K .a B p BARFER. A :=¢ mod ¢(p).

s ] ()] s



m— ARFLF (5N ——

iERl HWa fMp BE o B p FHEEY ILa ' % a*=a’ mod p B [FFELA
(a ) fa " "=1mod p., Ha&p BOEER.a WK e(p) FTLATFE—NEE L E
8 2—q=ke(p), Lk 2=¢g mod ¢(p).

GEF 4-10 IEH)

Hi E BE 4-10 ATAG4E 658 89 UF P41 5 .

(3) ind,., (xy)=[ind,,, (z)+ind,., (y) Jmod e(p);

(4) ind,., (y")=[rXind,., (y) Jmod ¢(p).

WEB(3) T x=a™*" mod p,y=a™* mod p,ry=a™ """ mod p, I ZEHE
E”‘%:

a™er = mod p = (a™** mod p) (@™ mod p) = (g™ »tier M Yymod p
Fir LA

ind,., (zy)=[ind,,, (x)+ind,., (y)Jmod ¢(p),
P i (4D A ST (3) B HE )™ .
MAEAR Y DL A B AT DL, 5 55 55 X BORY E AR AR 0L K HE AR BR R B O B, IR BT IR

2. BEXT &

Wp BEW.a &p WAFER.Ma'a®,a” '"fE mod p FEE1~p—1HFH
B R VoE {1, p— 1}  AME—R i €E{1,,p— 1}, b=a" mod p. i I
p Flla RHIE b6 BB ETEIE A i=log, () (mod p) .

Mo p i CUAIE F PR TS RO R T A 5 MR b B SRE M a b R p R
TR 5 PR e . T ) e PR A SRS 0N BROR ik ) s () R 2k BE A

OCexp((Inp) 7 In(Inp))7)

BrLAY p RKE, ZEHEBREATITH,

4.1.10 FEFHF&
B BRI, o BB R gedla,n) =15 a B4 80— KE 4, 1R

= a(mod n)
e, B IWFR R KRR 4 .
(%] 4-22] +2°=1mod 7 Bfft: x=1,2=6;
'=2mod 7TEHM: r=3,.xr=4;
x°=3 mod 7 JCfi#;
z'=4 mod 7T HM: x=2,xr=5;
x*=5 mod 7 Tof#;
=6 mod 7 Tf#.
AL 3 AN (L2 O R T M W A, HEA Z R AR ERA B AR (B
P ),
BEHUEM A p REECE p B KFIRNEA(p—1/2, H5H p B WAERI &
B EAHSE. R o BB p M—DZRBRBA a RERNEHFR, Hph— D HE{ETE
Blh 0~(p—1)/2, B —MHHBERE R (p—D/2+1~p—1, BXBANF IR P H— b
s 102



TR %4:% /A\éﬂﬁﬂz e

E— p “IRFA.
BN 46 B p REM . %—gﬁ,ﬁ%(i]mﬁmw:

0, R a ﬁpp k43
(;]: 1, e BHp TS
—1, R a BEp B9AFHEIR
ﬁ?ﬁ%‘(%) K Legendre f55 .,
nssn (3)-(2)-(2)-6)-(5)-(5)-
HE (L AR ()= mod .

(6] 4-24] p=23,a=5,a"" " mod p=5" mod p=—1,FFLA 5 NEA 23 B —IKFIA.
Legendre £f 54 L F M
EE4-11 i/ p BA R a Mo WA p BRI, N

(1) # a=b mod p.ﬂlﬂ(%JZ(%);
@ ($)-(3)(3):

@ (2)-1,

@ (52)-5).

TE B DA

PAF %€ X Jacobi £ 5 & Legendre £F 5 B9
ENX 4T n BREBE,H n=71p§ ps2 - pi+ & X Jacobi fF5H

-6 66
He A5 R Legendre £15 .
2 n HRBET, Jacobi FF 52 Legendre 15,
Jacobi fF 5 A LLF M .
EIE 412 Bn BRIEAG .o b R5n BRI, N

(1) # a=b mod n,mu(%)=(%)=
> (5)=()6)

@ (5)=(3)

o (27)-(2),

Xt — BEHE TR 1) @ ,Jacobi fF S WA T .




mmm AARFEF(F 5K  S—

(i)=1. (_—1)=(—1)?, (3)=(—1>ﬁ6—"
n n n

EE 4-13(Jacobi FEMWERB) W m.n ¥HKT 2 Myar%L, M

(2)-cvmes()
# m=n=3 mod 4. W™= — (2] ,mm (%)= (2).

PAEHER R . BT iH5H Jacobi £ 5 (245 Legendre fF S 1E N E R KRS ), KA1
HAREREZHRAFHMHR, B, 105 BRARER HREEITH Legendre £ 5

[105)31 TS B E T HE Jacobi PB4, h b i T/ 5 1078

317
[ e = e
—i&ﬂzﬂﬁi( ]w U5AT B, AT m mod Rﬁm.ffﬁ}z}i@mwﬁd\( )nlaag "
AT, 31 A Jacobi ZE2 3 H Legendre R4 1577 A , {EL i3 #45 t , Jacobi 4F
271 Legendre FFB HA K2 511 . Jacobi ﬁ%(;)m%ﬁ:ﬁﬁﬁa mod n REHM.
Bl n=p,psra XF p: M p, B ARZKFE R, B 2°=a mod p, Ml x°=a mod p, &
T, iy E R R B 2°=a mod n KM 1&%.:@%(‘%): (ﬁj:—l,mu

(i):(f)(pi]=1,, B 2=a mod n B {8 Jacobi ﬁ%(:—)iﬂ% 1,

n 1 2
(%) 4-25] #EH R 2°=2 mod 3599, M F 3599=59X61,FF LA FBEM T H A
x® =2 mod 59
{ = 2 mod 61

35902 —1

T () = — 1 BT BALEAR M0 Jacobi 158 (555 )= (— D™ =1,

THEHEAABREER h—NEFEEN R E,

Wn REDNKER p Mg WM. A LRGSR, 1~p— 1A —FBEME p BFHF
ROCXEHMEE R Q) —FRE p WIEFHERCGEXEHNES I NQ,) I ¢
WAEMLGE L OHEMIERR Q, MINQ,). H—F,a BB n BF I T4, 24 HAL
Ha R p WETHRLEK g B FTHR Wa€Q,NQ, . FTLAXSHZ

0<<a<mn, gecdla,n)=1

E@a,ﬁ~¥?ﬁh’;(2—)=1(a6Q,ﬂQq ﬁaENQ,ﬂNQq),%—#éﬁE(%)

3599)

~1G€Q,NNQRa € NQ, NQ). et (L) =1 a s A — kil 2 (L)

(%):ua €Q,NQ). X% a BEM mvﬁﬂ%;%—ﬂsrﬁlﬁ(ﬂ:(f)

—1(@€ENQ, NNQ,) X% a B n WIEF I F 4.
104 s
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Wa BB BT RS,NFFE « 18 2°=a mod n BOL, H o BERE p 89 7 F
AR g W AR AL LG vy 2 B (£ y)=a mod p,(£2)"=a mod ¢,
p=q=3 mod 4 Wf,y =z ATEG MK GESH 4.5 ), BHK

x =ty mod p, x =%z modyg

HERREHEA RS 2, B8 a mod n Y 4 S F AR,

PLESRERH,CMn 5 n=pqg.H a BB n B9F T FAR, M K1E a mod n #Y
AR,

T T A SR (0] B, BPEL AT @ mod n B[R] 9F R (w0 mod n Fl w mod 7,
H uZ+w mod n) ,BE7] 22 n.

HELFH u*=w® mod n 8 (u+w)(u—w)=0 mod n,H n BEAEERE u+w,BA
REBR u—w BFWH 2| (utw)B n|(u—w),,lfF u=—w mod n B, u=w mod n,

H (u+w)(u—w)=0mod n & p| (u+w)(u—w) X q|(utw)(u—w), TLLLF
plutw ®plu—w A gl (utw)H gl u—w),

Yol (wtw)Bt, % ¢ futw), EMn=pq| (wut+w), FTELY plutw) it HFH
gl u—w) FHY p|(u—w)B, bF gl (utw).

R —FELT

gednsu +w) =p, gedln,u —w) =q
R —MIENT
gedn,u —w)=p, gedn,u-+w)=gq
HHEsE T 2 WA KET,
UL EDHE BES R T E M,
B 4-14 Y p=¢=3 mod 4 B} ,>RfF & 2*=a mod n 5% n REMW.
FBo2ANEEEIBR: X4 p=¢=3 mod 4 if,a mod n BB NAREAFEHH u flw K
Jacobi fFEHM T XR .

iERE HE EHEA, u w2
plut+w), qlu—w)
57
plu—w), qlutw)
Bl u=—w mod p ,u=w mod ¢ B, u=w mod p,u=—w mod ¢,

HRF—FIE
)-GE-GE)-GIE)E)
ﬁp=wk+&mﬂ5;)=c—D””Wnmdp=(—D”“nmdp=—LHWLE&%$
)G
[F) 3 AT HE S — R E 0 .

GEHE 4-14 fEH)
s |1 05 v



e ﬂl'f’(,).&ﬂ:a—(% 5H8)  e—

4.1.11 1EIAE¥

E I 4-15(Lagrange £I8) FAMRHGHWEETHH O ERBEMOR.WIH|IIG].
TIE B 22 3 O A F B S Bl A M L g 2
IR 4-16  TEEAREAY T RERIRIARE.
iERR  RH EIEHEG =(g'li=1, )M FH.L 268 ¢' €HWER/NEEK. 3t
H—a=g' ' €H , 2 i=qk+r(0<r<<k),M g'=(g")g",g"=g' (g™) 'EH. FFUU r
=0,BME r ERNEFE. Ll g =(g")* H & g* E R IEF T8 .
CGEH 4-16 IEEE)
EE 417 BGE 2 ERM.c BGHIE—TE . H a"=e.
iERR &H ={e,a,a® = ,a" "} KW, r Ba BB, HIEH, « YBR(G, « YR TBE,
i Lagrange €8, |H|| |G| .r|n FEEEE . B n=rt. Filla"=(") =e
_ GEHE 4-17 ﬂE%)
EHE 418 FBH MR RIEHNM, HAE— 59 AR TR 2ERIT.
R R(G, « YERH.HIG |=p(p AEH. EMa€GaFe . MiEH = {e,a,
Vo HHH RG TR (FER 4-17), ®|IH |=n,MW n5#1, H Lagrange & #,
nlp,iln=p,H=G, FrLG BIEHH .a B4ENIT.
(GGEF 4-18 iE5)

EHE 419 Ka £ n WERHG =(a>*{f*ﬁ§'d=gcd(n o), A4 ord, (a')=§°

n r

ds(]z dyﬁ

iEB WM d=gcdn,r).d|n Hdlr. & n=dq,,r=dq,,. " ,q, =
gcd(qnqz)=l.,

ﬁf’ﬁ;(a')%Z(a"” )d =g %" =(g" )72 =¢% =e, W ord, (a")=F 0 £ 3

HWK it @) =e, 113 n|rk, 1R B LA d%ﬁ

Tk, {a( )—1 A

d'd

Jr LA k—d yord, (a”)= 3

GEF 4-19 IEH)
EE 420 TEa BMEAHG = (@) ,a” BRAEBITCY HY ged(r,n)=1,
WERA B ged(nar) =d. & a” BAEWIT, WA ord, (a”) =n, {HH &M 4-19,

ord, (a’)=~cn7,ﬁﬁu€§=n.d=l,ﬂﬂ ged(n,r)=1, RZ#& d=ged(n,r)=1,M ord, (a")=

L .0 RERST,

U

(ZE 4-20 JEEE)
4.1.12 fEIRBfRYEEL
LR HAPEYFEMHABEREE " — R EFRE HOHRA0FE -1 1R

w106 we—



e F4F N4 ’e‘f:‘ﬁi’:m o

HTEIRBEG LU RG M E B T BG .G WEMRTT ¢ .G W ¢, BIT[G .G ,g,q ) FREE
RO L F B A .

o TRVEIBH —— W00 PR IR 5 A DLG.Gog gl B hy ok, €GB

h,*h,€G,

o RBH— N E KN Z TR EHE RATG.G.g.q) & h€G. Hilh
h ' E€G.

o FREMEEE— N EENZ WA EEE WA TG.G.g.q] K hE€G,H
W& heG,

o RAERTRFBOD— WBEEN 2T M8 % . MA CLG.G.g.ql. fi th
g Mg,

A L AN T 76 SR T B A4 B 04 22 000 X R R L B X A B JEZ )

SR L FH L, 288l RO R ERBEA DAL,

(1) 'L k) oL () REEBE e HETA F OB BRE R 1<t (0) <l (k)
I'(G,G ,g,q =74l (g, p.g)FEm,Hh

o g B—10 G K AREILE S .

e pRE—TLGWHIFKMBEILRERL WL p=1 mod q.

« g &G LA KT .

o U TEFRBEG =2 .G G BB g M — TR,

Z 5 RITEZ AR £, o K B A R 2 L B TE B vk 5 T A p TedkiE T,
e 3052 B0 T B KL AR HIMTTE K o mod p € Z; R BIRTF FREG ATl L
Wr a?=1 mod p BE M.

G BIBEHLA RIE ¢ TTH0 T oA s oz a@sﬁmﬁz,ﬁtzm’%lm%,yn%m%ﬁ

23 1 mod p, MEHEMZ, W5 —FILTR.ER ERTR.
() BRT p=2¢+1, HESHSE 1 WBEHRE KK X TZ, g BTG AT,
EE 421 Yp=2¢+10,Z, Mg B FHG R RKFREFH B EFTA TR
TWHE A
R A g BZ, WAERIC AME— a €G FHEER (% a=g' mod p. XHla'=

lﬂwuﬂ=§¥=LﬁUp—lqud—%%ﬁﬁﬂma%:mﬂ%o
CGEF 4-21 WFE)
B %7+ Legendre ﬁ%(%) R B35 BCE B o' =1 mod p % 5 BF 1L 315 70 K
amod pEZ; BRHRT FHC .ﬂiﬁﬁﬂ%ﬁ[%)%é%? 152,
4.1.13 XU £k 14k 5
W g Bk EEG FIG BTN g HIBE. 3L (055 5 40 BIFK o ok e

e ] Q7 s

i



m— ARELF SR ee———

G BIG, RS 6. G, XG,—~G, , i 2 T I A1 .

(1) Wk, WEMNEE P.Q.REG,Ma,.bEZ,.H e(aP,bQ)=¢(P,Q)*",5
¢é(P+Q.R)=¢é(P,R) *+ ¢(Q,R)Mé(P,Q+R)=¢é(P,Q) * é(P,R) IR ATEFKIZ M5
H WL B '

(2) Bk, S ARG, XG P EIFTA TR X Rl FED B RGP fIT.
TG . .GH#HEN M EROR, XE®RE: WR P EG HWEMRT, A (P, PIRE
G, A WG

(3) A AN, MMEEN P.QEG, FHE—ITABBEITHE ¢(P.Q).

Weil fi Xf #1 Tate Bt %2 W6 2 ik 3 Fct T 0% DU 1 53 .

B RWAHMHEN.: é. G, XG,=>Gr  HP .G, .G, NG BRI R ¢ BB G, F
G,ﬁ—‘/l‘lﬁljfly&%j' ¢ G.—G, .WE P(g)=gi+81 Gl 82 ﬁ'%‘]%G]fﬂGgL%@%ﬁif&
JC. GHRTETHKREMIERE, AHEMESZ TR LELBRANG THITE,
AR R4 . TEF IS N T R, R E SCORCAG, R I E AT A5 5 % 3,

4.1.14 HEE#H%

X —NERGR UL, N EREFACMBERL T . MERENRERERES
7 T FE AR N SO B BT, 3 5 Hh S B A W SO “ R XERY 7. IR 2 2 o] 4 i — 3 5 1)
R 5y 7 R R HE R 77 T R A B A () R B B ik 0 T T S [ R £ 2 ) R A
T B T T ) 60 A 2 1) 2 3 R Ay B ik 0 B[] B2 23 B R 25 ) B2 2% BE ) e SO Bk i A
BUE R E n BRE S (). M n RKREGEH RRL f(n)BEFE » B J0PRIG K2 40 o] 28
(AN ICRF VR [P & S (i & ST kgL 1P

1.0i2%8

O SHHMEPHELRE. WRFEFHCMN,YYn>N B, f(r)<
Cg(n),Wid fG)=0(gn)), ITLO I SHMME FGOE—-THBERFHB LR,

@, f(n)=8n+10,M¥% n>N=10 B, f(n)<9n,FF A f(2)=0n),

— g H L () =a,ta,nt++an* W Fr)=00"),

HRENFBEERER T=0H , MK ZBEEZRZWMA K& T=0G""),
Horp b REB G RRZIA, BEARIZ R B2 8 50 | Ay

2.0i2%

O IS4 HIEHE ERATRER#HE B, MrTREARE. N 22" =0GH) R#iE R
B H 2n=0GHHAARE. o i SHIHME FGORIERNE RMAY ER . DRMEEE
BCOCHFEFE N, Y52 >N B, 0<f(n)<Cg) Wi f(n)=0(gn)),

BN, 2n=0n*),2n*#0(n%),

MERER FEo BAP . Hn BTEFH.FOOMMNT g GORERAEE T, B

fn)
pRs g(n):O°

EX 48 FHEIER-THROFSES.S EWIBEF L 2 LN S HRAR
SHMES.

s 108 =




—ANERPM EZ—NES L BRR 2ELEOM(x)=1,iX BB 1 FREZ,

A PR AR G T M )R LA A . B — AR AT LATE 22390 X A ) N R E B E
A KRHP, EXHE. €L, YENYFAEBRAIERE p(x ) (p AEAN LT
X,r BEIRVABMAR, 2| R WKEEHNEZ—IWA 2 . RINMBEIES L EP
. SRR NP 2iEF NP [a) B2 45 7T 78 2 31 X 8] P9 3008 89 — A A [a] 2. B Xt
BT CEFELTAN B GERYTRIEZ TEERR TIZES. BB, R
FE-NTZHMAERIM, B €L YHNUYHFHE NP w, FHEMG@,w)=1, &
BB S L 76 NP . w, #W = BIESE, FH FIEA 2 €L,

B Sy m] 7€ 22 30 =X B (8] A oK A sk — 2 T 76 2 300 SR IR 9 56 . B R R R R R R
KGRI ENEME. B P RARFA P NEHES NP RRIA NP WEMES L
A PCNP, 7E NP 28+ , 45— AT LAGIE BA B H: A o] 858 PR 0 L 5 — 3843 () LR b NPC [
B, kR, NPC AR NP 28 b Sk ” i 7] 1

EX 49 —AFfe: R>[0,1JRTZBKYHNYNF Ve=>0,FE—4 N >0
HEFYNSN,,H «(N)<1/N-,

B e (- )R ZSH, AN EMERKREFELEMEZHAMH L ER, —%
WEPFREER () =2, HFEER .27 =00/k).

FR— AL R R LA E K. MR ENETSBREZLS RN LT R K. fHid
5 PPT,

EX 410 WX={X, ) FY={Y, ) BB oM 5E, Hh, X, MY, &F—2H L

M CEFIIAR B, XMYRHE EART KA GERNX=)), EX F 4 PPT HF
A F a2 Z WY .
| Prlax <X, A(x) =1] —Pr[y < Y:;A(y) =1] |
— BB . IR S RS, M x< S FRMS A RHLERTE «. W
RACORMYAEEE W <A )RRIBEIT AC) ARSI FEILED 152 5 H «.
a=fC )RR fCOMMEMMEL 2, MERERPAG) =1 FRHWAG EEH1,

[ APEREHNERES

EAHAEEE LA ESEREL P, MAMERE L. GFEGTF THEM. h
DU 2 S B0 DA R s i S SE B R R TR B A B X N A T H, W A%
D o ] ) Ay 5 0 2 4 R 4R 8L TR A B RN B AR SR, — v T A I AE AR TR
AN PR A 0 A A R B R B 55— D, A B S 0k DA X AR i T oK A
H AT FHOERREE AR ONESEHAEFRZOE X, 7L, AHEHE
il B F L E R RKR T E R —RIEMEMm.

7 BF R T A o) P AR R A A R BB D A T v R A R ) TR A i) S R L Y, X
A 1] R 9% BH A B A B B

PHARMERAERAITEHSENGESHE S B  ZREFNFREC LA L
EHNEH LEAEDT-ANEHSE PO, E AR, FHA AT G500

— T, Yo—



— AREAFCRS K ———————
BYIEENER. XM ENARS . MELE2KE TEEMTREME, 8 AR5
2K T 5% 81 4 B o0 Y AT SEE
58 AN 1) BB A o 2 R R 0 e A B AR 69 9 R BRSO R — R 2B LT R A5 T S
HFREFHHE. '
1976 4F W.Diffie fl M.Hellman X} g2k bR P4~ (] K4S T =8, Mg 7208
A TTEN N

4.2.1 RHEETBES A FEE

PRk B B R U SR P A O B DK o R RE O o L e — A
HARAFH FRALNTFER MHRAFH, A TFME; 5 - AR AP L/, B R
DR PSE R A R B R R oo R i i - A B A Z R R R R N R R SRV E R R TR LN S
FEA VLT ERARE . OSSR kAN &, RS ST ERATATH.

B 4-1 RS I e HER i d BA LUT L .

(1) SR 3T B S AR G0, 7™ A — X 3R hn 4 R i 5 66 % 9 o &1 b i 3R 00E B,
74— Xf 8 PKy, SKy, o, PKy B2 FF8 . SKy B EH

(2) WAL B W #EH ANE P E PK) TUATF. 5 — BN RE E P
SKy) .

EWATR —=—m
- (B _.—S.KB

e S R —

PKy SKy
[ 4
B 4-1 26K o i HE

(3) A ZfEm BEREHE m UEHBBATFHAME m KKK c=Ex, [m], K,
c W, ERMBR I,
(4) BB c Ja . HHCHIBEH SKy M. KRN m =D, [c]. Kb . DE#
R
H AR B fH SKy, i LA A A ER XS ¢ % .
NP EREARER T 0, %, B REH TX AT A ZEMHE m #RHEHAE, 0
Ka-2fm, P AMBCHRESH SKa X m #E, KR H
¢ =Ex, Lm ]
¥ c &Z1EB. B ALY PK, Xt ¢ . RAH
m ZDPKA [C:]
HAM m 38 c R0 A KREY SKa E, BA A AREME. Hik c 77454 A
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ERB TR
EFE) |-k,
- mEHE [ — WERE —

SK,

[ |——

P -2 % 6 W A 1 W DA UEAE P

Xt WBCFET . B H AR AR Z/RAR] A g5 EH SKy A BB m , FTELLL
E R ARAR T X I SR R A B 58 B B AGIE

FE SE BRI FH o 45 512 F P BB AR 26, LA B IAIE 7 B 7 AR K A6k 23 18], (5 R 45

AN SO R0 25T A BA SCHE 3XAF Gk LA 7 8 556 B 68, [5) Bof 38 o0 230 A A SC 1 880 n 28 s )
SO 3 B T T DUELE A G U FI SR A GIE SCHF B R TR A N 2 . o0 B9 77 ok 2 s/ 3C
1 2 7 4 5 10 K/ o B SR ST it — A R MO 48 R BE /N B EE R 8 L 75 B B9 LA R
FRANERF . IAIERF B A R — B R R UGIERT O E AR 2B T8 s SO XA T
ERATATE . FREE B8 % S A UEFRF I8 . % 5 69 45 ROy B BT & T
RX—NEWMAES 7 EIRANA.

FELL LIAER B, i T B R H P A CRREHMER, BT LUH B A RESMAR

oL HAREB A A GTT . SR PO AR RE I P B A T XTI B . b T R 4R
PEDAE Dy A A LR 5 P, o] 68 F WU i A o, QP 4-3 FRR .

Tl MEEE - WERE - REER - REEE

| |
SKp

AR

SK, PKy

O |—

P43 o B 0 (A Y DA IE | R 95 HE T

RAEERHACHREH SKy, MHE m &, HTREEFET. BT A

4 PKy 8 ki, RR N

¢ = gPK,, [gsx_\ [m]]

fif L R

m =DPKA [DSKB [c]]

BTy S A B0 i 2 B P R 5 2 B ke W 30 8 R ST U U

422 NAFHEZNHEENENR
A LAY R I0E JATRE S

7] —



mmm AAFAFT(FE 5K —

(1) #lr B A SR (ATFH PKy MIRREH SK) RIFR EAESH.
(2) 77 A BT B A FFAXHE m &L= A% o, B
¢ =£PKu [m]

EIR EEASHH. '

(3) 77 B HHC B EAR ¢ %, B

m =DSKB [C]

EHHEEREHH,

(4) #FH B AT PKy REH SKs 7EHHH LR AT,

(5) BFHFEL c M BHATFHPKy IME WX m EIHHHE ERAAITH,

(6 i . foft % YR AT 46 B

EPK,, [DSK,, (m )] = DSKH [:gPKB (m )]

He e —RBRIEFHEH EARRN AR EHIERR.

DA EBRAA R ZAAEFER—A KT B, R EBRFEAES XY 2
M — S ERY PE—TRy AP ER-eX , Hl 2 HTHEENR
vyl y HEENERER > BATTHN, EEXENSG THEMATTHAIMESHHEE
7t EE T B 2 BRI BRSO AL, AR RAFE R AR X 5. fER RS, ik
2 7% BE R DA L 7 B A% 00 50V 324 17 O Bef 09 S22 2% BE Ol BE i . T 7 0 Y 0 0 A S E R R
TR ETEILT AR FRNIE . FR— 1 eREURFE T8 oK 8, RS Z R BOE 5 TR
1, HSR B B3R A ATAT 89, BRAE A AL (5 8 . MM nfE BAER R T fE £
AR B ER . S50 BT8R RBOR — R R £, R

(D) HEH e MX B, Y=Ff,(XD5FitH.

(2) BEMEMY B .X=F'WMEBTIHHE.

(3) YE@MY HERFE R X=F"(VHREITHE ERARTITH,

PRI, T 9 2 0 4 0 T 0 Al R AR o 5 3 D 1] B 1) PR

4.2.3 XA MEE HH T

A ER AR —F  MREHARE, AAEHRH QS ZR 5 EREGE. HiLE
PR A REYT & 55 8 R Ui . SR Sk F 2 91 85 09 44 o Bt 8 1 Y T 33t oA AR Y
HRERMSEAREEHARERM R MEM KB ER., FFUEFARKERKY
BB EEFREMALH. REAATEREH BMEEA TEATEMET
FF.

XMAAEA LS MR ERIFIRAATFHITRBEAN T L. DAL,
X P2 87 B0 A R BB 98 UE B X b Bl R A AT AT Y

BH—FGE R T AAEER LN BGE %, RO REFRd . B, X 56 R
DES #HH A A BB LM E G L5 . BFRARRN 2 IFAXM AN ERANERS
AR B % SO EE . SR — 4, AR LAY B SCED DES B st gk il . A B AR &
MEH K, XM MA TR 56 H4F DES BHMFHRIE ., MR T RRERE
1% B9 B SCTH B 5 3 i — LE BEAL LA

w112 w—



R SRR %4 ¥ _/A\‘Efl% A

RSA B2 1978 £ R.Rivest, A.Shamir 1 L. Adleman #& tH i — Fh FH 6 4 15
B A EAE A R 1k BRS bR R AR E 3 A B RS AR AR AR R TIZ M R A

4.3.1 EiEHA

1. BN &

(D EHAREKREL p Fq;

() B n=pXg,on)=(p—1(qg—1) Ko ,on) & n BIEKPLREE ;

(3) E—Hf e . R 1<e<gpn),H ged(ep(n)e)=1;

(4 57 d R

d+e=1mod ¢(n)

Bl d e Ef () FHUREW T H e 5 o) R . HEBH AT H, B FRE Y IT—E
FETE;

(5) Phiesn ) HAFEH, (don) HEEH .

2. &

T2 B R SR B S B R ER A el AR A A A A BN T o B AR BN
T logen. SRIGXTEAW A m AEINEZH .

¢ =m"‘ mod n

3. RE
Xt 4 3C 0 4L A9 il B R

m = ¢’ mod n
T UE ] RSA B i % L R A BB .
ERR &SR R c=m* mod n, LA

c* mod n = m* mod n = m**"*" mod n
T 4 R R A OGS .
(D m H5n BFE ,NH Euler EH .
m*” =1modn, m*" =1modn, m"*"”"" =m modn

Bl ¢! mod n=m ,

(2) gedOm yn)F1,5%F gedm.n)=1EF L, HF n=pq, Ll gedlm ,n)=1 B
Hm AR BERBARq M. HK gedn,n)#1 BEKE m & p BHRE g BI15E
AW Em=1tp, H ¢t I—PIEBE. Ilﬂﬁﬁﬂ'ﬂ‘ﬁ ged(m @) =1, B0 m R ¢ BOAS
B, T2 pg MIREEL S m<<n=pq F)E .

M ged(m,q)=1 K& Euler & #1F

m??” =1 mod ¢

wamn 13 s
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m**? =1modq, [m"**]*” =1modq, m'*” =1 modgqg
EHAE DB HE m e =14rq . WAFTEL m=tp 83
bt —m + rt.pq =m +rin
Bl m** "' =m mod n,FFLA ¢! mod n=m .

(81 4-26) ik p=7,q=17., K n=pXq=119,0()=(p—1)(g—1)=96, Bl e=5,
R 1<e<<g(n), H ged(en),e)=1, BEWHL d * e=1 mod 96 H/NTF 96 i) d,H K
T7TX5=385=4X96+1,Ff LA d R 77. ML AF AR (5,119} B EH R (77,119} . B X
m =19, W g1 % i #2459 % 3O

¢ = 19" mod 119 = 2476099 mod 119 = 66

m

R H
66”7 mod 119 = 19
[# 4-27) % n=5515596313="71593 » 77041,e=1757316971.7# & 1<le<<g(n),
H ged(p(n),e)=1, i€ d=e¢ '(mod (71593—1)(77041—1))=2674607171., Ni%f¥
055 B 1 S “Please wait for me”. 0 T X0 B 0085 , 2 606 1 B0 10 5 — 5 B 6 M
B b BT R R 4-5 4. B I
m=161205011905002301092000061518001305

K45 HXFHOFHAAHH B EX R

- a b ¢ d e f g h i j k l m

00 01 02 03 04 05 06 07 08 09 10 11 12 13

n o P q r S t u v w X y z

14 15 16 17 18 19 20 21 22 23 24 25 26

| & 4| &

-

HeBASCor AR 4 D4 e — A A b 0,48
m = (m, ymyyms,m,) = (1612050119 0500230109 2000061518 0013050000)
PEE @iyt
¢y = 1612050119"771%" = 763222127 (mod 5515596313)
¢z = 0500230109'"71%" = 1991534528 (mod 5515596313)
3 = 200006151871 = 74882553(mod 5515596313)
¢y = 0013050000197 = 3895624854 (mod 5515596313)
BN
¢ =(cysczscs5c,) =(763222127,1991534528, 74882553 ,3895624854)
R
m, = 7632221277 = 1612050119(mod 5515596313)
m, = 1991534528%%"" = 500230109 (mod 5515596313)
m; = 74882553%™%"'" = 2000061518(mod 5515596313)

— 14—



| TR FAFE NAEFH

my = 3895624854757 = 13050000 (mod 5515596313)
RO — M = A SrdlAb 0,75 B U
m=(mymy,m;,m,;)=(1612050119,0500230109,2000061518,0013050000)
B HFE4-5,75H B8N Please wait for me, .

4.3.2 RSA EZHpitE &

1. N R =
RSA B 1 5% A1 il 85 i B2 R AR — N BB B B /e, B, SRR H
B eha) S5 R AR N K, A AT RE M T ML R BRI BB P R s
66" mod 119, 4E3K 667 FFHUEE, ) Hh i) 25 5L 30 C 4 T 315 ML AL i 9 48 BORE S R .
T PR AR 3 B8 ) M R
(a Xb)mod n=[(a mod n) X (b mod n) Jmod n
e B NG A TS
FE R S M s AP B AR, Pk o, BEITE R
Th T B 15 WAfe k. SR G0 AR X A A 2 RO 2 L BIOR o2t 22t
| S 20 4 R e ik .
— M, 3R a™ AIAN R HEAT P e om RIE B
W m RRR R biby— b, B
m=b,2" + b, 2" + - +b,2+b,
it
a” = (= (((a" )2at1 ) g %z ) gt )? gt
Blhn,19=1X2'4+0X2°+0X2*+1X2' +1X2°, FF LA
a® =0(((a")*a")?a")’a")*a’
CIECIVRE’ SV Ei-F i & X7
c=0; d=1
for i=k downto 0 do {
c=2Xc;
d=(dXd)mod n;
if by=1 then {
c=c+1;
d=(dX a)mod n
)
)
return d.
Hp,d e ZER.d MAERMAREGER, c EXEOEHRRREHENIT R,
HAAEBIAREE m oo XEHR G5 R TR Fmk, ik b se & nl k2 R,
(%] 4-28) 3K 7°° mod 561,
¥ 560 R A 1000110000, B3k B o 8] 45 R 4Nk 4-6 Fim .



m AARELSFEE SR e——

®a-6 REBEHEETRG

i 8 7 6 5 4 3 2 1 0

9

5 1 0 0 0 1 1 0 0 0 0
¢ 0 1 8 17 35 70 140 280 560
d 1 7 49 157 526 160 241 298 166 67 1

FFLL 7°°° mod 561=1,

2. Z M E

AN HEEBEMA KR pg WER, LK e MR #3H5H.

B A n=pq TEEHITRAFHFHE A THILHTFAIFEREN p.g. XWX
BN RE—T RS RKABEES PR R, RER p Mg R 10 EHB KR,
A2 n BB R 107, BAHCHHAFLAES 664 (L(10°°~2%") B 83 4~ 8 HAFF47. X
e DES B84 2041 (8 4~ 8 AR F 1) K18 2 . XA S ABE A th RSA Wk mib et 7. W
I AN A A8 T 4R R B S — T B AR R A W)

TR K BN — R Sl Bl AL 16 B — > K A B Can DR Bl AL BO™ AR 88 L ARG R
KEREEEX -THETAIRECMERE, MRS —KHK, E8 X — 378, A3
FRBAIE., TRFRRKEERE - HEEBIMN TIE. R RSA EHld ., RAEES 4%
B PR A T AT X — TAE.

PIET p Mg ZJaE, F—>T5 SRR (] BR Qe eI 2 1<Ze <o) Fl ged(p(n) o) =1
B e JFHHEWRE d + e=1 mod () d . X— [ A] B #ET /Y Euclid BE5E 0L

4.3.3 —FhELiHa) RSA LW A *

AP e ) v B T R K M R R R S . TR R . R TR
, =d mod (p —1),d, =d mod (g — 1)

m, = c‘» mod p.m, = c% mod q
H e 1 9 4 L fi
m, =c% mod p =c* mod p =m mod p
m, = c% mod ¢ = ¢? mod ¢ =m mod ¢
Bp1g m .,

CHEFA , 40 R A 3 58 [ 3 A% 5 B A TR, D G R A R 2 A R R R R ¥
TR 4 5. FFE D ER REEA TR N ok B S B i iz 8 R 5 R T
Wm R 3.24 5 (BK 768 HAERT) L 3.32 f5 (1% 1024 FLAERT) (3.47 £5 (454 2048
HEREET) .

4.3.4 RSARZELH

RSA A9 % 2P 2 2 T 73 8 1800 TR XE 1 B o =22 BT LA OA fBSE 2 P9 O 28 4 38 oK BB IE
B 73 ifp KR BORE 2 NP ) B30, Al 30 A i 2R e B4 2 T e ) A O 3 . 2R RSA i £
B ORI M p X q JUSLEIIRTG @ (n) =(p—1D)(g— 1), NTTREBE i 22 e B o (n)

w6 ==



HHERE W TC d B d=e ' mod ¢(n), H X BTN,

Bifi 5 A 25T RE 7 A A B B R L SRR Bl A O R AN T RE A B K B E W h A il . B
i, RSA-129CEP » 3 129 {7+ 3k 1 550, K2 428 HoF) B 76 W 4% L o 2 A =X 8 g i
8 A F 19944F 4 A Bl sh 4% ,RSA-130 E F 1996 4F 4 A B sl Zh 4> #% . RSA-140 EF
1999 4F 2 H #nl3h 43 % , RSA-155(512 WA B F 1999 4F 8 AWM ik, BB T ™
A 78 fr (D B R E

Xt R e B BB R T AT RE 1 Ah, ROk A R R R — Gl R
ot R R R X RSA-129 B4 f# . i XF RSA-130 8943 i W R A T — 97
TR PR O HET B0 ORI B L % 8 B AR 2 i RSA-130 B AT ARG B AT HE 4> RSA-129 &
10% ,%f RSA-140 1 RSA-155 #7-ff , L2R A B 24 ) A RO v . # Rt vT RE3E A 38
U 0 4 il S TR A E (P RSA B0 3k i x4 5 1 o RO A 0l i L K/ . Al e Aok
— BB R, K EE A T 1024~2048 A% RSA R E£M .,

S A AN A KR B o T i AR P EGERI R o HEWE ¢ () FEMT
Xt n B9 % .

Wn=pXqP.p>q.H e)=(p—D(q—1D.H

ptg=n—en) +1

PA K

p—q=vp+q —dn =/In—gn) + 17 —dn
N AT

1
P=?[(p+q)+(p—q)]

1
q =7[(P +q¢)—(p—q)]

BT LA p g TE @ () T @ () BRAE p g RFNH .
TR L et B p Mg RILITFER.

(D lp—qlEKX,
s o LT PSRN Tt NN 3%
LD gt o L R T, T 0 ISR

1 2

@ WFRAERTFVn G — B, BB - 8 —n BRE-BEGER )
B3 77 ,

Q@ MHx*—n=y"Bn=(x+y)x—y).

(2) p—1 M g—1 MBEHKRHEF.

XAEMN RSA WL GFAER AT RER EREME W Gk . WG & BIRE 3 o, AT F it
FTEE M .

= (m*) =m* (mod n)



mmm AARAFAF(F 5K —

¢ = m) =m* (mod n)
= mH) =m* (mod n)
¢ = m ) =m*" (mod n)

Em =c(mod n), Bl (m* Y =c(mod n), WA m* =m(mod n), B ¢ ' =m (mod n),
FrUZE LR BEE MEMBEEEE 2 PRERE LB L om XFBEHEREAE ¢ BARA R
AATH . AIRGUX R p g BRI PRUESE ¢ FRA,

B EEr FTHIE. B m” =m(mod n)18 m* '=1(mod n) JFLL k| (e —1), B
e'=1(mod k).t BOW R FXMB/IMECH e TERE £ THIHD . XY e 5k BRE t]pkk),
Hffie K.k SRR KH o(ROMNARKMERT. X kleG) TURMEL K.p—1Fg—1
#HMAKHEHAET,

MO DR BB W e<n Hd<at .Ul d REBE S HHE .

4.3.5 If RSA BIIgiH

RSA FAE LA TR B JF AR BN R kA B A7 A b B T 2t T S WA ik
JE o

1. W&
TESCHL RSA BF, 8 RATAT RS B — P MR AR », BRI EHEHAAR,
SR FE R ATTEY .
WHEANHPATFHED IR e, Me, . H e Fle, HE(—MERE B, HHB
& m ., % X5 2
ci, =m" (mod n)
c; =m" (mod n)
BFEBIEK ¢, Mo, 5, TNTKE m. HH#ET B Euclid 33K il 2
re; +se, =1
KR r s, Hp— P RA &R r. BRARET B Euclid iR o' L HE

(i) 7cs=m(mod n),

2. RIEH BT
BE R RSAF KR ATFEZANHACHITR B E,LTFRE 3 S . AmE 1A
B ERB AT BB, B3I NTHPWEBSH A 2 (i=1,2,3),2Y i#; B,
ged(n, yn) ) =1, F W@ T ged(n, vn, )EFTEEIFH n, M0, B, RESCHEERZ m . %
34yl 2
cy =m*(mod n,)
c, =m’(mod n,)
c; =m’(mod n;)

] 18 m—



b ERE A E# R m® (mod nynong). BT m® <<mnong, W] HEER m® FLH
R3] m,

H 6% A5

WA= (a,say va)) W n DPARBEEBWRG » TH,s BA—BEBMPWIER
¥, WRREHENA PREFAER e, MEHMET s, HP,ARITQHE,s BF
AR

Biltn A =(43,129,215,473,903,302,561,1165,697,1523) ,5=3231, HF

3231 =129 + 473+ 903 + 561 + 1165
FTLAM A w38 H i i 2 BRI ¥R 129.473,903,561,1165,

MEN] il A A BT FE, ST R AR (SR A B . A
AWMFEILER2=1024 MAFEEH) ., AMWRA P TEN 0 BREK, FEANAE 2 H
EHK, A PH 300 TE.ANTFER2, FRBEERNA W TFERALTE
R E AR, A 40 5] LR NPC [a)#,

HY A () B4 1 A B B S AR R R R B — N R R f W (< <2"—DF
WD n B IEEAR 0+001,0+010,0+++011 5 +++, 1+ 111, f(2)E XK A PFFAH a, B
M Hrh e TR RRNE AR 1L

£(1) = f(0-++001) =a,
£(2) = £(0++010) =a,,
£(3) = f(0--011) =a,, +a,

f2" —1)=fQ+111) =a, +a; + - +a,

i mER. A f()=A B, Hh,B, 2¥ 2 TR RE B & .

EflH £(364) = £(0101101100) =129+ 473+ 903 + 561 + 1165 = 3231, F&{el s AT
R

£(609) =2942, f(686) =3584, f(32)=903, f(46)=23326
£(128) =215,  £(261)=2817, f(44)=2629, f(648) =819

HABMEXTR, B RESK (), BEM f(OR REEMRTRME, 4
REELFRR S o0 ARER/D, —BRZEAH 200,

A f A SCHE B m IR, o BERCITTER, B ESANEN 2 B9 H (B
JG— AN R K 19, TT 7RG T — 22 0) R 5 SR8 — A i SR B, LA RBUEVE A
%4

1 4, B ST R B SO T B F R AR RP N FE SRR, BRI F
SN IR G5 ALBPR]D) ik 4-7 B, K S _RRERK.

] 19 w—



K47 RXFERRFEMNTHSIRT

¥ B F 5 iy FEHEIF 5 — F R |F 5| ZHW
2 0 00000 I 9 01001 R 18 10010
A 1 00001 ] 10 01010 S 19 10011
B 2 00010 K 11 01011 T 20 10100
C 3 00011 L 12 01100 U 21 10101
D 4 00100 M 13 01101 \% 22 10110
E 5 00101 N 14 01110 w 23 10111
F 6 00110 0 15 01111 X 24 11000
G 7 | 00111 P 16 10000 Y 25 11001
H 8 01000 Q 17 10001 Z 26 11010

4 1) BT BB P A AL AR 0% 50 B S0/ SAUNA AND HEALTH., Bk A K
k10, BT AR K B SCAY B 0 10 o4 BB A~ B SCE 6 i 43 41
SA,UN,A _,AN,D_.,HE,AL,TH
HHN B — TTE 5 R
1001100001, 1010101110, 0000100000, 0000101110
0010000000, 0100000101, 0000101100, 1010001000
A3t LA B 0B ME T R B £ LS SO
(2942,3584,903,3326,215,2817,2629,819)
fREER MG —F T HEN T OEB L R G0 A . 63007 G #
WL T IR B R SO IRETT . IR A — R AR R 2 R B A 1)
EX 411 FAME A= (a,.asa,) TR, R

=1

a,->2a,« j:21"'sn

330 48 2, 4 Yo O 9 ) SR 2 5 3 5 LA T B0 CRR O RSB SR
B s WSAER. A NERERES —TE, UHERBEMRP., & s=a,, 0
a, T, 4 2, =1;% s<a, 0 a, REMRD, 4 2,=0, FE4
(5 §<. a,
S_{s—a,,, s >=>a,
M, EEEASE, ~HAFE EFOEL o REEMRT, RESHEH x= (2,2,
x.)sB, =(x1x3°x,) .

SR, BT A0SR R W e i, R RRE S M. Oy T FAR RS A

7 D% AT O & FITRNC e B BN MR R k> > s oged(e k) =1, B ¢ fEREE T
EREHTT. B

/),Et'a,'modk l>=ly25"'~n

w1 20) w—
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BHE - HSREEB=C=, b, b,)iCHB=1tAmod kb, JHPUBEINHCH
AT,

(%] 4291 A = (1,3,5,11,21,44,87,175,349,701) & — /> #f i 14 75 £ ] &, B
k =1590,t = 43,gcd(43,1590) =1, 18 B = (43,129,215,473,903,302,561,1165,697,
1523),

ERE B R HIH o= (x a2, )BIMEBZH R

c=f(x)=B+B,=t+A+B, mod#k

Xt B ) PR () oe e A K R AIPECH R RBETIE S BV R B . M E %k

M s=t 'c mod k3R s fERHBHFTEME A NER BRTEMAENE 2= (2,

2,0 XEEN ¢t 'c mod k=¢"'tAB, mod #=AB, mod k, MiH & > >, a,, M AB,<
i=1

EyFLAt e mod k=AB, ,2ME—1,

[ 4-30) $E6] 4-29,A=(1,3,5,11,21,44,87,175,349,701) J&— - #f 1% 14 35 4, i
B,k=1590,t=43,1% ¢ '=37 mod 1590, 1% F 7 Y& 3 B9 3 SC & (2942, 3584, 903, 3326,
215,2817,2629,819),

37 X 2942 = 734 mod 1590, 37 X 3584 = 638 mod 1590, 37 X 903 = 21 mod 1590,
37 X 3326 = 632 mod 1590, 37 X 215 =5 mod 1590, 37 X 2817 = 879 mod 1590,
37 X 2629 = 283 mod 1590, 37 X 819 = 93 mod 1590
#8(734,638,21,632,5,879,283,93), B s=734,/ 734>701,18 x,,=1;% s=734—701=
33,/ 33<C349,1% 2., =0; EE X B A5 — W 3042 1001100001, & X i B9 9 3C A
J& SA R, 75 A B SO A i 45 R SAUNA AND HEALTH,

T 6 % 659 (A J& Diffie M1 Hellman 1976 4F 4 H 22 83 % 65 (K 1 00 BB R 1056 — 128
FE A, th Merkle 1 Hellman 1978 4F 4t . SR XLk T 1 4F 12 4% il B #l w3 , i
1 B A AR R0 3R TE B0 RO BERR & FNTRA ¢ CHP B 11 M5 B HZ 4% A B A A &7
¥ AR R M BZFRAFFH T & B i, BEGE ™ A 3 1 /97 42 1) B ED T,

Rabin %5 A5 {4 &l

Xt RSA A n 85 AR 2D o 32 % il 68 W03 BRI RSA B M JBE A i id K
B 53 i . EIE A REUE B BE RSA A2 il KB BOR % 6 40, AR IX — 4598 © 19 3 50 3t
. Rabin 5 % Hc il B BEE B %2 1 ) i B 0% 5 20 KB O — RE IR X

Rabin % & #] & X RSA #9—FEIE B A LT PR AL

o AR L ——XF I 64 80 ) B 1) oR 0k R L R [R] — % 30, T REA IS BA B X R R

A SC . .

o PRI MR S A T N R RO S A

RSA P B A T4 e R 1<<e<<¢(n), H ged(e.¢(n)) =1, Rabin % % {£ i
MEL e=2,

o 121 e



m— AARELFF 5K e——
1. BN
FEHLIEEER AN KER pog iR p=¢=3 mod 4, B X WP EZHIL XN 46 +3;1HH
n=pXq. M n fERATFH . p g ERNRES. .

2. n#E
c=m*’ mod n

Horbym R SCH o BRI oA .

3. M=

B RESK ¢ B n B9 H R B 2> =c mod n Z T EEM T HRA
x* =c¢ mod p
2’ =c¢ mod ¢

HF p=¢=3mod 4, TEHKER, FERAXWITEL RS, HhEGAHEREBEH
fi#% , BD
r=y mod p, x =—1y mod p
r=zmodqg, x=—2z modgq
ZiHETB AN FERTEA
r=ymod p, (r=y modp
{1 = z mod g, {1 =—=z mod ¢
x=—ymod p, (xr=—y modp
{IEZ mod ¢, {IE-—z mod ¢
A AR BT A R — T BRI 4 B ST R A SORE—, AT
AR E RS ATE m PIMAFRREFER WA EENG OGS EREN SRS BB
] 56 .
T HEER, Y p=¢=3 mod 4 i, | H &
z*=c mod p, x2*=c modg

BSF- 7 MR R T 25 5 ok
H »p=3 mod 4 %.p+1=4k,ﬂﬂ%(p+l)%—4\¥ﬁo B e 2B p B9V 05 B4

c = L(p—1)/2 —
—|=c = 1 mod
) ’

W x*=c mod p WK v, B} y*=c mod p,N|

pi1 pi1 #t1 b1 -
7 ):=(37T)"=(")T =mcF-=c"T"V2wr=¢c mod p

BrBL ¢ T Ml p—c T BRI 2'=c mod p WFAR, AE, T Hg—cT RHB 2=
¢ mod g IR .

M 4.1.10 19 H1, Y p=q¢=3 mod 4 i} , 2K H & x°=a mod n 57+ n BEMH T
DL % Rabin 8555 () A0 R ME TR FE 54 T K868 n O M,
HR & pg REB—pXq I a=b mod n BHF[ 0 "2
a=b mod ¢



s 4L F ANAEHE .

a=b mod p

ﬁEﬂH %{ ;mup|(a—b)-q|(a—b)-ﬁﬁgcd(p,q)=laﬁ)fuPq](a—l))v

a=b mod ¢
Bla=b mod pq.

RZ.%a=b mod n, M n|Ca—b).H pln.gln., 8 pla—>b),q|(a—0b),
Ep{aEb mod p

a=b mod q

_ @8 NTRU A= RS

NTRU 2 —fMETHROAHEL RS, i Jeffrey Holfstein F A7E 1998 42 i, &
SRS REHEEES 4 BN EEER . TR NEREDS R,

RERVABFRBEZTAA L., BR BRABRRARBEAEEIN-1WTIABREE
R EE R

a=a,tax+-+an 2"y b=by+bx+-+by V"'
= R EMMAITTE R LML E CH
a+b=Cao+b,)+a, +b)x+ "+ (anay +bn-y)xN?
Fe ik wE X H
a*b=c,+cix++tey,xV!

H ke Br&Z¥c, N

Cp :aobk +alhk~1 - ses +atbn +a“|b,\1~| +aﬁ+2bN—z - es +aN—lbk+l == Z a,b,
i+j=k{(mod N)
HH5RAE R fELL E @ Xk s MmEEkEE TR —1 5.
1. BEEZNSH

SHAFE 3N BEIN.p QM4 PMREHI N—1 WEARBEBIAES L, L,.L,,
L. 9§qj 9P *ﬂq Z-\.E;R%iﬁs{g%& gcd(p 'q)=1 E. q j(:.Fpe

2. BRI E

FHNEERBERT TR MILERBEASZHX f.geLl,  Hd , 2K f g
ML p TRy, it BE RN F, MF, B): F, x f=1(mod ¢)M F, * f=1(mod
p). HE A=F,* g(mod @).LL h tERAFH. f ERREH EHEREFRE F, .

3.
WRETHKHEE mEL, KBHEWH ,ATX m WTFIME.: EILEREZHNK ¢ €
L, FHZA4 h X B 0
e=p¢$*h+m(mod q)
e RIXGBEWTT . '

4. R®
BEWOTIE] e S5 AERATTE £ X HAT
w23 m—



i ARBRTRER)  eew—
(1) HEIH a=f*e(mod ¢),a WERBIEE—q/2~q/2.
2 K a FH—PEEBEIHAITHE F, * a(mod p) BRI YK E B L m .
fie % I 2L
aEf*eEf*pg&*'h%-f*m(modq)
=fxp¢*F, *xg+ f*m(mod q)
=pé*g+ f*m(mod q)
=po*gtfrm
BE—®HRHTEHEEFRNSHAEE ATRIEZTR pg x g+ f *m BRBAE —q/2~
q/2, ANt pp*x g+ frem g i BBIFERAE,
MF,*a=F,*pp*g+F,* f*m(mod p)=m(mod p).

¥ [ e 2 5 A0 4 I

4.3 WELUT . ARIE RSA RN L2t EMFEHKER —HFH K S8Rz
AR K, HHEZ T 5 2k %5 H ECC(Elliptic Curve Cryptography) f] Hi
HELZNFEARESRENZSE HIKAE E0MAME. ECC C # IEEE A # %1
prifE P1363 K H .

4.7.1 HE[E #h &

66 (58t 2 3 A W8 3] 5 =2 o AR EL Ao o (B b 2, O R o e g it 2 O R S R [ R 1)
TRl — e, B gl 2k 2R 7 R R LA T IR R =k 7 #2
yitaxry+by=x*+cx*+dx+te (4-2)
Hit,a b.c.d.e RIGERFEERARMFMLE., EXPEE-ITHRIEFEEHTE,
i8R O, B 4-4 206 E ih 20 A6 1 .

(a) y=x—x (b) y*=x*+x+1
P 4-4 16 (B el £ ) 5 A ] 5

NGRS SO R PO 8

e | 24



Ei¥

MR ER ik Z e L. iR E M 3 A TR—HL EJBAENTM
R O, #— L0 ANF & SO 3] it Ze b A vk 8 i D .

(1) O AmEpfioe, MRtk FE—& P,/ PHO=P,

()P, =(x,y) RRME LR — LA 4O, ERMESITE LA P, =
—Pi=(xy—%)

XIEEK P, P, %R B TE 55 3 0, 48 B4 3 dh 26 9 55 — &0 O, BV R il £k
E#3& P,.P,.OH%E ,FFU P,+P,+0=0,P,+P,=0,8 P,=—P,,

HO+0=0,%H0=—0.

(3) W Q MR MR ML b« AFRAF M A QR ME X T . W—5iEid Q.
RMWHEL, SHEMERLT P, (X— S 2ME— M. BRIEF MM ELE Q AR AW
&R P, =Q 1P, =R)., HQ+R+P,=0,#Q+R=—P,,

(1) & Q MIFBUE SCUNF « 75 Q A B it ey — SR W4k, B D04k 5 0 [ th £k 52 T
HS,EX2Q=Q+Q=—S., %, TEX 3Q=Q+Q+Q,, %,

PA_b s SCHY Nk LA 022 B A — Mt B, I Ac e il S AR

472 ﬁl!ﬁﬁﬁ.l:ﬂ'mﬁ M 2%

B v 3k R A A PR A AR TR ok £, A PR s ot TR ot R A it £ 0 B E X
AU-22%, T BB R AR GF(p)OHHITR (p H—T KRR, KB ENHE
FH B i 5 A

yi=x'4+ax+6b6 (a,b € GF(p),4a®+276* #0) (4-3)

TE SCHY 2R

% A=(%)3+(%j2 =ﬁ<4a3+z7m5ﬁﬁ o tax+b=0 BHBE, % 4a® +

270" =0 W, R 2’ taxr+b=0 AEM,BH 2., MWK Q= (2,,0) 2T 2 y2 =z
_aF

. ) JdF
ar+b WER, S F(x,y)=y"—2" —ax—b, M| — iy
Qo

dx

x

Qo

d JdF
—af/ﬁ?‘f Qo TR S EHER v =2 +ax+b 7E Qo ML X, HILA Q1

B, p=23,a=b=1,4a* +276" =870, T U4-3D K y'=2"+z +1, HE K & &
ek, i 4-4(b) iR . RIMR AT B R MK R — 2R rEHs. ®RE, a,
D) RARITRU-DEXHBHR L LA SRE{(c ) [0<x<p,0<y<p,.Haz,y WHE
BO I ERFES O, Al E,(1,DhiF 4-8 4, BPRLH O,

K48 WHEMELIMAEE U, D

SHES w—

0, 1) 0, 22) 1, 7 (1, 16) (3, 10) (3, 13) 4, 0 (5, 4) (5, 19)
(6, 4) (6, 19) (7, 11 (7, 12) 9, 7) (9, 16) (11, 3 (11, 20> | (12, &
(12, 19) | (13. D (13, 16) | (17, 3) (17, 20) | (18, 3) (18, 20) | (19, 5) (19, 18)

w25 wemen



mmm AAFAF(E 5K —

— VL E, (a b)) B LLT R4

(D WE— 2 (0<z<<p Hx IEE . 1HH 2* +ax+b(mod p).

(2) EMHFRBOMBEER p TREE LR MERE WML ELEFESX— 2
FIXE R 2. GRA TSR RS R (y =0 B A — A F AR .

E,(a.b) F RN E LT .

% P,QEE,(a,b), M

(1) P+0=P,

(2) IR P=(x,y) B4a(z,y)+(x,—3y)=0,B80(x,—y) & P B9IMEX T, #RH
—p.

i E,(a,0) = FRA, —P R E, (a,0)FH &, EF,P=13,7) €E,; (1,1),
—P=(13,—7),M—7 mod 23=16,ffLA—P=(13,16) , L7 E,; (1, 1D,

(3) MP=(2,+¥1):Q=(22+52)PF—Q, M| P+Q=C(x3,y;) B AT HINE :

3 =A*—z;, —z,(mod p)

ys =A(x; —x;3) — y,(mod p)

Hrp
220 poip
- Xy — I
Szida | plg
2_}'1 .
(% 4-31] AL E.; (1, 1) A6, P=(3,10),Q=(9,7), M|
T e Pl . | D

S 9—3 6 2
23 =11—3—9=109 = 17 mod 23
y; =11(3—17) — 10 =—164 = 20 mod 23
FrA P+Q=(17,20) 58 E» (1, DI,
#3k 2P
A= 2 =6 mod 23
r3=6—3—3=30=7 mod 23
ys=6(3—7) —10=—234 = 12 mod 23
FrLA 2P =(7,12),

EEENECHhEZME, M4P=P+P+P+P,

X AEFAI AE H, MEEEAE E (1L, Db 2E A6, BEER IF & 2 e,
Xt—M E, (a b)), ATUEF: b 80wk iz 552 3 P Y L R 38 4 3, [a) B 5 BB OIE B 3 1 i n ik
WonEBE N REEEN, L E, (a,b)&—1 Abel Bf.

(6] 4-32] BH y'=2"—2x—3 REKLE GF(D) EHMAMML.P=G, ) RHEE
— AR 10P,

8 2P=P+P=(3,2)+(3,2)=(2,6)

w26 m—



S % 4F NATH s

SP=P+2P=(3,2)+(2,6)=(4,2)
4P=P+3P=(3,2)+(4,2)=(0,5)
SP=P+4P=(3,2)+ (0,5 =(5,0)
6P=P+5P=(3,2)+(5,0)=(0,2)
1P=P+6P=(3,2)+(0,2)=(4,5)
8P=P+7P=(3,2)+ (4,5 =(2,1)
9P=P+8P=(3,2)+(2,1)=(3,5)
10P=P+9P=(3,2)+(3,5)=0

4.7.3 #5E 2k E S

TE4.7.2 TP T4, GF23) LRI L v’ =o' +o+1 R —RR P REHE S
IS ES O HF 284, ~RAEUTEM,
FIE 4-22 GF(p) MBI vi=2+ax +b(a.b EGF(p),4a’+ 276> F0)TE
B—F R EE I im s O B F
14 p+ 2 [I“—Fal‘—l—b]

2 €GF(p)
4‘.}$tP( J& Legendre 5 .

EHPE e T EMA .

EIE 4-23(Hasse BHE) |e|<2/p . _

[ 4-33) # p=5,M|e|<<4, Wk GF() FRIBRIML v =2 tax+b LAY S
ol 2~10,

4.7.4 BASCH B2 E & ERIER N

FE i FH 466 (B oty 2 4 338 % A A ) AT 5 220 BH SO S 1 e 0 00 (Bt £k L A R I o 2
ERs., HXHEEBEREmO<m<M) MAMEHXU-DGH 2 B RBREE
B 5K S e 3 A R 2 b A R R AR 270, SEBR . ATFE 30~50 BUE.
T k=30, % BASCIHE m  INFitH — R x.

x={mk+j,j =0,1,2,++} ={30m,30m +1,30m +2,}
HE ' +ax+b(mod p) VR, BNE BB dh £k LS (2, V2" Faz 16 ). BATE
O~p BB, KRB p MEFTAR, D —LEE p WIEFFRR. BTl e KKE
118 3 +axr+b(mod pP)EFHFRPMELR/NT 1—-274,

=14p +e
Ar“+a.r+b)
P

R T ORI 110 o ) BB SCI s FUIR =] 5 .

[ 4-34) &ML N v =2 +32,p=4177T,m=2174, W 2=1{30 + 2174+j,j =
0,1,2,°+}, %4 j =15 Bf,2 =30 » 2174 +15=65235,x° + 3x =65235° +3 » 65235 = 1444
mod 4177=238", Fir LATS B M [ fh £ | (% 45 R (65235,38) , 7 C A4 B #h 28 | i 55 (65235,

65235
38) JUBSCH B m=| 55 |[=L2174.5 J=2174,

wens | 277 mmm
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475 HEHZ EAFBD

Ay Al A (5 it A i 8 T A ) 9 R A I it £ L % B0 R 1

T8 15 fth 2244 ARG Abel # E, (a.0) EH BB Q=kP . HH ,P.QEE,(a.b) k<
p-WH & FIP 5oRQ.Hh P.Q K & W2 I MY . i 5 A2 M 1R iy £k I Y B v i m)
A F A E AR . Diffie-Hellman %4322 M1 ElGamal % 55 {4 fil 2 5 T4 PR
T HIOT 2 ) AL 2 A T R £ D R g 4 e S R 3 TR e 4 Ao

1. Diffie -Hellman Z$8 % #

HER—TEE p~2" BN S8 a b, W7 (4-2) F ik /9 5 il 28 % 3 b rg
SHILH Abel BEE, (a.b) . %% E, (a,b)B—MERITT G (2,4 v,) B3R G BB —
MEW KRG W2 nG=0 ME/NEEE n., E,(a.0)F G EAATSH.

FHI P A B 2Z [a] () % 91 25 e in F AT .

(D) AE—/NF n R n, SEAREH IR Pr=n.G F=EE,(a.0) EB—HE
RS FHEH

(2) BELHERA CAREH ns MATFEH Py

(3) ABA5IH K=nyPy Ml K=nuP, /=4 H W LR E .

EXRHEAANK=n,Pp=n,nzG)=ny(npaG)=ny3Pa.

Wk EHBIKRBRK W AHH Py MG KB na 88 Py f1G 3K nw, BD SRR
il 28 1) B O R R R AN ET AT

(B 4-351 p=211,E,C0,—4), BRI &K R y' =2 —4.G=(2,2) & E,, (0,
— DO EB R 241 B— NI, B 241G=0. A BIRBHBCH na=121. A8 P =
121(2,2)=(115,48), BRI EHI K ny =203, AN P,=203(2,2)=(130,203),
AR I ZH 8 R 121(130,203) =203(115,48) = (161,169) , Bp Ft 52 % 4 2 — *f
B, BB IX — % 80 AR SEH N A 23 15 B A 0] T A B b RO ) — AN AR o AR AR,
AU AR PR A R — (AT SR PR A

2. EIGamal % 5 4 i

HEHSELBUOT . BAERE-1ZH p UEWA/NT p WL g 12 0H5H
y=g ' mod p. U(y,g . pEALTFEH,  x (FARTEHEH.

MFEL BT . EHMEBEHCHEE M BEILEE TS5 p— 1 ERMWBE L. E
Ci=g" mod p,C,=y'"M mod p,.®EXH C=(C,,C,),

fite e L B AT
C,
M—E mod p
XFE NN
. k K
C—fmodj)=yh modpzy i\/l mod p =M mod p
Cq g y

T i e A (R it 26 55 B ElGamal 2% 544
s 125



BN — MR ML HFE E, (a.0) R CHEE m ik AME LS P, B A
P, {8000 5% A5 ¥

WE,(a.b)M—MEMICG.E,(a.0)F G ERNAFSE.

R Ak n, fENREH . IFU PLa=n G ERATFH. fE—RIP B A ki
HE P, AT R —AFEALIERE £, ™= LT SOE R % 3

C,.={kG,P, +kP,}
A R DA SO TR A R H A C R E S — A S e, B
P, +kPyr—npkG =P, +k(n,G) —n,kG=P,,

WitiF At C, B8 P, GRAHMIE £, ESR) k2 AR 2R AR A
BRI G M AG i X TR 250K 1 (8] il 28 b 09 B 106 5, R A Al 47,

[#14-36] HLp=751,E,(—1,188) ,BIfFIh &l y'=2"—2+188,E,(—1,188)
B — AR ICRE G=(0,376), A AT NI Po=(201,5) . fRE BEKKEE A MH
Bt ARtk Fi & P, = (562,201),B S BB HLE £ =386, H1 kG =386(0,376) =
(676,558), P, +&P,=(562,201)+386(201,5) =(385,328),1 % L H{(676,558),
(385,328) },

555 T A PR 8L 2 ot &) 8 A A 81 il (4 Diffie-Hellman % % 28 #: Al EIGamal
BSR4 L, 496 (3 th 2 2 A A A LA R A

D Eetm. AEARK FWEBEERRNEEEER »E. HEsBE~E

A O(exp'f/(logp)(log[ogp)2 ) Hir, p AR, R FE B e N B 2R LAY R O 5K
[m) &I A2 A R . AT 2 i (R gl 2R L Y O ) B R A I A Il AR AT R R R R

O BRI KA N B RN O (expUlog v/ )) s FEHT 4 o S8 16 5 1 22 A7
TR Abel BERY BT AR E T BRI, 496 50 ) 2 85 1 A ) L 2 T PR SSR_ 0  H0F 2
TFi) R £ 2 ) kot o 2 4,

(2) BEHAT /N, oy Tk T O v O 2 T, FE S B A IR B e A BRI R F R L
I3 ply £ 5 9 1 7 T A0 %5 6 ik 37 b S T A RO i B EOuE R R i 4 B Y 9
B,

(3) RIEMEL. AR GF(@)—E MR T, K EMTERREEI GF(¢) — {0} B#hE
T . T GF (g - fy [ ply £ 7T LA 3 2o g 78l % 2 0, 45 3R (7] A9 il 4% L 9% BORS (3] B9 98 26
B, Bt B BA E R AR B R

R HTHE R A £ OBA WML Y. T R RSA/DSA il [
BEE 2 MRERRTIE F A A% S HH KB CHRT 160 H AR 2 DURIEZ 2 | 8 T 76 35 75 43
A E TR B RT3 4-9 44 T A R th 2R % A5 1A A RSA/DSA il 75 47 35 R 45
BEMERUTE B TR EARKRE,

% 4-9 ECC 71 RSA/DSA Eﬁ#ﬁ%?é%ﬁ#?ﬁﬁﬁaﬁ&*ﬁ&miﬁﬁ tb4s)

RSA/DSA 512 768 1024 2048 21000

ECC 106 132 160 211 600
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m ARELF RS M)

SM2 R & A EBEMZEE*

SM2 2 o [ [ 5 % 09 B R A A A o [ R R A B S R AR o L R — R [ i £
L HhadnmERE: REEaRL.

SM2 B k5 EPrbrfER) ECC Bk L

(1) ECC B3 % R NIST 55 EHFr oLt 2 ) th 2k e S8, 1 SM2 WL S 8F
B —E RSk, Wi TR IA T R RS R S8 S P A
AR, 8@E SM2 B Z e BEeg.

(2) 7€ ECC B kR, JH /] Lk MD5 8% SHA-1 %5 [ il FH A0 & 8k, il SM2
kR UG SM3 M B HE, SM3 B et o 256 LudF, HE @MY SHA-256 H ki
AAY,

SM2 B BT RBEBMET Zxy B, K905 5T REEAK SM2
B,

1. BXxSH

RFEBEF, # SM2 HESHANT .

o F, BFFIE p Fam HRR KRR, p BRATAE K, H K KSR w58

o« KEA/NF 192 LRI L7 B SEED;

e F, P24 mE a b, R 4a° +270* F0, E LML E(F,): y*=zx"tax+b;
s XH G=(x6.y6)€E(F,),GFO0;

s GHIBn Im WARKIERER n>2""H n>4p ;
h=m(—mffﬁj’9§$lﬁ?sﬁ¢7lﬂﬂ)l%ﬁh?ﬁ E(F )R 5%k,

n
SEED #l a .6 ByF=A B EITF .
(1) FEEBCEA/NT 192 HHERH 45 8 SEED;
(2) 8 H=H 5 (SEED) it H = (hyss shoss s+ sho) s o, H oo Fon 256 HARH T
) SM3 P&

255
(3) LR = D h,2';
(4) ;L r=R mod p;
(5) TI:EF/; _t{fﬁjiﬁz/l\iﬁiaqbg?ﬁfa rbz=a mOd p;
(6) # 4a*+276*=0 mod p . MHFEE (1)

() FFBENF, FMZLREF,): y'=2"tax+b;
(8) %t (SEED,a +b) .,

2. BHATE
BRI H BB B BEHE A (1.2, n— 1 PR —ADBEHLE du B R du<r {1,
2, n—1}, i n RIS G B,
130 m—



| ese— {4 ¥ AAES  —

B84 2 T B R A 5 2 b B A

HEF,.G=G(x,y) A,

3. mEH %

BWARRETTIRE A A BRENEE RREHLREE MM BKER klen, MEZHEWNTF .

(1) IR k< (1,2, sn—1};

(2) HEMBEMLE S CL=kG=(z,,y) ¥ (x,,y,) Fm R IR,

(3) WHMBIME S S=hP,, 4 S RTITI A , MIREEIEE

() HEMBE LS APy =2y y) K (200 y,) TR N LAFS

(5) 7 ¢t =KDF(x, | y,,klen) , % ¢t H4 0 it e, MR [E (1) 5

(6) 8 C,=MODxt;

(7) % C;=Hash(z, [ M || y,);

(8) Wi ®% L C=(C,,C,.Cy),
Horb, 55(5) 2 KDF( » ) /2 B 4A IR 4 of %, H A i b R — Db Bl B3 7= A6 R 30, 3 7
M IO D IR A R B SM3. 58 (3) 25 () Hash B EECA SM3,

4-5 & SM2 N B ik m i RE A

| WESRSE. XM AHP, |

- k«—R{l,Z{---,nl} ]

| Cy=kG=(x,, ) |

#

| S=hP, |

Yes

S=0

No
| kPy=(x3, ¥,) |

t
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5.3.1 BEVEROER

AR 2 9% T 55 Y B 7 o FH Bt AT 4K, £ an

o FHEIAUE. IN7EE 5-1.8 5-2. ./ 5-4 fME 5-7 Fi R B ol b BB T — i
i 1L 58K Bl 1k s

o SEEHM A, HEEVLEE D SE R .

s AHEWNERPEHAN L, HHEILB/E N AHB B R R PR EH, K 5-5 fr
75 3 LA BEDLEOR 7= 4 A B AL P A 4, n & 5-8 BT .

FEBEDLECY bR R R A, #BEE K B HLEUT ) R BE B R B A

1. BEHLE

AR R A o U] R fe R R B3 ) B LA

(1) 5] 50— 5 b A B0 B A% 450 38 7 A8 55 B LA 45

(2) PSEHE— BN PAEE— B GE B H b B .

BF) 2 A W L 5 ) 43 A o] 3E A AR TR R R M S e, MR A
R 2246 I 75 92 BB IIE BA B850 A v 2 b 7 P L R RS T K A R 7 G R A ST Y vk R A o R
B HEAT T /R4 20 ORI S 5 S BE TIE 9 A o AL 2 ST o T LA A b A K B o
Sk,

TE T WS ), i T B LB LA IR 15, 28 % (i I AR-F J2 Bl B1L B 2050, i3 B 9 5
G R h Bh B AL B3 . 3 A B AL R Ok Oh i AL % '

2. AR

E 1 G0 AR B E R 235 B 9 09 7 A A R P AN ACESR 809 B A BE LA L 7 HL SR



A TR % 5 £ i&féﬂﬂﬁ\ﬁi-‘—ﬁ %‘45'%’:;2 .

B3 b LUs B RO A T T 9 . xF T B BEPLEO R 5, B8 ob 4> B Sr T A R
B2 AN AT HI A . XF T O BEALBOR BE . 9T 24 51 5 B 1L BCF B R A BB
IEBULVE &8

5.3.2 MEYVIEE

FLRE L ROAR MELR AT, oy PR P 7= A 8%, AR 6 A Mk bR 0 8% SRR A LT L A
AT A 2 Bl BILCUR  (EL7E R 24 22 4 R GE b AR A SR, — T TR B A B0 BE LA FORS E AR
i\ 55— T THI X 4L A AR MEE BRI MK Rt .

— b T A 1R IR Y B IR D B DL % g L R P R SR T S )
SR EEALEE KB TR L, X R 77 SR B BENL B B AR WA BR . P&, BRI 9 B
HLECE B0 7T B UE B B AT BEDLYE | (5 i T 80T RS 25X > BEATL IR , X LA AR SIE BE AL %Y
AN AT

PRI ik ) 245 2 4 vl i 6 1) BEATL S50 £ B 1 42 22 ) S D B ok 7 A . (Ll TR0 B0 E
PERY o PR A B RO AN BELAY o SR T A0SR 7 BT A5 4, 7 A B0 B0 AR R Ao 4% i
BLYERR R , 33 Fh RO 2 Oh BB &R

5.3.3 {hBEME £ S

B Z AR hEEHLE AR REUERRE L. BEA 4S8 BB mm>0),
Fe X a (0<<a<lm) & c O<c<m)MBEEIF 7 X, 0<X,<m); A FERARE
FIFEYLEES (X, ) -

X,.o =X, +¢) modm

2R ma o X, BB WA M BEVLEEINH X, B E R, H 0<X,<m.

ac Flm AYHUIE R P A | R BE VLB SCHE . I, B a =c=1, W &5 R 5% b B —
PR R — DN 1V EREAREBLSAHRE. WRa=7,c=0.m=32,X,=1,0M7*
MBI AA(T,17,23,1,7, -}, 7E 32 NATREME D A 4 BB, B0 0 4, L4
ROARLS AR, WRI o =7, HAEAZE, W 7™ 4 6 % k{1,5,25,29,17,21,9,
13,1, ), KGN ) 8.,

o BE LR 19 R R AT RE K e RRATRE R, Ak JE 2k m B % T RL
RER N W B KB, e in s % T 27

MR R R B IE M EREA LLF 3 MR,

(1) %A RO J2 % R 30T 1), BB o 8 $re T 52 22 BT 7= At 0~m B BT A B

(2) PRAMEINE b2 R AL . R h 805 2 o o 7 A 1, R b AS BT 6B R B BL
A, 4B AT & Fh e TR I R A B8 B A A BE ALY .

(3) AR R B AE A ROb A 32 fiiE BSL B

W OIER a e Flom AL E 3 DMARMERLIER . X8 =RKHE, B T HE 32
FEE AL om ATHCH 2" —1, M —RKUL R m ARBC —1MARBOH c=
0,2 a m M—AJFH, BI 2 .

145 m=m



e ARFHAF(H 5)  ee—

a"modm#*#1, n=1,2,,m—2

a” ' mod m=1

B, e BB BB, Bl a=7"=16 807 B m=2% —1 B — P ARJFAR , 115
B BEAL = 88 X, = (aX,) mod (2" — DB Z R .

Knuth £5 H T {8 2% 18 o8 %08 31 8 F& 101 i) 7R 32 5% 4k

EES-1 LAURKERABEEAMORERMR.

(1) ged(c,m)=1;

2) MTAWR p ImBIEE p.H a=1(mod p);

B) HZm R4 |m,Wa i#HEa=1(mod 4).

WME A B m=2",a=2"+1,c=1.HP,r B—18H.<r &, AT H
FEEH 5-1 M&ME.

LHERRBE LR TVME X, MEBREARILES, BEASIFARRLARILYE, B
X, ®ER, LGB E s =4 T . XA R AT A T O B A RS A, SR
R TE IEAE (A A R M R AR R DR MUE R M S8, ] — BURASEE i — S 8 B
A AR 3 DA FS B B A B0, 3 2 ECF a0 SR RUE I 76 4 A 60 02 26 1 [R] 4 B8k LA B A B $0E|
PR —Ea R E R BENSH. BERTRERE X, . X, . X, X, #inl
IR 4

X, =X, +c)mod m

X, =X, +c)mod m

X; =X, +c)mod m
i ac Flom,

SO Y T R A R G B s S BE DL B . — ROk R BSR4 N AN EUE LA
RS AT P ERE m JEAE BT, o0 —FhoJr 2 B 36 22 A 89 B 4 (6 21 554> BE AL
BB m ),

T E LA X, = (X, mod m YL,

WELHR TR EEREEEL . RO -ENERNETEREEERZRZ
Bl , 2 RE S P 152 SRR L D0 ] e S i i . RERAURRE N X = /(X)) =(aX)mod m,
PONC- R I T

HEm=aq, MHEF aX=p +aq+r. K, p=laX/aq J=LX/q J.FrLL

r=aX —praqg=a(X — pg) =a(Xmod q)
Bl (aX)mod m =a(Xmod ¢q)
Fi#m=aq+r . ,g=lm/a Jor=m mod a. 2 r<q B, AT 5 ¥k 74 2 b i
f(X)=(aX)modm =aX —m +aX/m Fa(q|X/q )+ X modq) —m « laX/m ]

=aq|X/q J4+a(X mod g) —m + laX/m |

=(m—r) I_X/q 14+ a(X mod q)—m -« laX /m J

=a(X mod ¢) —r|X/q |4+ m « X/q |—LaX/m D
A p(X)=a + (X mod ¢)—r | X/q lp.(X)=LX/ql—LaX/m ] M



2

—————S AR kR
FOX) = (XY +m s py(X)

HE m g r BOSE LK r<<q H1,2%4 1<<X<<m Af,a » (X mod ¢)Fl r « X /q JHHL(EER
FEO~m—1, I p, (XD |<m—1, BHRIE 0<X/qg—aX/m<1,fFLh p,(X)=|X/

q I—laX/m =081,

P (XOMERI A ERE L MEER o (XOMESL. XERRN ISAXO<
m—1, BT LAE EAYE 1<p, (XD<m—10,p,(XD=0;¥HMNY - (m—D<p (X))
—1Abp.(X)=1, Hilis. '

pi1(X), MEI1I<p,(X)<m—1
F(X) =
{pl(X)+nz, W —n—1) < p(X) <—1
Wk — B
#p(X)=a+ (X mod q)p.(X)=r | X/q |.IE4

o) p1(X) —p. (X)), R p (X)) > p.(X)
A _{p](X)-}—(m—Pz(X)). &

XA [ AR Bk A AT —2e W 7RI

1. B

AR EAA AN

X, =(X)D)'modm, n=1,2,
He,d m)BSELX, O<X, <m) /T,
RIESBBOL IR R LT H R,
1) RSA F=4: 3%
GBI RSA BIEMSHGI m R KEHMNFEM, 4 & RSA MREH .2
ged(d s (m)) =1, W] i i B L BS™ A= 8% F5 O RSA 72AE 2% .
(6152 p=13.q=23.d=17,m=299,0(m)=264,X,=6,i 2 gcd(d ¢ (m))=
1. RSA =488 K
X, =6
X, =(0X,)"mod 299, n=1,2,--
2) VA
#Hd W 2,m=pg,Mi p.q BWHE p=¢=3(mod 4) 1 KK, it i b AL B= 4 2%
AT A . Hax AR R
Xoii =X, ’modm, n=1,2,+

2. BErEHEX
00 €1k 1 6N D B AW/ W
X, =g%modm, n=1,2,"
Hep (g.m)BSE.X,0<X,<m)RMF.

534 ETEMEZENMBNESE:H

AT AR T A REOLE P B R . AN R 3 M RARERENE T .
w147 —
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1. fERIMEZ

P 5-9 @i IEFF I h EHEP 4 SEE AR EE, b B N BT
FARAMBERET AR A, B, TEM4E56 HIFH
DES %4, il {# FH & 1 R 2° it s, 74— 1 %4
Ja o EE I 1. P kA 5 R A G Oh Bl ATL B LA R 3 O
W BT X oo X ey X o PR 302 h i 50ad
hAFESR, B X, ZX, £ FXyv,. XHARE
W R 2 B AR B B, BT LA A A 9 4 AR A B S

FABANEI T8GR

BRI R AR el b
i ST SUIE LR L e LI
7 2 B AR LR S o R O A B 59 WRmerEomn

2. DES 9% i & % (OFB) & 3X

DES & OFB X (4N 3-13 Frzs) B8 2k 7= A= S 8 - 6 F Tt hn 2 . hn %5 380 Bk 9
B Ry 64 LA, Hrh AN W j A e B B . F Bk —
A 64 H ARSI R T — D BA RS iH R IREVLEUT S . REE. =4 w4
T B T X B A R A PAGR B

3. ANSI X9.17 #9£h BE #1807 4 2%

ANSI X9.17 f4Dh Bl UL 3= A 2% F2 9 05 5 3 fe i O D Bl LB = AR B8 2 — , B E 4%
PGP i Z N i B P R 4.

P 5-10 /& ANSI X9.17 thBEHLE™ 2R AHER , F= A 38 A 3 AN 47

Kl’ Kz
DT;— EDE
(1 EDE -
A\ [ar
14 + | EDE

[ 5-10  ANSI X9.17 8 Bfi L %07 4 8%

(D A . WANFA 64 LbRFRhBEVLE K , DT, /R 4876 B 1 Fned (e , 4 7=
H—NHR, J5,DT, #EFH—K;V, BFAS i DEEILEE 7, R ETERRE.
PAJG 8K H 3 33 .
(2) W, PAESRAT 3 =5 DES % ,3 K& M HME AR 56 AR EH
K, fl K. . 3X P4 % 8 04 % B ARG FH it A .
— 45—
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(3) Hrth o H i — 64 LRAFRIDIBENLEL R, F1—> 64 [LAFROBI RN F V00 o,
R, =EDEx, x,[V: @ EDEy, x, [DT. ]
Vs =EDEx, x,[R: @ EDEx, , (DT, ]]
EDE #/R WA~ % 411 =& DES,
AFTRAAENEMBLRE, XZRAKRHET 112 WRFKAFEHM 9 4 DES il
W, [ Bk A R T 5 vl RS Oh BE AL B A SR B . — N2 AT R B B RE R, B — AN R
WA AR T T ELBP R AR B REAL R R, M EE T L H T R, X &% —1K EDE In#%
AP T Vo BB EMES S| R, WAEARE] V. AT ARIHBEILE R, . .

5.3.5 BEMLLE4FE~4E 2%

TEF LU B R 7 W E BEAL LLAS P 5], 10 A 2 BEALBUT 51 i S i i %S wm . T
T A 28 LA R B BEAIL EO A 7= AR 4%

1. BBS(Blum-Blum-Shub) /= 4 2§
BBS 7= A= #% & B 28 o UE BH A4 %5 9 5 8 B0 A Dh BEAL B AR 4%, E RS SRR F .
B BN KER p.q W E p=¢=3(mod 4),% n=p Xq., BHE—HEHLE
s S s H5n BEE, REHRUTEEZALLEFINB, ).
o =s5° mod n
for i =1 to = do {
X, =X%, mod n;
B, =X, mod 2}
B 7E R IRAE 3R R B X, A BRI 2 hL .
[615-31 »=192 649=2383X503,FfF s=101 355,45 R« 5-1 44 .

xR 51 BBSFFLEBH—1BF

i X, B, i X, B;
0 20 749 11 137 922 0
1 143 135 1 12 123 175 1
2 177 671 1 13 8630 0
3 97 048 0 14 114 386 0
4 89 992 0 15 14 863 1
5 174 051 1 16 133 015 1
6 80 649 1 17 106 065 1
7 45 663 i 18 45 870 0
8 69 442 0 19 137 171 1
9 186 894 0 , 20 48 060 0
10 177 046 0

BBS i % @ 5 T A8 Ko i i R e, B R WD b2 PhBEAL LR R A .

s ] 49 e



— AAFHFF 5 e———
BOHBEVL LA = A SR BEE T T — LA 18, B A B0 E L 2 th bl tb s =4 28, K
B SR LAORBEAL EE A=A 4% o4 B 5 B9 RT & A FR B E NS A L R R FE A 2 5Kt

I BT B REH B &+ 1 L. A0 B, 2 00— AP BB & A B
5 A AESEIR T 47 6 9005 LUK F - 0B B — A2 0 36 A2 1.

2. Rabin 7= 4 3§
W e=2 R— BB EL2 2T IS EENAT AR pq. R p=¢=3(mod 4)
(XA FARIE—1 B p M g A FABR) 2 n=p Xq. HERAKXH
(X, 1)'mod n, WMRX, )*mod n < n/2

n—(X,-)'modn, WMHRX,_,)modn=n/2
B
B; =X, mod 2, i=1,2,-:
WAB, : i =1,2, ) G A K BEAL FERF I 51

3, BEUEEULF TS

Whek=2,m=1 BRDEEGEL2 2V A EE—- I TFEH p. R g Bp H—1FK
JEMR ., =R AKXN

X, =g% ' mod p, i=1,2,
BB, b X, &AL,
X,
B,E{gr] (mod 2)

Hor [ INBE SRS, (B, s i=1,2, k™ +m ) LR 4 B BEHL LR |

W= 5 &l

54.1 MESENRAR

7E 1 G S 9458 ) A S TR 23 T B S8 AT S I OB 6 A0 i NS 2 AR 2 5 4 e A
XA SRR E A ANEE IR — 8 H B EERE N AR R 54k
Pk 52 X — B

I, 51 ATTBR 77 % (Threshold Schemes) 18— B HE & .

EX 51 BHEs HrRa M HAER BB EERI - FEHRE F.H
— NS 5EFA R,

(D HEeANERETEANSSEFFFANTEERTEY .,

(2) MV T e B E5EFARRIE RN EEER .,

FRIXF TR Rk on)-FFEDEITTIR T & FRA T RATTIRIE.

MR —-NSEHERL—HARERNNS 5 EEFWRE s 0, 97K RS A5 i % 1

g 150



 ee—— 5 5 ¥ FHASRLSEATE e

A MFRX A R TEH, B e yn)-BE A EITTIR T RREZHM, R
(3) BT bk NS H5HEIFA M BRABE s WEMFEE.
T A 28 i B AR ) SR A A0 TR T 5

5.4.2 Shamir [1RAXR

Shamir TR A R R KT LN Lagrange HEARXA . Wil & B_EBE P E
— AN FEA ) AT M — DR o () TE kD EAHF RSB REBE RN ¢ (2
(G=1y k) s FR—=DWE f(x))=@(x)G=1, k)RS f(z), AREIL ¢(z),
FCOFN o) BIIHE BRE £ () ATECA AR A R 50 BE T AR 2 L, tha] h = £
ZIA A, HIf ) AR B W FR A E )8 RBURE, £ ()RR
e (O MHEZ A, WA REEREA Lagrange #i{H . Newton i {f , Hermite #i{H .

Lagrange {fiff : © % ¢ (x)1E & DEAMFE B S RBE ez G=1, k), A1
1k —1 WA 20 h

k
f(x) = E olx; )H 2~

I?]

j_ll)

ENAKXFRAN Lagrange fiHfE A,
EAR ARG AT AN R E Nk — 1 IRZ I £ () B & A E AR R B 8 pREUE £ ()
(i=1, k) WL RX f(2)., HFHHEH s BUE £ .n DTFEHBUE f(2)G=1,2,,
) A AFI P ERE £ S FHEHATTEM £ (), N AT 15 %5 s, X e on) -F % 57 F|
[TPR A k& Shamir TR FE.
XA B AT T R SOk . ' GF (@) B — A BRI Kb, g B—P KRR
BOWRE q=n+1, % s BT GF(@O\{0} E¥ S BEIE —BEVLE RAR R s GF(\
{0 B—=1 1 BB arsaz, a0, RIERWH R o, < GF(@O\{0} (i =1,2,,k—1),
GF(q) bW —A £ —1 RETK f(x)=a,ta,x++a, 2",
n ME5%IENP, Py, P, P, FEEBINFEHN f(DH. WREELNS5E
P, oo Py (< <dp <ol SiOBBBBE s, AT (G, , FG =1,k } &
PATF 2t #R 4
aota (i) + o Fapm G =fF3G)
a‘(,—|—a1(L2)+'"—|—ak71(zz)k 1= f(iy) (5-1)
a,+a () + o +a G =FG)

AR, QA< AHIE ., BrLAn] i Lagrange #fi{H A2 H & LT 20K .

f(x)—Zf(z >H i (modq)

f

! I?‘]

M Al 556 s= £(0),
RIS 5 EHENTAGE £ ORI £, M LBHRMEENSZIR F (), Fr LT
AT RERB AR 5



m AR EEFF 5K

k k n
s==D"" D) [ —%—(mod ¢
i=1 =1 (@ — 1)
7]

MR -1 455 EREGME thB‘fI‘]ﬂff@ﬁ:& Mk —1 R R 2R R A
HPH b DARME, X GF(@) P RE—1H 5o, AT O =5, XFEA]1H5E b DA, IH
i1 Lagrange ififE ARG H f(z)., HKXEH— s, EGF (@) #H — 1M — I 2
RG-DL LB e —1 N FEHABABETHRE s WIEMFEE  HEX M HFEREHEN.

(%541 &E=3,n=5,¢=19,s=11,fitlIERN a, =2,a,=7,HZHA R

f(zx) =z +2x +11)mod 19

o R
f(Q)=(74+2++11)mod 19=20 mod 19=1
f(2)=(28+4+11)mod 19 =43 mod 19=5
f(3)=(63+6+11)mod 19 =80 mod 19 =4
f4)=(011248+4+11)mod 19 =131 mod 19 =17
f(5)=01754+10+4+11)mod 19 =196 mod 19 =6
B5ANTFEH.

MEHEHPR 3N TEH F(DO=5,f3)=4,fG) =6, MU FHAREH f(2).

(1—3)(1—5)25 (1—3)(1—5):5 Ca— 3 ) —5)
(2—=—3)(2—=5) (=1)=3) 3

=5¢(3"'mod 19) « (x —3)(x —5)

=513« (x—3)(x —5)=65(x—3)(x—5)
(z = 23z —5) _y4 (1—2)(1—5):4 (x=2){x =15)
(3=2)03—5) (L(—2) —2

=4 ¢« ((—2)"'mod 19) « (x —2)(x —5)

=49 (x—2)(x—5)=36(x —2)(x—5)

(x —2)(x—3) i (x —2)(xr—3) — (r—2)(x—3)
(5—2)(5—3) (3)(2) ik 6

=6+ (6 'mod 19) « (z —2)(x — 3)
=616+ (x —2)(x —3) =96(x —2)(x — 3)

5

Fir LA
f(x)=[65(x —3)(x —5)+36(x —2)(x —5)+96(x —2)(x — 3)]mod 19
=[8(x —3)(x—5)+17(x —2)(x —5) + (= — 2)(x — 3) Jmod 19
= (26x* — 188x 4 296)mod 19
=724+ 2x+11
MG E R s=11,

543 ETHERREEMIIRAT SR

&ﬂhoﬂ’lg ttem, %" /l\jc:j: 1 %Eﬁvﬁl@
my<m, < - <m,, gedlm,,m;)=1(Vij,iF#j),
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RS D 5 %’éflh\ﬁﬁlﬁgiﬂ%ﬂ e

MMy > M ey M —ji2
Mgk s MBI KL mm, 1 om, st ymymy
HE M=mm,m,ss;=s(mod m;)(i=1,,n), UL(s;,ym, MIEH—FE
HLESGram, MDY BT T — A TTRRITSR .
XEENFELEANSEEGRRFT i iyt ))P B TR

M
M,‘ — ——
i m],]
Nij EM:I(mOd "'1,'1)
i :SleilNil

gE AR RYE P E e R AR A
s =y, (mod m; )
(5-2)

s =5;, (mod m;, )

s=iy;l (mod ﬁm;’) (5-3)
THUEMETRAEBWFRMET R G-DB M s B8R I 5 P sor 5 85 % Bk
BY s th 2 5 PR (5-4) Wi .
s =5, (mod m,)
(5-4)
s =s,(mod m,)
BHBHG-ORM@A s, BR WL T ERAG-2),8 s'—s=0(mod m, ) .5’ —s=
iy, |8 =5, T
s'=s(mod m, *m; )o XBE s ss<mimym<m,m, Ll s'=s,
HEH5ELTF A AREEN k-1, WL T EE N

s =y, (mod m; )

0Cmod m;, )« T A m;, ls'—s,'",m,-* [s'—s.lcm(m,1 settamg, ) =m

s =35, (mod m;,_ )

k=1 k—1 k—1
ﬁ&gﬂﬂqﬁj‘] S,ZE Vi (mOd H m;, ) 9%ES/< H m;, MM ey M gy <8 i%%“
j=1 j=1

ji=1
NIEFRILE R,

(%) 5-5) % kt=3.n=5,m, =97,m,=98,ms=99,m,=101,m, =103, Fb % $ 3%
s=671 875, & 10 403=m ms<s<mym,m;=941 094,

HE M=mm.msm,m;=29 790 ZOQ 882,s,=s(mod m,)(i=1,+,5)1% s, =53,
5;=85,5;=61,5,=23,5; =6, 5 F %4 H(53,97,9 790 200 882), (85,98,9 790
200 882),(61,99,9 790 200 882),(23,101,9 790 200 882),(6,103,9 790 200 882),

BAEME i1 .io iy BEEERITHE s 2 B1HHH
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M M M
M, =— =100 929 906 M, =— =099 900 009 M; =— =98 890 918

m, m, ms
N, =M"(modm,) =95 [N, =M;'(mod m,) =13 [(N;= M;'(mod m,) =31
¥ '
s=s M N, +s;M;N; +s5:M;N;(mod m,m,m,)
= 53 « 100 929 906 « 95+ 85 « 99 900 009 « 13 +
61 « 98 890 918 « 31(mod 97 = 98 « 99)
= 805 574 312 593(mod 941 094)

=671 875
BRE iy vivis BREERRITE s, 28R .
M, = M= 100 929 906 M, = M= 96 932 682 M; = M= 95 050 494
m, my ms

N, =M;'"modm,;) =95 |N, =M;"(mod m,) =61 |[N; = M;:"(mod m;) = 100
(¥
s=s M N, +sM,N, +s:M;N;(mod m,m,m;)
= 53 « 100 929 906 « 95+ 23 « 96 932 682 « 61 +
6« 95 050 494 « 100(mod 97 - 101 « 103)
= 701 208 925 956(mod 1 009 091)
=671 875
BE )i BREEETH s
s=s M N, +s:M,N,(mod m,m,)
= 53 « 100 929 906 » 95+ 23 « 96 932 682 » 61(mod 97 - 101)
= 644 178 629 556(mod 9791)
= 5679
BE T AIEBBE R,

=] i

L e AR S — P U A 3 EMA TS PKe MRS 4] SKy. 05RAT B F
AP ABEUTHFREG A KA BHEB(Ex, m),A) .BWEIE, AshHE A & [ H
B(Epw, (m),B)LLEA A, B BB E 3 m

(1) AP C/ErE Bt T BORBUR S m 7

(2) FEEHAAER

AR%G BHE: Ex, (Es, (m),m,A)
B i AR EHE B Ew, (Esg, (m).m,B)
XA Y7 AT AB X Bt 404l A B IAGE IR L I B m
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3 4 |11 )16 |23 | 4 |11 |16 |23 | 4| 11| 16 | 23 4 11 | 16 23
4 6 |10 |15 (21| 6 [10 15 (21| 6 |10 | 15 | 21 6 10 | 15 21
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0 1 0 0 1 1 0 1 1 0 1 1 0 0
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6.4.3 SHA 5 MD5 ByLtt &
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(1) HiFFHERLHFHRE . iTF SHA f MD5 8974 B K B4 510 160 #1128, FF
PLAGF#RAGIREAAEHBMENH B 20T M O™ f O"™) ks, mH
FHERIGERBEAHFAHERENFHAARBEEF TR O MO KREH.
At SHA $i i 55 8 R doids 938 B 5 T MDS 3t 7 95 8 R W 9

(2) B B HT B SR A . T SHA 9% o R 8 A FF , Br KL E i i B 5 4
Ay Tk 1 6 BE e T, BLF & T MIDS B 5 BE
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18 F MD5 # s,
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2004 4F,Joux R T SHA-0 R , M i W& 22 Wiz B/ . R4 Biham 4§
BT 40 8 SHA-1 MRk, 2005 45, IR KEE/NFRE T SHA-1 B9 f 8
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(1) 50 SR B MD5 \SHA) B3R {4 55 IR F 4341 9% 75 (4l DES) 3Rk 4R S 81 .

(2) ZEHS e A oR B BEARAS R IR 2 .

(3) BEHG M7 BRBOA BRI, A S EE T MAC o BRI,

A REOF AR N HF MAC MR, B T & RO %4, R R e B8 H
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EAE R RFC2104 ¥4 #i , H-7E TPSec F1H: Ath 9 25 Bhi (4n SSL) 45 LA .
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AR ICE. A 9% FH AR e A R B,
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(3) R4 H % 1 I 7 oR B0 S 00 M BB A B A F HMAC T i 44 BB R AIC .

(4) DAfeag e gy A AL PR3 4 .

(5) 78X Stk s A oA B0A BLBOR 19 26 a5 F 20 8F HMAC F FIAE B 9 2% 65
5 .
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LE—REMH, XM AR NEE . — RS A R SL IR A L HMAC B —
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HMAC 75 H 8 % 10 05 A sRECE A G B 2% 09 538 B 0 B T, ATIE A B & 2 1, X — [A) B0
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(3) ¥ M #8EF S, f7;

(4) ¥ H R T2 G 74 0 BUE i

(5) K5 opad Z AR S LAP=4 b HERF K44 So s

(6) W WO BB A EFEEE S, 5
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fUV, (K @ ipad))
FUV, (K@ opad))
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6.5.3 HMACHIZ42H
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CURGEIE]
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(D HBAH BYR3H 16 ~F W, W, o W,
(2) FOR j =16 to 67
W, =P (W;_is DW,_s ® (W,_, <<<<15)) D (W, <<<T7) DWW,
(3) FOR j =0 to 63
W,=W, ®W,,,
BOZHBY BEBHA W, W, o Wy, , Wi , Wi, Wiy,
4) FE45 R
® A.B.C.D.E.F.G.H HFEHHF,SS8,.SS,.TT, . TT, Jy+a] 2 &, K4 k&
V@Y =CF(VY ,B)(0<li<a— DR E SR T .
ABCDEFGH =V ;
FOR j =0 to 63
SS, «— (A <<< I +EH(T;, <<<j)) <<<T;5
SS, =SS, @ (A <<< 12);
TT, =FF,(A,B,C)+D+SS, +W’;
TT,=GG,(E,F,G)+ H +SS, +W,;
D=C;
C=B <<<9;
B=A;
A=TT,;
H=G;
G=F <<< 19;
F=E;
E=P:(TT:)
ENDFOR
V@Y = ABCDEFGH @V
Hei, +A 22 miaf, FFEm s Kmig. B6-14 BEFREP - L ERREA.
5) i e A (E

ABCDEFGH =V
i 256 AR A y=ABCDEFGH .
6-15 J& SM3 R ¥ &b H it 7 .

6.6.2 SM3IMFEENZLEN

FE 45 bR B2 M A bR RO 22 B KR B, SM3 1Y TR 45 e 8 CF P 9 i /R eR 3K FF, (XY, 2)
s 179



mmm AAZELF(FE LR  E——

A A

B ' <<<9 B

C V C
(Fy ] [ ]

D -5 = D

.
O 1
|
E E
F ' <<<19 rL F
G y G
L GG | W,
& B3 H

nx512
45 ol 64LLHF
HEBHERE Hdm 10--0 | 189 =5
szt | st | S12LHF
‘ BO) I L B J l B~
i

wayrg| | Yo e Wo, -2 Wer W Wey

Wy s Ws's Wisi =2, Wé: Wl‘v"'i Wsls
) o) 10 N2 : AL
IEUESE CF ~Ff cF - CF EE

A 6-15 SM3 ™= A= i B A A (8 14 Ak 34 1o 2

MGG (XY, ) RIELMERE, 2 EFERGERMABEIEN. BHRRE P (XOM
Py (X REHRE A R EAFREY BAER. #in b CF i 1 b iz 5 9 3% 7 7
4 k% CF AR RS % 20, Nmahfk SM3 BA R & %2,



6% HAREALEHL m—

=] i

1. 6.1.3 WA R HBAENUER B2 th CBC #X 4 DES & L9, H o 9% 4 1 & BUA
0, e BAfi A CFB Bt i IR MR 45 21 .

2. BIRZM A REUEH CBC B 89040 % H R 69 b BB HBUNIE B 4.
Blm K E B M aaE M, M, ,My,H, =%, ERXREN H =Ey, (H_)D
H, . (i=1,2,,N) , & EB K Hy  E BTHMBRE.

(1) ¥ E 3 DES, 5 3 5 9] 8 E UF BA fn 55 %4 B 3C 43 46 #0000 9% 45 4§63 0 % Lo R B R
AR 275 3 A4 95 SC A 2 DR B SO A HE AR EURD , BRI SR Y=DESk (X)), #F4 Y =DESk (X").
A FH X — 45 16 10 B 76 b R o 7 R 20 rh AT 5 i B AT S B H R R B E AL,

(2) FHEREXREAN H,=Ey,_, (M)DM, ik B3 AT %t H kAT Ek k.

3. BB A M E A SN A A8 R B %R RSACKHHEE 44 HAFHINE
BN oH IMEERSE AN HARSE, B ENE, —HEF X, ®R—1HB# SR
WA B, 1 B, HM#A{E N H(B,,B,) =RSA(RSA(B,)®B,). iE#{E—44H
C, Wik C,,f#i1§ H(C,,C,)=H(B,,B,). iF¥ XA, ol ¥ LR A nE
BHME AR,

4. 7EE 6-11 L BEH 80 4 32 IR KM FH TS —A W, , B AEL B 84
AT, AT TR X 80 NME. IV AEFHEENR,EEM 16 N FHERBATFFN,H
FEFFAEHT 16 NMEE) Wo Wy ;W) RN B EHBEUENE—W,

5. % SHA,HBE W, W, W, . Wy,

6. & aiazaza, & 32 WIFRKRMFHRWANFN . B—a, TEEH ZHHRRE 0~
255 BB . EXRRAR P ZEFRERER 0,2" +a,2" +a:2 +a, , E/PREH P KT
FHRBH a,2"+a2"%4a,2+a,.

(1) MD5 i FH /N v 25 440 , PR3 J8, A0 47 22 (B0 A R0 AR 8t 38 2 BT O 454, (R G #E MIDS
R T X LA KU RN FE X =2, 2252, MY =y,y,ysy, T8 2 INEizH,
DA R 31X R AN B AT 9 8, 7 G fe] R AT 2

(2) SHA i F K 77 3, ) 40 faf Xf LA/ Sm &5 M A7 R B P2 X MY BEATHR 2 ik
",

N

= 181 m=



AR B (6 548R)

BE 25 Z R i

B4 2 AP S R K , B TR [ 4% % 2 (48 5 03 IAIE B 52 B VR TR A
HLUREAS) THAEEENH. ARBENMARTFELANEABMEM—LFEHN
BFELRL RN GNED L,

HFZEBNEERHE

7.1.1 HFEXRZNHFEEHEXK

55 6 B A TH B IE Y 7 AR R4 15 X007 AR 38 = 07 30k SR i H R e R
A — Bk B — A R SR ek th s . {5 DU 2 (8] T B 2 R E R B KR
A 4n 3 {5 D05 A F1 BGE A A& B Ry A E 6-1 BT (934 B ERS 59 F A4 7 X
A5 AT BE & A AT O -

(D BthE—MNHBIHFEHE A REHEH 4 ZHEBNIAER, KRGS RZHER
*HF A.

(2) AT BAAREDNE A ZRBHEE T ABATYAC R EHEETUEN,

33X 79 o 6 O 7 S s £ ) £ 22 4 07 R P R A BT RE R A B0, E B TR e B R il
AR B SR AR — B ERA A . L, P E TR e AR R R 2 A
BEFFEEW SIS UREX B ST, HP 3o &N X MR ATE 4.

HEEREN T ARTEZENEEXRAFEMNFPREAFHT B4 B
B EAE. BEELHERUATERBRX—ME, KUTFFEEH.BFEL/NE
ABLLTHERK.

(1) BEBRIEEZ =L H NG 6, ARF=A% 48 B W FetE .,

(2) B FIELEHEHEMAE.

(3) BFE 20 5 =77 Bk, 1 B4 Al Ll {5 W7 i i .

ML L FEL BAANEE, AEH LR3I RER . BZFELNBELELUT
R,

(1) 22 0 7= 4 2l F & 7 A 1 — 20 (5 8 LUBE fDha A .

(2) BRI ERNENES .

(3) %4 B0 9 AN R B 25 5 .

(4) MEHHBFELME - THHERM AN ENE - TREIRFESR
FEIT B L EREATATH .



7.1.2 HFERZMTELN
B0 1 7 1 T PR 0 R 2

I EMERETERFESR

A0 FE o 2 Ak 7 A 4 A4 R R T R BT R A4 I R Y 8 SCPE X i B
B 40 HOREE SURE S o if B A B A B Al

1) HE &

WP 7-1Ca) B R RIKTT A RS LN Bk LS H O B LR E S K XHEE
M N 5 B % SCE 0 M BUF 84 R 1E B, L RGERE M B AR UE BT 2 #9711 B Y 5 Kk
HARAMRE ARNEEA K. B& BKEHEM )5, TH{EM REESHNEFAR
B K AR 4 o SCmTE s SC. ROk B BR BT 2R Y=Dx (XD,
WRX BEEHEHEEM MERMESCN BABMY MEAXHEM, BN Y HREE
SCH) AR PP

RixTH 9]
E () “I -3 E
T L T
(a) EHME « REEFIAEE

4T
\}:KA Eg (M) \KK
(b) AEAME . INEHFIZEF

\r Epg [Esk (M)] :f:a Egk (M)

PKy
(c) NEAME . REYE . INEEEF
K71 HEmME~ERFELMEANTK

2) NHEmE

WP 7-1(b) PR, & 77 A AT A C B8 SKLXHH B M hn# )5 i % SCHE 8 %
M BB TFEA BEMH AMATFHPK T HEME . BT RA A A WA MEFH SKa,
HtalfE BAHEACKBIMHEMNHER A, Rs TAEMABHATEH A 8L ITFHR
WO P AR RARMR B, RO RE N, A WTH B8 AFHE— K INE, W
A 7-1(0) iR :

THE LA RSA 2 2 46 5 6 SR BUF B A 1 - E a2,

(D H 2%,

ERMREHRKER p Mg . B n=pXqg.p()=(p—D(g—1:;E—TB% e,

F7¥F HFELAREHN  —

o 183



ARA/FH SR ee——
W 1<e<en),H gedlepn)ye) =111 d, R d * ¢e=1 mod ¢(n); Pk pk={n.e}
KATFH, sk={d .n} AREH.
(2) BHAERE.
BHEERN M M HEL R
6 = M“mod n

(3) Kok 2 .

W e BB M R o 5 B TE M=o mod n 75 HUSE . 25 HUSE . T 77 1% 4
M.

SRR PR A B0 28 42 S A I 7 TS 2 R S A 40 6-3Ca)
(b)) (DR,

5 8 7 A B 4 S S A5 5 5 P AR 5 7 2 A AR 5 7 2R 4
B 4 R B A 4 1 3 L T R R e A 9 A R 7 R O A
Fr . AR A E T P B, P A = e A T S S L 5 5 B S R
4, {ELANSE S PR AR 7 3, B = 7 6 A 30 A B 0 2 U A B ) S
0155 5 S AR 55 7 3, B T D S 8 R 4 7 B B4 LU T — o
B 46 LB

2. AR BEEFENTFER
AT (FER —H B 2= B M) 7T J 2 5 i (8] 35 45 (9 = 5T 41 (SigGen, Sig, Ver)
RR,
(1) WHAEM(SigGen) : B —PTHEVLILEE . A AL LS o, 0 A vk,
sk), Hi, sk BEAHH, vk ZERIEHH .
(2) B4 (Sig): B— 1 HILRZE MAZREH sk MELZZNNE Me M. fHil
— & H o (RAWA o=Siga (M),
(3) BiIE(Ver): B—ITHEHRE MARIEZEH VK. EAMEEMEMMNEL o,
fith True 5{ False(True R/R%E & AR False B/RER) . RR N
True, o =Siga(M)
Very(a,M) = .
False, ¢ # Siga (M)
RENLZLUHETIAM Mo ELHEHEH - it —NHE M (o, M)A B 5
iEAN H

7.1.3 HFZFEANITAX

Br B4 XAMSE. BRI MEA MR,

L. EEAR

HEFARBERFEANPITLR RAEFEWT S5, 90 BE XU A 3L 32 19 % 3
SRR — 77 RaE KK T A TT

HETAWRFELA -T2 AS S A RNERERRFREFREAN L L
. WREEGTEME ZHEHEETURIN BT ERA CHOBEHC KSR, Bk



(S R %7;3’{ HFHE LA GEDL -

AO MR RMANER . o] KRBT BT B, 5RO BE 58 2 1 BR 1E 7T 78 3 Fh #2 % |
0955 X R o B R A — R B T SR A S A — D e [ CE R D O 3R
BIE S Ja S B0 e B ERALAI AR A . X RO S0 BT 8 4 A AE R T A T B L B
ek, B, S FAEN R T M5 %L 77 1% 1, R 5 7 Dbl — A 16 8., F A 75 89 30 % 4
AHAEZ I T LAY B %0 £ A Ak a) 8

2. EF MR AR

bR Ty K BT 4 BT R A A R A T e AR AR LA e, N B R
MEFEL—F AAMRTANRFEA AR LT R, XLEHFREBLLUT HRE
1: R XMEERT YHHEBERLGE HHBRHEZERAWERE A, AFMHEER
HEZARIUEERE  HER— Rl RS —BEEERDT Y. R T A8
e X EEEN ACRMEHEE TN, X7, R & & T 01 A R
BETA R P EE.

AT R BA M8 AT EH I E6, b X RRERET Y RoRBEWT A R
hEE.MEHE . X>Y: M BRXHY EE—-TNHE M.

(% 7-11 ZHEEWMTF.

(1) X>A: M || Ex,, [IDx || H(M)]

(2) A=Y: Ex, [IDx I M || Ex,,[IDx | H(M)] || T]

Hi E RPHAMBERE KoM K202 X5 ALZEREHAM AL Y HEHEH,
H(M) 2 M (s F 8, T 208, 1D 2 X #5815,

EWH XU E, [IDx | HIMJfERHCH M MEL B M EELZEE A,
OF AN XERHAEMID T —EBMEFEE Y, KPR T HFmY RRFR
MHEARIBHS R ER . Y XG0 N ARG . R 8 45 R AR DL &t L4 i
A .

AR LY AR SRR M R B X IR

Ek,,[IDx | M || Ex,, [IDx || H(M)]]
Ka Al AMWE AR KoBEE,BH KXt Ex, [IDg | HM)] f#%, 3% H(M)
IO CABEE , AT ERAIE T X M4 .

EULEEBRF . HT YA Ko HEAEEHEEE XHEL . HYANHEEXRA
F AHEMRAGER. TSRS, A BBERAE XY 85 EFT.

* XHHfE AASMEE Ko JFEARE X WEH.

* YHIEABBALEX Ex,,[IDx | M | Ex, [IDx | HM)] || T8 H & X

MELRIELRGAHZRES Y.

o X.Y #AHTE A T2 IE AR R

WA A BBARE T EE U X REMGE R A AR A C SR, Y BATMHE X
AHEXf HEHWEZ TLRIA,

A B M LA SO 3K & 2% 0, B G R 4R GO L i A 1) 7 T 4R 4

s 185 e



mm AAFAFE(H 5K e——

(%] 7-2) ZATERWOT.

(1) X—=A; IDx [| Exy, [M] || Ex,, [IDx | H(Ek,,[MD]

(2) A=>Y: Ex,,[IDx | Ex,,[M] Il Ex,,[IDx | H(Ex ,[MD] Il T]

H Ky XY HZMEH, HMFS 56 7-1 #MF. X Ll Eg, [IDx | H (Ek,,
(MDIfERXM M MELZ, 5l Ko MEMHEEM —BEH A, A X Ex,, [IDx |
H(Eg, [MD] %583 RUE AU RIE X MEA (HRAREEZRHAI M, ALK
W7 X MEAE. X X ZRBEBM— T EE, FH KB EEE Y., RPN
FEEH -1 —#.

7 ) BARAR AL T AR % 4 (EEAETE S 7-1 MR 9 — 4 18] 30, BP b 4R 0 & 3% 7 4
WUBANRE TG RS EE T By i LAh i &KX %8 4 . X — ) 3 n] 8
o 8 B 7 A 2R A B 0 B B R 75 DA

[6]7-3] EALEWNT.

(1) X—~A: IDy || Eskx[IDx [| Eex, [Esxx [M]]]

(2) A>Y: Es[IDx | Epx, [Esx, [M]] 1l T]

Hp,SK, il SKy 451 A f1 X A% 40, PKy 2 Y B2 TF8 ., H A 7F 5 5 A1 6 1] AR
F. 8BOHEP.XHACHRESH SKe M1 Y A FFH PKy 3 B n % J5 4 8 %t
M &4, LaXFp i XA = (B ADVBWAEEHE M A CHE. Ak
X KEMARE H X WATFHA N Es, [IDx || Eex, [E sk, [M15% % , 3K i %15 3 Y
IDx 536 IDx LA, AT Al fE X —HEREAFXMUARSA XA SKo. F
(D, AR X HEM IDy M X X M B84 E—6f 8 @5 . f 4 8 C % #H %
REY.

S5Rimm AR B =M RARSH A, Bk EITUR, & T HBALA
FEER(E R AT B 1k 335, O, HE AR A A B 2 R B B A T AL S R Bk
ARERZRERMHELE. BE JHMEME =F (B AVRR. X EHE Y WHSHREEEN.

_. HFELRA

7% Z FrifE (Digital Signature Standard, DSS) f& 1 36 B NIST 2> i A9 B¢ 35 B &b
iR FIPS PUB 186, b R T % 6 T 4119 SHA F1—Fh 3948 A B AR, F- o8 DSA
(Digital Signature Algorithm), DSS ®\#] T 1991 A/ EFIE T AR HL LN R
BEWGE, T 1993 F LM T HBBR.

7.2.1 DSSHIEERFRK

B DSS 5 RSA &2 Hal— 1. RSA BLBERER FinE a2, Lk
HATFEHE. SHAR,DSS#HHM R REERMUEMFELIME. B 72 ATHE
RSA &2 DSS & Z AR I .

K RSA 20 B HERMA—TBHEEBLA= 4, —NMEEKEN LB HE. FH

e 186



s F 7 ¥ HFELAGAEH -

[ ]
M M Ne/ ‘
SK, /u; PK, Hr ks
. b1
Egx [HM)] D

\Z/
(a) RSAZE 4
PaaC
PK; PK,
(Ver )— et
(b) DSSZE %

¥ 7-2 RSA %45 DSS & £ A F I X

RETHREAMEGFERER T HHEENESL. HEAHEAP—REGENOT &
W AR B E AR MR A E, BEREE T HATFAMKII M ELHRE. X
BT RRAR T P A R 0 R P A (DR — R A A B 4 4 A R

DSS E A WA — & REEHEN — TS HE WA EER LK. —&
5% 2 bR BN A, 28 28 bR B0 T 68 R & O 1A 5 B SK, RV P i — 4 2
BX—HSEHR AL RATFHPK:. BEARPOPATH S s Mr MARTHENESZ
Gsor) o FEWOTWCENE BUG PR A HH BB PR 7 (8 K iR 75 (5 I B 9 8 2% — R g A IRE
PREY , 6 UIE R BIE T A 2 JRA TT 8 PR MURE T A P8 PK, . B0k BREAG i i 0 0R
SR8 LB - 55, MKIET 84 RAKE .

722 HFERZEIEDSA

. DSA 27 ElGamal #l Schnorr FENN4 R L 7.2.3 #) MER Higite, &2
1 B SR B IO B0y TR .

BEMARMT .

(1) 2R/AFHA.

p: MR 2V <p<< 28 PIREELHP,512<1L <1024 H L 2 64 BIREE.

g: p—1WERTF R 2" <<qg<2',H) g K5 160 4%,

g: g=h" " mod p, H¥,h BWHE 1<h<<p—1 HEHB " " mod p=>1 BE—FEH.
(2) AP#EH .

x B 0<a<q WIKEHLE RO FEHLEL.

(3) P AFHy. ,

y=g"mod p,
(4) FP RSN B SR EL L.
kR R 0<<k<<q BYREHLECEL D BEDLES .

s 87—



i iﬂ%’sﬁ%‘uﬂ:'—?(%s#&) e

(5) BEHIRE.
HAAXEEMBEL NGr,s) , Hdp,r=(g"*mod p)mod q,s=[k '(H(M)+ar)]
mod ¢, H (M) & SHA R H MM AE.
(6) BuEd#e.
R IREIKEEN M EZ G D, iTE
w = (s') "'mod gy u = [H(M")w ]mod q>
u, =rwmod g, v=/[(g“y"“)mod p]mod q.
Kot o—r  EHS, MANELAR. REANE M ,r s =M,r,s) 0
v=[(gh™¥ g )Imod plmod ¢ = [g"™" " "mod pImod q

= (g'mod p)mod g =r

FEMAER i E 7-3 B, K i 4 AR 80 il
s= fLLHM) skyxsrq] =[k ' (H(M) + zr)]mod ¢;
r=f.(k,psq,8) = (g'mod p)mod q;
w=f3(s"yq) = (s") "'mod q;
v=F(y:qsg s HM") ,w,r") = [(gHM=mdayrwndaymod pImod ¢

P g8

f r

9|8
k
x q
Ja
f v
(a) ERITE (b) FHET R

[ 7-3 DSA KIHEE

Hi1 T B O B AY IR MEYE L BCEN r KA & B s KR = TR AAITHY.

EAE—-PTREEGEE MEL27EdBIPHWER EEZREK »r HREBREZHE =
(g*mod p)mod ¢, MX—ZHS5HFEMHE L, AWM E TR, FLE HAA
AT Se it B AR » #0 k " LA LAJS O 45 1 AT, DT AT R R I PR 7= A 48 44 Y

HthZERTR

7.3.1 ETEEXHEENYFEZES

ETEBEMER SR FER R ERFELA AR PRI EHN X, KPP EE
ElGamal & 2 &l \DSA % 2 & . Okamoto % & 14 il %5 .

w1 88 meusm



s F 7 ¥ KFELANED -

1. B8 BT H% 2

ElGamal .DSA ,Okamoto 5545 45 {4 il &5 nT 15 45 Jhy 25 800 808 2 i 89 55 1)
D) #2580

p: RER;

q: p—13 p—1 BWRRHF;

g: g+ xZ, +H g"=1(mod p).KEF.Z,Z =Z,—10};

x: AP AMBEH.1<x<g;

y: AP ABAFH, y=g* (mod p).

2) B4R AT

MTFHFEARHEE m. A PBATLL TR

(D HH m BRAHE HOn),

(2) BEPEBEYLEL k. 1<k<<q,it®H r=g"'(mod p).

(3) NEZA T ak=b-+cxr(mod ¢) Wit s. WEMER a.b.c AFZHMAFRM

BEHEFE.RT-1HEN T XEWEERETH—/DEBT. U o) ERERNBRTFES.

K71 B¥ab.c THEMNBERIESR

+r *s H(m)

+r"H(m) =3 1

+r"H(m) +H(m)s 1

+HGm)r' +r's 1

+HGm)s +r's 1
3) BAWEIESE

Ver(y,(r,s),m) =True=r* = g’y (mod p)

2. ElGamal % % {& #i

DN B3

p: REY:

g: Z, W—"HmoT;

x: AP AWMBEH. <2, ;

yv: AP ABMAHH.y=g (mod p).

2) BEW=E TR

SFHFELONEE m A RITUTHER,

(D HHE m WRHEE HO),

(2) EEHEVE k. b<rZ,_, itHE r=g*(mod p).

(3) HE s=(HGn)—xr)k "(mod p—1),
e 180 s



mmm AARFAF(E 5K ——

ACr s O TERF=E R B FES .
3) BARUET
BWHERRHEE m MBFER (rs) G EHTHE HOn) 3R FRBIE:
Ver(y,(r,s) H(m)) =Trué¢>y'r“ = g"" (mod p)
IE#PE R i T e ,
yrr.s = gr;gh — gr.r+H(m)-—u = gH(m)(mod p)

3. Schnorr % & & %l
D & S5
p: RE¥, p=2°",
: RE® ql(p—1),q=2"";
: g<rZ, H g'=1(mod p);
: AP ABREH.1<x<q;
y: AP ABNAFH.y=g"(mod p).
2) AN AR
MFHFELABHEE m ARITUTEE.
@ EPEBEILEL £ 1<k<<q,H T r=g"*(mod p).
@ itHE e=HGr,m),
@ HE s=zxet+k(modq).
Ple s s MEAT AR BFES.
3) BAKIUEL R
B HEREIEE m MIRFEL (evs) F.EHHE =g’y “(mod p), REHE
HG  vm) JF 8 F B
Ver(y,(ess),m) =True=SH (r ym) =e
HIE#MERT B R AGER .
r'=g'y*=g** ™ =gt = r(mod p)

4. Neberg-Rueppel & 4% {& |
AR — AT B R A AR, BVISTE N AT & 4 R A RAR T B R & 4
AMBERHEEHBRELBIEA.
DRSS
s REHG
: KEH.ql(p—1);
: g<rZ, »H g'=1(mod p);
: HP ABWBEH.x<<Z, ;
y: AP ABAFH,yv=g"(mod p),
2) BAMELE
N FHFELMEE m A RITLL T,
(D HHEH m=RGm), H¥ ,R B2—TH—4, FBAEG RS KA TRER.

e 19() s

N W D

N 0y 2



| AR #J 77*%“ #ﬁ:—i-%szv-y}wiﬁm R

(2) PEBE—HEPLE £ (0<k<q),itE r=g *mod p.

(3) I8 e=mr(mod p),

(4) 18 s=zxe+k(mod q).

L Cers) FERXT m BIBFES .

3) B A WEE &

FWHWRIBFES (ros) J5, 8 LUF 2 BRRRIES 4 M A 2
(1) BIERE 0<<e<<p,

(2) BiERE 0<s<q.

(3) B v=g'y “(mod p),

(4) HE m'=ve(mod p).,

(5) WIERE m € RGn) , HH ,RGm) Fix R MES.

(6) IKEH m=R '(m"),

XA~ % 4 1A il 6% 1E B8 P AT LA R DR S RIE BT

m’' =ve(mod p) = g'y “e(mod p) = g™ ™ e(mod p) = g'e(mod p) =m

5. Okamoto & & & &l

DR 3
p: REXLH p=277
q: KEH.ql(p—1,H ¢=2""

g,: PIN5 q FKABEYLEL

x,: P A WBEH, TN T ¢ KB
y: AP ABRAHH,y=g, “1g,"(mod p),
2) BAK 4L
X FHFEZANHEE m, AT T A,
(D EEMDNT g BBEILE k) k< Z, .
(2) IHHAMBAFME: e=H(ghr gt (mod p)sm).,
(3) iHH: s, =k, +ex,)(mod q),
(4 IHH.: 5,=&, texr,)(mod ¢).
PhCessyssy) YERI m BIEFES .
3) B4 K KIE
BB ERBIHEE m MBFEL (ersihs:) FyOBASUTEREBIESZNA

R

(D HH v=g gy (mod p).
(2) & e'=H.,m), '
(3) BIE: Ver(y,(ess,s5:) ym)=Truee =e,
HOAER ] o T e
v=gig?y (mod p) = gy gytrg g, (mod p) = g\ gy? (mod p)
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m AREZFE SR

7.3.2 ET XM B F LS

Woan B— KA IR o 09T A B T — A T 1] R, 53 B A % 40 A 1) A
T T 4 28 0 T B 4 4 A 0 5 33 1) B Py R e 4

1. Fiat-Shamir % 2 & §|

D) il S8

n: n=prﬁ‘P p Mg EHNMEE R KER;

k: [ 5E B IE B HL

Yisyestaye: P ABATFHIHMER i A<i<<k) , y, #REE 2 BT HER;

Tiaxsrrsxe s P A BREY TR i A<i<k) 2, =y, (mod n),

2) B4 7 i

XNFRHEAWHER m A PITUTHE.

(1) BEPLEER — N EH% ¢,

(2) BEHLEER ¢ D 1~n B8 riorp s r, IR 7 1< <t),11® R,=r?(mod
n).

(3) HHEMBAEE Hn R, ,R. .+, R IFFKEIE H(n R, ,R. -+ ,R,) BT kt 4
AR b1y s sl sbor s o sboy s sbpy st vbyy o

k
4) M jA<;<t), & s, =, [| 2 (mod n),

i=1

PhCChyy soos by sbag sooyboy s ybiy s 3bi ) s Csyarrr s, DYERR m MIBFERS .

3) &4 W5k

BT TEW RN B om I L ((hyysrorsbishor st sbovsrabiiassby, ) s (syavnys,))
J& » AR 20 BROR Bk

k
(D) HEM jA<G<), HBE R =52 « [ v (mod n).
i=1

(2) % HGnm,R,R,,*,R)),

(3) BEAIE by vorssbyssbyysoossboy v sbyy s by R BWKRE Hn R R, R Y
Al ke S HCAF. R, ERFELRARE.

IE & AT DL DL B E M .

& k A
Ri=s%. Hy‘,"u (mod n) = (r,HIf")B . ]—_[ yli
i=1 i=1 fe=il
k
=+l H(I?y')h" = r} = R(mod n)
i=1

2. Guillou-Quisquater % 4 {4 &

1) kil 25

n: n=pq,p *ﬂq R KRG
vy ged(u, (p—1D)(g—1))=1;



s P 7 7 HF AL A A GBS -
x: P ARWMEH 2<xZ) ;

yv: AR AWAFH,v€Z, ,H z*y=1(mod n),

2) BAM =g

N FRHEEEE m A HITULTF A,

(1) FEPLIERE — DB k<12, .38 T=k"(mod n),

() WERRBE: e=HOn,T), B 1<<e<<v; { W& FE ),
(3) IH s=kx"mod n,

PLCeys ) TERXT m %4,

3) &AM R

LW FEWENEE m MIBFEE L (e, fa, HELTF P BRE KL .
(D HEH T'=s"y* (mod n),

) HEH e =Hm,T)H,

(3) WiE: Ver(y,(ess) ym)=True=e =¢,

IE AT H DL B G
T' = 5"y (mod n) = (kx")"y*(mod n) = k" (x"y)*(mod n)
=k (mod n) =T

733 ETEHEHHBFEZMEE

1. ElGamal % 2 {& il

1) A 2%

W q BRRE.G .G RHH ¢ BIEBMRER 6. G XG —~G, B — ML
‘&Bj&g‘j‘sHl: {0,1} " —Gy H H,. Gz_’{OJ}nEW/]\pﬁ%@ﬁsS‘_RZ; E%ﬁﬁ@i%
H.PRG.H—1T4HMot. HP IDWAFHMBEHADTINE Qvo=H,(ID)EG M
dip=5Qmu.

2) AW AR

MFRHEZPHEE m A PITUTHE.

(1) VLI k. k<(Z, .

(2) i+#& R=kPi(.rR._yR),,

(3) HH S=H,(m)P+xrdp)k ",

PL(R ,SYEAF BT ES .

3) BA WL

W HAEWEIEE m» MBFEL (R.S) F.EGHTHE H,n) 8% T NBHE

Ver(Qups(R,S),H;(m)) =True=é(R,S) =é(P,P)": " &(P ,4,Qmp)"R
IEH P AT R SHE B .
é(R,S)=¢ékP,(H;(m)P +xpdp)k ') =e(P,PY":"&(P,Qp)™*
=&(P,P)H2'™ (P .4 »Qm)*®

w193 waoe



m R EAFEE SR T R

2. Schnorr Z Z & #l

D iS5

K HZ 85 LR ElGamal 2 4 (& H 69 S8 A R .

2) BAMTALRE

X FREEZMEE m A PATUL T 5.

(1) EFEFEIE k. k<Z, it H r=¢(Quw:kP)=¢(Qp,P)*,

) H&E c=H,(r.m).

() HE S=cdp+kQp="_(cs+£)Qmp.

PhCe  SHERHNRTFES.

3) AU 2

BERFEREIHEE m MBEFEL (,.S) G, 88 r'=é(S,P)e(Qups—cP,uw) &
BEE H, G om) I8 TF RKAE

Ver(Qups(csS)sHo(rym)) =True=H (' vm) =¢
HIEHME B TR EM .
r' =é(S,P)é(Qp> —cP,) =eé((cs +k)Qup P)é(Qips —csP)
=e(QmpsP)*™ ™ =&(Qp,P)*

SM2 #E i & A AFWERFTE

SM2 ##f (5 i 2 23 B % 05 0 8 Bk L 4.8 9 AT A 1 SM2 i Bt £k 2> 9 B 5 9 BT
EHW%.

1. BEXSH
5 4.8 77 SM2 #[F # 282 P WS N L M S B E AR

2. BT E

WEATR A ABNREH/AITAR ™ ETTS 4.8 15 SM2 B # 224 8 %55 fn
TR EEWOT B 87T XM 3 AHEHN da M Pa=(xa,y4),

B IDs JE A IR BEH entlen, lEAFHIFRIRENTL, /2 H1 entlen, 4 1mm ) ¥ 4~
:ﬁvAH'% Zx=H g, (ENTL, ” D4 ” a ” b “ TG H Y6 ” LA [| yA)'ﬁ':F-a N %ﬁ’ﬁlﬁlﬁﬂ%
TS (26.y6) RIS G WBIR . oaya & P BBIR, XE{EFEHN LR85
P Hysoo BAETT B RAUESE A B, T HH Za.

. ZXREE
BEFELAMEERN M, AMUTEHE .
(LW M=2z, M,
(2) HH e=H, (M), ¥ e HBANEH, H ZHE N v HIFKKEH R,
(3) HBEVLECR 8= BEILE k<r (1.2, sn—1},
194 w—



| R %7 éﬁc FELA VGRS —

(D HEMEMES C,=kG=(x,,y,),

B) B r=(e+x)mod n, % r=0 3 r+k=n,MiRFE(3),

(6) W s=((1+dpy) '« (k—r *dp))mod n, % s=0, MR (3),
() HB M MEL K.,

7-4 & SM2 B FIEMER.

4, BEHE %

BIEIHE M REEAZG ) B . YITU FRIFEHE .

(D #E r" €[1,n—1] BEMST  EHA KAL) 36 0F A E i,

(2) 1% s"€[1,n—1] BB ML &AL, W IEARE 1T

B3 EM=Zz, M,

D) B =H, (M) ¥ & 53 l8H,

(5) WHH t=0G"+5")mod n & =0, MEIFAREL,

(6) IEME ML S (2] .y)=5s'G+tP,.

(D) HHER=C("+2)mod n, K8 R=r" 7 WL, 25 8L W5 30E 8 i ; 75 0 363 A
Bl 7-5 2 SM2 B BIE R L mERN.

| BEBEREBI, 2, PAM, (", s") |

F P AR bR R
(WEEIHhER RK B, Zy M Py, dy) ﬁ
| W=Z‘AHM ]
| E#TM) ] I
| k(L2 1y fe——— M_ZAHM'
ny | 4HM> |
! C=(xy, ¥, )=kG |
| r=(etx;) mod n | ) = (r'+s npin
Yes
X ler’1=s’G—l'x‘PA
No
| s=(+dy) (k-rdymod n) | |’ (e'+x ymod n_|
=0 Yes
No
| WHEEMERESACs | A E
B 7-4 SM2 & EwHAEE & 7-5 SM2 % 4 5 UE 5 vk i R

o 195 mewn



mm ARFELF(HE 5K _

EMtE: MR M =M, ,s)V=0.5), M ' =e,BiE R=r"=r, AFTIE 2/ =2x,.
zi=s'z¢ ttxr=sxc+ (r+s)xa=sxc+ (r +s5)daxe
=(s+rds+sda)zg =(s(1+€1A) +rda)xe
=(k —rdp+rda)xe =kxs =1,

8 NERR

6.1 A 1 BOATE By 2 A HE 2, 39 8 |- %2 4] S 104 3 1 bR % AT 14 8 B9 IAIE A
i T N — SR 5 B SOk B 0 SR U A T S P LG R S5 A Y B SE M I LA IAGE L DA Bl 1k K
U bR FE T . AT BRI 4% 15 B9 — > A 0] B AY AR A AR A E B R AR X, X —
EARRGPRAWNT: AMBRMEKHHENSHP A E S Mg eR TN IEEZES
HiHfTREREG. Ba AWTH{E H S IEFEM BCA)EE AR C#fEm®? XFh
38 {7 3Kk i aE A R Bt K A UE R R AR L OAE . 2 (U, X T B ri o £ ke 1 L IAGE
PR B 1] A GIE

7.5.1 #HHEIAIE

ABRAMHPER RN TR BOBOREREREEMEHE. HTH
b2 B A B Dh i M % 2 37 8 B A 8 1 XU 22 1) A8 e i B LA SCIE =X T LA 15 XU
WA BB ITE . S X B b T B A6 i B Ay B S S A Y —
P73 JE X AL ) B — 2R H B AR N _E— N 815, — AN B AU B A I # E F 5S
A g, B3R ik 6 R OEREE T 2R 8 A P Bd RS A — P S i i S
73S, T3 T P B S48 B LU 5105 0 i — ORI FOAE A 4 28 3 . fRIETH
B SE A AT LR PR

(1) AYfEIE. R A Bl a9 S — 1t EEE, BAE A B RX — i 6] 8 52 2 #60k
A OB SR 2], A A DO IR BT BRI e 22 . X P 7 S8 BR B A % O # i b
R,

(2) WIR-RL : AP A [ B &l —A— WA REHLEE R e, an SR 4B B & ok 191
B E) WS — N IERB— K EREVLEG A BIACY B &R HH B RHT M Z.

B 1) 8 2 S R 1T 1 32 2 54 17 R R 3R ey T T 7 S B ] A ) R A
T SE A T B AE AN (R 9 b TR o b 2 () R AR [R5 IR 4 BT ) IR IS0 A 20T 2 A 119 LA Ak B R
AR I HRE 2, B SE . 50 A R U b A — T i B b o B8 AR T
B 5K 25 T ) 25, DR 4l 8 Boadi I B AT RE RS A . Rt T A B FEEE TR,
PR e A BE 30 BB U A 45 7 RE PR ISP S 0 B (R 2 . I LA A £ 3 I i) 98 ) 4k 2805 2 L BV
WULFAFFRSHE — M REWE . HIED| P A B IER , 1% 2 16 B N2 %K, % 83 ")
AE A7 75 B9 Tl 1R 25 90 R LS R 98/

17 ) ) -7 225 77 2K U AS 3 - DG 4 6 I D el R 3 R PR A 7 TG 3 R £ i LA T 75 220
[~ 7 253X — H S 48 TFad A L 5 0 4 R AR AR AR PR AF L X T 4 1 N R E

=96 ==



e F 7 ¥ BCFEZ ARSI —

SFe A5 1) S Ao 2 4 # A ] IR 95 2% £ 455 2% T i 48l ) 205 R B b T o A B T R
3 17 XUy 7 3 7 0 B e T 2R R A o A2 B i A

1. B85A fn 2744 i

IEW 5.1 WA CRABHAMERG VEFE B L R ENFAN . TEZEA 1
A{EMEHSE SO KDC,MghE—H PSS KDCA - HENEH . RO EEH.
KDC Al fE @y — NN N ER RS EEH I EEHMESEEA
Ja A ERLA I P . X R e 5 4 04 O X 7E SE PR N FE R g R B L N 10 T|AA M
Kerberos % 48 3R i it ik /2 A 7 28 |

5.1 A 5-1 fr s iR i KDC ) % 81 4 BC L 72, 7T B LA 9 L (FR 4 Needham-
Schroeder Ppis) 44 .

(1) A=KDC: 1D, |l IDy |l N,

(2) KDC>A: Ex,[Ks | 1Dyl N, [l Ex,[Ks Il IDA]]

(3) A—>B: Ex,[Ks | IDA]
(4) B=~A: Ex [N:]
(5) A—>B: Ex,[f(N;)]

Ho K, K 05172 A BE KDC EEZHEHH., hileEEH KDCH AB%E
EHABRETEFRH K AEFOEL2IRET K, MG EHHB S B i,
Ht BESOSLELMIBT K. FWOE P B ARBHCEEE Ks . N HFm A
Wi ECES LRI Ks BREN-THSEEH, B G)H A X B #Y# R EH
oo HERRACCHEE Ko, B —J M f(NDFEET Ks BRTEE, 7T 1),
(5) P9 25 F B 1k — Fh 25 Y 9 B MOl T AR T 76 AT — R ARAT B IR ER 58 (3) 5 Y VA
B ARG FE X B AT P iU L, R BAE (D) GO FEMEF IR, B LA
HACHEN Ks 2EBKMIHEH.

SR LA LM 5 W2 5 —F R E  REHF RIS EZEH MWE L AR
B EACH O AR R B IHSE®EY, RFHE—L8BIKE@OH B EH
A TR E A B (SO B MR, 2, TR E K A FHSINED N 2EE
Hm B RERHEL .

R FE AR LA b 55 A8 AT HESS () A A () A | —ANBf (a1, P F .

(1) A~KDC: 1D, || IDg

(2) KDC—~A: Ex, [Ks 1Dl T Il Ex,[Ks Il 1Dy |l T]]

(3) A—=B: Ex,[Ks | IDs || T]
(5) A—=B; Ex [f(N]

He, T ZutEE, HFm ABWHRIE KRB, AMBA@ELTFNKRAET
14 S5 I 4
| Clock — T | << At + At,
Hor, Clock i H P (A 3% B) 2 b (19 B b, Az, J2 F P A b B A KDC B B3R 22 B9 Al 3
s 197



mmm AARESF SR —————

8, A, F2 W45 1 3E 3R A (8]

PLEEMP BT T 2EE%HA M, By LARCF BP4E 508 H S %98 I E T %
PATHAE AR EE () A 945 5, th TP UMb FE 4y B, A B X e a9 714 8 nT 3 i s ) 3
BEHEBNHN. '

PA b b A LA E (Al . 77 58 35 BRI 4% 4% 5 i b 4 RD 4 L X b R 2B T B
HFRGEHESGTARZE MR, R & 2 0 /9 B ppolE at T £ 0 f B Bh, SR st
AR R & AR SRR R P e ) B TR O R e R EAXMNHE . X
o o BR O S R E O .

P %5 15 FE Ol B — b kR R R 4% vh & A KDC 4 Bt b Oy 6 o 22 0 4G 25 OF
VAR E R Bh, 55— o R Al — WP R AL B 4B T B, B R O T & T &
161 %) B AL SR b A TG 3 3 S T £ , T LA 5 B o7 5 G 55 75 T e s Lt WD 9T 0 iR
R .

F 18 8 W AT f P Needham-Schroeder P LA K2 Motk @4 P38 AT 6E 1 52 B9 ik .

(1) A—>B: IDs | N

(2) B>KDC: IDg | No |l Ex,[IDa [l Nu Il Ts]

(3) KDC—~A: Eg,[IDg INAIKs | Telll Ex,[IDA | Ks Il Ts] ll N

(4) A—B: Ex,[IDs | Ks | Tolll Ex, [Ns]

P B X .

(D A=A —KEMILE N, SECH S ID, —&LUHEXEE BN,
LDIEHSSEEH Ks —RUMERRRES A, DIRIE A BB 6205 %8 00 85 8 1 .

(2) Bl KDC 815 A BV SEEHNE R, BRHEROHEEREBHEH, —K
PEREHLEL N AR BS KDC HEM EZFAMEFORIET ., Kb . N, UEKS5LES
BA—R AN E IR F 44 B, AT B AR UE £ 15 35 67 008 S 4 35K b by 35 95 80 o 9 A0 B8
TiF F48 " KDC ] A % H— NI, HoA s 88 004 I o A /9 &0y \B #AYIE
FEIERE Ty B A A WE A — K EREHLEL.

(3) KDC ¥ B4ty Ny R i KDC 5 B 2 %4 K, &M 1D, | Ks || Tw —
BES AP ,Ks & KDC B REEH Ex,[IDs | Ks | Tu] 1 A YEREATF
PR HAE. KDC M A ZHEEE0HEH KDC 5 A XZMEHEHMERN ID; | N,
| Ksll Ty A AX—HBTRIEB SWEISE (DO L &M EGED ID) A BERIEX
— B EERFOGED N X—HEPEETE KDC RN LSHEHH Ks UkES
T % BH W L B R Ty

(4) A¥ZYE Ex, [IDs || K || Ty 3% A b1 £ 8 % 40 0 %5 1) — R PEBE LB N & 1
B,B HEEBFLEHH Ks I Ks 8 Ne. NoHATEHHAMBEWHNE BIANET A
CWBEINHEARAR—TEBRMAHERA T A,

LAECH A BT B EERNSEFHRBR T I LA FBR. BE,. 0E
A R PR B A SR kBT R A R (A1 B P9 S oK Bl A GE AR 55 28 1 i DA R K
S BT B BT AGE «

(1) A=B: E«,[ID,s | K5 || Ts], N4



e 7 F BT E LR —

(2) B=A: Nj,Ex, [NA4]

(3) A—~B: Ex [N3]

BTES (D P WRIRE G, vl i Ty 565 548 = 7 i i, 10 37 7 A 9 — U Bl AL
NG N T X075 BRAIE T 8 A O

PAE PR P [ PR T 2 B MR A C A e b i, R 2R & 7 Z 8] B9 5] 2 .

2. AP MEZEF

555 B Ak A 20 85 hn % AR 2 2 S W 0 O kL T I A9 Bl T X A
HE.

(1) A=AS: 1D, || ID,

(2) AS~A: Es, [IDA | PKy || Tl Esk, [IDs | PKy || T]

(3) A—>B: E sk [IDs [ PRy [ TT || Esk,q [IDg || PKy || T ]

I Evx, [Esx, [Ks || T1]

Hrf, SKas SKagH & AS Fl A )R % 4, PKA PK, 22 310& A Fl B A FF4H.E
HAHMEBRA S, AS BIAUER % 2% (Authentication Server), B (DE,A¥KADC B‘J%fﬁ
B wGE {5 69X 1 i) By Bk 46 AS. BB (2) 4, AS B4 A BB BE B2 00 B8 T AR R th B
CHMBEHAME R ASEL) S AMEN E A EFE T HAHIESR. £, A%
REFEEAHLSACHREAM BRHATFHNEGERBESAHIEH—ELXE B, &
WEEPR MR A I E OB LA B, BIASE AS 78N AT = F BT 15 5)
2EEH . R T AT L ERE TR E & e R R .

T — s — Yk B AL, R O S e 4 [ A

(1) A=KDC: 1D, | IDy

(2) KDC~A: Eg,, [IDg || PKg]

(3) A—>B: Ep, [N [ ID,]

(4) B>KDC: 1D || ID, || Epx, [N 4]

(5) KDC—=B:  Es,, [IDs | PKad ll Eex, [Esx,, [Na Il Ks [ ID]]

(6) B~A. Ep, [Esx,, [Nall Ks [ ID] [| Ny

(7) A—>B. Ex, [Ns]

Hop, SKau M1 PKay 20512 KDC B R3S A T8, 58 (D 4, A 1 KDC flA8 1 B
HALERERE B (25, KDC ¥ B HAFHIER KA A APHEBEEL KDC E£ 41 B 1
SO MAS B OL A& VF BESMERE. I A BN — KL N, R4 B;
$OH,B [ KDC & A ] A B2 GIUE S F-2 1% 9% 41 80 7 5K i 5k o i KDC 18923 7 4
MEE Na HTik KDC # @7 SiE S N BRI R, DLAIE S 6 % 47 89 5 & v
()4, KDC [ B & A BAYIER L R i @ S 0% 8 B KA TF8 i 69 =t 4d
{Nas+Ks,IDg}, =JC8H B KDC #F %8 %, ol fif B 4k = o4 i 8 & i KDC & 3k
B, BRIATFHMER M ASR=THEMBRE BELS A EE:$6G$.BH
FEE— A — R LR N iR E— W B A KDC MR EHME N = T4 —8% A
BATFHMEREZE ABMOE ARBESEEHA . HhSEHEHAME N J5EHE B, L
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s AARAFAF(E 5K —

ff BHLE A EEBEXEEY.
PA_E AT gt — A it 7E55 (5) ()P B N, B9 I b D, LAEHA N, HY8 2
A A BT AR AN A B 5 X (DA N o b8P E— IR A & H 003 B8R

7.5.2 EBEiAiE

HL - BB 14 55 0 28 N7 FH A — 1™ B K AR RS A0 2 S B2 SR Wi & XU () B HE 4k, K 3% O g R
HREEK T EM IR EGR P AE RNy B AT . B B ARk 2
A2 B SCE R LA f# SMTP(Simple Mail Transfer Protocol, faj 8 #if {4 % % B 180 8 X.400
SIEAE-S RV I RRaE AL 3H . AR T8 #R A A B A 4 Ak 3 O SO OR MR 4 A 3 B A B 2
I 2K, 7 ) SR A P % R4 Ak R AL I AOMB AT . B LA FE P 7 AT AR %l A A, 7 0T R4
TH B ZE AT 0 5 LA 60, 955 R 44 b 3 7R Ge 7 PN AR 0] 55 = 38 0 AS AB BE HRUE (R 19 P 2. 15 R
14 2 e 3 34 A BB o8 R 4 4 oF R B & 2% T B9 B i ATOAE, AR B A B9 BRE . 5 XU AR
—E, T AR 4> A B 0 B A BH i R AE R B R .

1. 2AMET

XoF i T e T R S R el S R UL 52 FR AR B O EH R AEH., B
R RER KR T RN Rk —ER I F R O & B — A E &0 S R
Ja » A T B RS B BT LA AR O R 5 0 A0 & 2% O AN b [R] B FE R B EOR R FF . 7
B 5-1 Bz B8 B0 Hr 254858 () 25 TS (5) A0 it AT 3 2 B o) sl 5 A AN 2Rk, Phllan F .

(1) A=KDC: ID, | ID; || N,

(2) KDC—~A; EKA [KS | 1Dy I N, “ EKB[:KS ” IDA]]

(3) A>B:  Ei,[Ks | ID\] || Ex, [M]

APILAZER BRI EL HEIET BA BREMIZHE . R ERAETHHEENE
77 A BAE. SR AS P U RE By 1 BB Ak e, b T 7E T B b i b () B, B i TR T
S 2 &b v i %EE SR st (] ) A AR A A PR

2. RAME

OGN B AT X Ak i T SRR B OR A M DA R 4R AR M SR AGE Y, R
W SR Ty Rl WO B 2 O B (AR ) B SR B i TR k3 O B9 28 OF B GAGE
P, ESR G- MBS — TR AT

ISR E B OARERE, MAT R LT

A—>B: Ew, [Ks] Eg, [M]
He, A BHATFHAME - RKESEREH - REXEHEHANBEHL. A BRE®
(AR KB EARE — KIS S HH - RS HAAEIHE. XM RLR
A BHATFHAMEE T HBEAMGE.

N 2R F RO AEYE , I AT RE AT LA E 75K

A—=B: M || E, [HM)]

X7 AT LIRS A BAE  EARMERT M M REME, MR ERREEE
HRPEIAUEE , AT 3 F LR 7

wsn 200 mmn



e K 7 ¥ HFEL AR —

A—>B: EPKB (M || ESKA [LHM)]]

BRI E R B A A 0 TFSIE0 A TF B1 00 SSEHE . K A BT FIAT A B
RiEHCHAHIES, KRR H

A—B: M || Es, [HMWO] | Es, [T | IDA || PK4]
£

A—>DB: EPKBEM | Eg, CHOOT] |l ESKASET | IDA | PK4]
HA Eg, [T | IDs [| PKAJ RINIEMRS #F AS 5 A B FHAHIES .

B 4
1. 76 DSS B F & ZbrfEh R p=83=2X41+1,9=41,h=2,F & g=2=4 mod 83,
EW 2 =57l y=g"=4""=77 mod 83, TEXI{HE M =56 B & pE#E £ =23, i+ B %

# I BEATRAE
2. £ DSA X RET . S8 b WIS EMAARR?

e D)7 e



AR EE s (55K )

W b i

FR PO A E S TRLA S REMKA SRR BT H . AR BEED
RS BT AR A SR TR R e Z IR

E —EEEHY

8.1.1 Ehit=

B A A F B i AL L 2T 7 58 L, H B R ORI AE = R A .
& 1 AT AT — 7 84T, & R AR L R DL R

(D AE—RIEEN R A SN T D EFTRER .,

(2) RABFHHEERAERTN.

(3) W AERHIE A CF g, B Fx  Frh .

(4) WG HR)G . B — A RE & BLXE 77 MR IR AT (SR A .

i R IX B ER , A B Z ] AT AN A e — 2o {F B . FE T AP,
EEIAT L R EHEN, bl LR AHED, R E, M Ey.Dy 1 D45 ~R A #1 B #hn
R e TN % AR e TE L BRGSO, X S e B0 R R Y, L BR 45 UG T LA AR LAGE B
FEFE A A IEE . BRI AR B g el DHMERIHE M A .

EA(Exy(M)) =Ez(E (M))

BT IRET A B IR FHIH B wiswo e ws RoR 52 SR, hl iR A W &M
AN FHRAEBARS K, hilinF.

(1) BAEWEM , R5H Es Xt 52 NH B2 5IME K MBELER Euw ) XS A,

(2) A W EIRY 52 4~ 6931 B R BENLE 5 1 En(w,),3F &% % B.B H A C KW
WA Dy XX 5 MEME MERNEENRSACKH R, WY BMEEHR E,
MEHAH D, #HEREFHN, L A TEME B FHha,

(3) ARES N Ey(w,), H E, MERXREL B,

(4) BHI Dy MIRBIMEBBIEHRES AAH D, MBI MEMRBEFEENERS B
SR —EIE, X REER B LS A KER

Dy(EA(Eg(w;))) =Dg(Ey(Ex(w;))) =E A (w,)
Horb F 3 2% A e i 3c e e
T R PSR T R M AR 4 ANEER
SN BER,BAEHLAEQOLRE ARKRNS MARBEMBOL EXRM



| % 8% %"Eﬁ-ﬂ:ﬁfj%m o

SAMEAERE ., MR (OAEK, AR LR G WE 20 JF B A 89 0 4 28 5 A0 Ao 3 A2 4
K7 R AT A A X 5 B R R A VR . XA (1D AN () A EROR U, B 7E T hn 2 42
B Ex MR, Ey(w) WTREMAH w, EA T RREH w WHMMEE. #lil,w B—
MR WA TTREA Ex(w )3 w, WG — R BIE A AR 52 ME Eg(wy),
Eg(w;) - Eg(ws;) ﬁf&ﬂﬁ/[\%ﬁ s A Ekﬁﬂﬂﬂ‘ﬂ%kéﬁ B E"JW%*‘E%—%%EP A
HEAEAR S (DA FIEE (3D N ESR L

8.1.2 HBHEE M thiX

fE e Pl b, EREE N RS =B T = — 1 REYLFS .
 AB ZBEIATREAFE ARG (R E &, P G B AIL T 51 AS BB ph — J7 7= A P93 0 o 976 o I 4% 45 1
B —J7 . X — [a) ] 3 i R R PO Se B, B AE A AR, F A H
F 3 A,

1. RAFEHFRIET

I F .

(1) ABEERDRKRER p Mg HRM n=pg KX B,

(2) BYE 1 Al n/2 Z (8], BEALERE — DB o T H 2=u"mod n, 31 H = KESH A,

D AHEE, T4 PN FEHB L fty(H A FIE 2 895, BT LT HED
# 2Rz modn fl—x mod n PHIB/NE .,y /2y mod n Fl—y mod n FHE/NHE , N

ﬁa$1<u<%,ﬁﬁu uRz' My Z—.

(D) AWM u=x"Bu=y" & ARBB/DNE ¢ 5 2" W8 DS » B8
i RN ARSI o B3 0 AR 0 B R 1. A KEINAZES B,

(5) B UF A B MIER SO ER IR o B{ERRES A,

(6) AXTFn WIET,

A w2 BRI A REGE o, BT AEREN o REERTHE®R 2 T 2 894 1FT

Fﬁ.ﬁqﬂﬂﬁ’ﬁ%%%%p B R B M TREYR A W0 R B 7E A B 52 )5 RE A O w BY{EL U

A BOREI AR R A ATt e=u’mod n K #EH B REMET u K, FiL B EHK
25 u WO, Bt RLBETE o 1y 2 (AT, 70 B £S48 2 Ay AT ged (' —y o) B
ged(a’+y )R p Flq BT B HIKIR 5408 n RN,

(6 8-11 SR HITFIT S

51 % FEISF- 7 AR B 1 B — A~ EL 4 S0 Bt

(D AW p=3,q=7.% n=21 Kik%4 B,

w>BE1w%zﬁL%mﬁﬁ~¢gﬁu=mﬁ%zzrmwnz4#%z=4ﬁ%

gé. Ao
(D) AHEH2l Fz=4W4aPFIR I 2=2,—2=19,y=5,—y=16, 2"=2,
y =5,
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w— ARFLF(F 5K ——

(4) AFEM «=5 KR & %45 B,
(5) BT A RN IES. 360 =2 RES ALARR u=27E 1 iﬂ%ZlﬁlﬂfﬁE

4=2"mod 21, AHIEHC Hi I . '
(6) AT n=219HF p=3,¢q=7.BER n=pg,MBEHCWM T .

2. F| P B oF B HBRE T

W AB #RENE R — ) pR AL £ () AHERAS R % e B A R, LI .

(1) BEFE—DREVE xR y=f () IFRES A,

(2) AXF o (A7 {8 P 7 75 I L 94 45 R 45 F B,

(3) B45F A FFINERR S A IES . 38 = RES A,

BT AARHE £ o) R 8, H b ok B &k y B o B HEEREN « &Y

SEME. T BEAE A RIS B 2 A Tl y = £ G R k.

3. M AR F S HRE T
BWn BANSKEE p Mg OER.Bl n=pg. BEZ, =lal0<a<n,gcedla,n)=1}

ST a,ﬁJacobiﬁ’%(%]=l,ﬁﬁ1£ﬁ/@(%)=l BB a . LA — R
B~ A TR @ 7 98 09— KBRS 5 0 R, HHLINF .
(1) B p A g 15 n=pq;ﬁﬁﬂli‘ﬁ,@(:—)=l BOBEHLIK o 6 n Fil o BI%% A,

(2) ARSI a BB n A IR FIREEE B 4 IR S5 R &5 UF B,
(3) B4 UF A F5IEW el A IER . K p flg BXS A
(4) At p Mg FREREBHn=pq.

B A B BRI S . ST 555, A BB p Fg TRt a mod n 9 4 4
IR o BB n 00— WA LU B AT A SIS E 45 A T 15 5.
8.1.3 #=FHIFHIN

B AR IR AR A3 07 8 I LA BSGRERY 7 3K 1 Bl 5 AR v — B R R S BE FE X
PAEATEMEY . BOF AR U BGE W B P4 AR

B R KRR — N BB — &P Rz & R ST .

2w s RETTITIT & LA R &P AE.

B A P DL 2 2 LA B A

(1) Famitt. RS 1258 UG Bl H Rk 8 & X & Bk i (i, an SR 3 o
AR R (6] Y, DU PR D7 ST B RERAY . AN SR EUCE A TS5 BT RE L AR 7
ESET 15T 1R

(2) MWEbtE. L% 2 LS5 Rk A HAE M B CE BR —ME. K LLT R,
R T B FSE & Y.
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L BT ZRF R B F FEHY
KIS H n 5 8.1.2 15 b A I UK AR AE T U LAY 2 AR IR, e AN R — A o,

B LEZ" ,[ijzl.a - BH AR E A,

FT1E. REFMILEIR r<(Z,) 31HE c=r'2"mod n EAX € (0,1} B 7K.

F2H. AT RREE, REEH G ) REBEWE  BERFERIE 2" mod n=c
& BLAL o 10 SR RLST L T2

PRt . B E S REN ¢ AR =0, W BT A ¢ /& KT A A REAR L 6=1, W] A
c BIEZRF R, SHK c BEZRFRERE_KBRWEMEEFTE, Bk, H £E%
R

NGB : ISR AL FRERF I — c FTIHBIMAARFEE brarDF by vre) o 0H by F b2

r

ri#Fr,. B riz® =riz® mod n .[r—JbEI”f”l =2 2 Dmod n, 5 = B KH
RTE.

2. Pedersen #{ = 7 & thiX

Pedersen ¥ 7K i#5 P30 5 T 2 HOG 50 PR 1k BB )

Wp Mg BRPKER.q lp—1.G, & Z, Wk e WTEE.g flh BG, B4R,
{E W % 3T #RAS H i log, (h)

B1E. REAENEOS 2 €Z, AW BEVLERE r<rZ, .78 c=g"h"mod p H %
EEEE .

2L ATRRKRE . EEEH . BERBTRHE  ERERIE gh" mod p=c
B ML, AL, MR,

Rt ERMRIE . BN CZ BRERAARENE, GRER . WE =
gh'mod p WfE— 2" €Z, . g'h"=g" " h" mod p, 1% g" " =h" "mod p.x—z'=

Tz

log,,(h)(mOd q) BNEAE " (BRAREAHIE log, (B) A

RETHHD) B c=g"h" mod p, B xR c IR, FTIAH ¢ AREFERXTHEA 2 €
Z,HyRik .
RGP MR R X EEMHARE K ) B r D REBIR—E, M g h =

mod ¢ , B & 3% & BT log, () . FJE

(r'—r)log, (h)mod q.,r'=r-+

g“h"mod p .15 log, (h)=

8.1.4 ALZXEHEHHIN

B AR — R D B (R B I B A 50% KBl A CEI A 8, 3 4

500l AW B A R, AT B HE B C R A WB T X% H A HA
B REWE| T RXAME . XSO PR A 2B AL P .
Bln, A RALE R HEE A S22 TRZ M, B E &SRB E R, B K H
w205 =
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] %R"&‘ﬁ%"%’f_(ﬁ_ D) e

— AR AR EXAELLE A RGE A C X8R R AR

1. BT XE SR o&E AR EREmihil

WABBIAETE AWM UZEL BRUREEEB »CHHNKERZH EH
O . XA ) BUE A R B S, B O AT AT R % &R AT GE i RSA B, 18 3 o &9 5 Bo % 5k
A A5 F XA

LTI TFEEL., EMEREE » FTENAFEEFEFR BRI n.

L EnF .

(1) BREAHLER —8 2 2*mod n K% A,

(2) ACER n=pq W) HE 2"mod n WANFE IR L Ly, HFHHPZ—
Ki%k% B, T A RAE x*mod n, IEAHIE 4 NFHRPEH— R BEM .

Q) BRESLWIWERETYE T 82 TR, W22, N B KA R BEAM
FEE: BN . BHERT 2 mod n MR NAR KR, NTTRERE 73 n. T A AR
FETE AR FRAE O .

BB 0 AR B

2. ETHHXE O EA A EEF R

Tl — M AEBEHEMCRAERZ TN, K B Am A ZBEMHEE.

WREGEFHARPEAE - KER p .GF(p)— {0} AR g B —KEH .,
(BENFE ¢ FESHEOE, BoE THE BB R A AT, LA g* mod p 1 g¥ mod p
TR ¢ mod p. WML IABHEE GF(p) Hi#fT.

B F A =EAFHMEFEHAMMBENEEHH . EILER—1 R fi—1
BarOo<z<p—2), 1By =g »y1-:=c(g) " Ry, y ) ERL T MEFHH, LA
G, fERRERNMERS. T BAMIE o WEEBTE,rbfhmE y, #1y, f—4
R RS O B, T A TR E vy, Ay, PR E R EOR BE MK, ATGES HR yoy =c
SerAr B YA B NG %8 2 B IE .

BRI A AR sofl s, ZRZHGIE.O BREXZH . SEHITRIEHAHS
BAERK, AT fEBE BT 4b 0,

P

(1) ATEO~p—2 BFEOULI I BEX ko F1 &, 3F j=0,1 HHH ¢, =g"% »d, =y) ym; =
s,Pd; ¥ coc1 momy BIELS B,

(2) BHACHRENMEERATR =g =yb =d,.s;=m,Dd,. BT BAA
By - MEBTERCTEESR 4, Ms,

3. “BE—"HARZEEHFEHiY
BARZIRE P — GBS B8 HA B A f£388020A .
WA BIRER s 25 B—HER—HLEFS. T,
(1) AHFB—HmEE £ EX FRE,
(2) & BEAGRNE s, MIE £ BOE UHAREILER e ME 2, 20,02 & TTH
206 s



T ?’: 8 ‘{ 2;” Bl e—

(yisyesssy) IR A, H
(Tie j F1
NS, =i

(3) AHE 2, =F (3,0 G=1,2, k) 34 2,Ds, G =1,2, k) KL B,

W HTFz=f"G)=F"(f(x:)D=x,FTLA BHIE 2, HIHAT N =, Ds, B s, .

HTBERAz, GFOIER B EEBE s, GF) M AR - TTHCy, vysss
VO PN F () R TCE M E B 15 3 /9 2 A% .

SR, WA B RSP f W 2A o RS () AT 3RE 2% . B 59K
B 1T 43 Sk e B HK B R0 2 Bh KSR . B BhIRR S 4R B BSF P B A ARSI S P R
ZHMER; EEHIREHE BRABRARTFHIL, DR, XM“BE—"HhPEHFEEED
%, X R 2ERIAR 22 . R, SVBCE X Ah - 245 — " U b 9 BT A R P #5085 .
PR M B R - g s R .

4. BT RS MEEH " SE—"FEBERE ML

& AA/ZIRE I A C KSR EREH— AR B RSA K4 N, A 2485
B f& 3 H i g — BB, BUAT 5 UF B IR %8 1 80 RSA MR B 8%, thillinF -

(1) A5 & 4> RSA A fE 5 BN ER PR PASRB p, Mg WEp,=
q; =3 mod 4 (HMATRIE] — B o TR n; = p,q; T HIPIAF 7R A MR B Jacobi
) A IEEH Ce; on,)) BINEIGEIE 57 mod n, (=1,2,+,k) Ki%% B.

(2) BIEE N8 x,vxysvxs 39 HE Jacobi ﬁ%(ﬂ)ﬂxfmod n; (G =1,2,0,
n}

Vi

k). B MBS o, U 2? mod n, aﬁu—[j—f]ﬁﬁze A, TS BT j i % 27 mod

n, %u(jf—f]zzizz% A.

(3) XfH— j A8 2 mod n; B AR ARA Jacobi 775, LB —F IR K
Jacobi £ 5 & 555 (2) LW FN Y Jacobi FFSHAIF K Jacobi #4554 [ B — 5 R & 1% 44 B,

(4) BIAEIRS 2! mod n, BB DARFEEF R, HILEE S 2, R HREEH
d; i#t—RK W s sMxf j 7, BES L WBIMEHREHCE R, Bk %kKH
n; Ms;,

oA A RNHGE B B2 ¢, B A HIE B K15 0 2B % . il R nE sz
A B #BESF UM W)L W dR B AR5 () A 3T IR IR, U A BT EEIR S,

(% 8-21 7 LiRMhild, ik A T MEREANE s B9 RSA KGRI n=2773=
A7X 59,1 /& 47=59=3 mod 4, BFEH () L EFEM MM » =2001,11H x* mod n=
2001* mod 2773=2562 &

2001 _ (2773 _ (772" _ (193 _ (2001} _ (71
2773) \2001) \2001) (2001) (193 ) 193

() -G)--E) &) &

masew 2()7 somema



== iﬂ,ﬁz&ﬁi’:%(% SR ceemessssscensmme

51 1
-—(5)--(5)-

WA BAEIKAR s, WA (2562, D RIS A,

B3 H A WTFHA 2562 mod 2773 BFE R -

3k 2562 mod 47=24,2562 mod 59=25,3K i 24 7F mod 47 BB F AR K 127,25
mod 59 B B 5 R OK 5 GRAE T 89 F- 7 IR 6 A 22 WU B[] #3932 , 16 3 7T 2 3% A 56 3C
B . FAHE B9 Euclid B3k H 597" mod 47=4,47 'mod 59=>54, fy  [H | 4% & FE K
TR A E27 + 59« 445« 47 - 54, B 349,772.2001,2424, '

349 2424 772 2001
—_— F— 1 | s —_— — ) 5] > N fA
[g(zm) (2773) e (2773) (2773) 1,A # 349 3K 2424 Kik% B.

B H,BH ged(2773,349+2001) =47 5% ged(2773,2424—2001) =47 1§ n B—
ANATF NTIED] n B3R 47X59, % B AR 5, WK (2562, — 1D BB A A K
772 8% 2001 k3% 4 B, 772=2001 mod 2773, ftLA B R EMEfTHE L. .

FxIFUERA

8.2.1 XERIEPERS

THRXIEARGEHP A S5, 5 5IF N IEH F (Prover, fiiic A P)*ﬂqﬁiﬂf%‘(Veriﬁer,
fijic Vo, i P AE A — R i A E AR R EAR - KB R o P
) ,P AEM VHEACHEREX . Bfﬁiﬁufﬂﬂmﬁ?:%ﬁﬁﬁi,ﬁﬁ ®.P A
VAR RIENT A B EEBEMECHAENEN SRR ERN HFRENHEE. L
WA ) R V #E P &M —im L, P m VS — N, rERIITREE. VIR
# P REERG XA C & i a1 BB IE o 0, LIRE BB HESZ P AYIEH

3¢ 1. 2k B A 802 Ik B Y X3 2, B0 IR B A E B AT B C 7 e 58 BGIE R L A Y T
ik M BERGEA R H P —2 —F#7= A GE BV — 4 — 25 M 50 10E UE B 89 4 20HE ok 52
BLAY A2 F 0k, B DU 2 [ 3 e AR I AR R WY

ZHAXUEHRGET MR L TR,

(1) SE&PE: R PHIEE -,V HEZ P #IEHN.,

(2) AT§EdE. AR P RELL—E RBESR V AH{E P AOIERA, ) P 038 AH R B R .

P B 4 R AR 22 B FCIE B R 4 A 22 B ECIE B AR G, R 8 A 2 (6] /Y [R) A
XFR. FIPE G M G ERMIMERMN GTIAES D G.HTRESZEFE——
—B G HAYE 2 My BG, ERHBR x(OMr ()R G, EHHER.RRHN

G\ =G,, FHXRERRN ISO={(G,,Gy): G,=G;},IEFR# XK FEFEmRHK NISO={(G,,

G:):GiFEG: ).
(%831 iEHFEPAEFHIMRWHEG. H,mBIEHFIEH G=H, BN G BT s £
FE H MBS ERSFE—D——BS,P R0m V R Ass. flm, &8 8-1 &M

LG R TH SRS R H A TS 44 r e
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B 8-1 B[R fY 1

(%184 PHMNEG, 1 G,,(G,,G,)ENISO, [ 5 iF FIF A,

A F .

(1) VFEYLER o«p (1,2} , HHALER G, TiE EA—B#] 7,18 C=x(G,). ¥
C RiX% P,

2) P C G, c€(1,2) 8 G.=C, ¥ REA V.,

(3) V HIWF © —0 , 2055, U V 57 P AYTED] ,
R G, 2G| P A BEIEFM K4 7 (GO (G, B I AE TF # M0 B AT A 38 (2) ; 4
BGL2=G,, U P ARBER AN 7 (GOF 7(Gy)  F It HBEBEHLIE I <, B8 TE 53T 4 B (2)

BN
8.22 ZEHENXNIEMAEZHENX

EX 81 FR(P, V) (KL D) =P, V)) BATFEH L LLEHx R ERIE
ARG, MEWL

(1) BEHBY2EL,Pr[(P,V)[z]=1]=1—¢€&);

(2) TEHE Y€ L, VP ,Pr[(P* ,V[z]=1]<e(x).,

Hp, (P, V[ | RAYBRENWAR - HAZHH .M A 1 XA VESZPIIER;
e (k) BT Z B .

FEEREER TSGR H, BB , AREER. F-RXHREKRIFEDRYH, X
EHifE4e H, , KR WA IFER)IC R PrldEd H, | H, R E ;58 - KERAWBHKHR
OB RY H, AEMEEZ Ho, AR AR B iC N Pr[#% H,|H, A& ].
FERR B R UE B R G0 58 4 1k B R 3 5 L AR <Te (i), T T 305 1 ) 85 R 3 B R <le (),

FEP] 8-3 W, H, HHFEM(G,H)EISO, M F HF N Priiigs H,|H, HE]=0,H1h
BRHPr(#EZ H, | H, AE]=0, F&MEMAT FEEEWL. E0 8-4,H, WEHG,,
G2) ENISO, MFF AR K Prl4E4 H, | Ho NE]=0,hF KN Pr[#2Z H, | H, FE]<

S BTSRRI SR b mmumm%m{%)k,

8.2.3 ZHRIFARSEHTHIAM

FRPUEHER T R/AMEIEN, EEEHARSE D,/ P HEE—BE, M
= 209 we—



AREAFE(F 5K S

VIER [ C AR — A L (E R ) VO R X — R L R N BRI L i — 2
R VR T HGE P ARIE IS — 3 S04 A REAS B AL (E 4T 15 B WIFR P S30 T 2 HR4E
B, 6 7 A DI ESCRR A 2  RE B Bhi ’

[518-5] [ 8-2 £m—RBHEE.MECED 2
A i, B O AR IAITIF, P ViE
B REAT X8 1T, B R E ) VO R 04, TSR
F 0T B .

(1) V EPHUIF R B 8 A clbo

(2) P —T17E 5k B AL  BEALVE AL E C S % D,

(3) PG,V EFME B, REMLS P AL o B2 FRIGENHEOR S
B [E A E B

(4) PRI Va4 LERMHABEODSITIFC 5D ZEE];

BGYPHMVEEL SR K,

PSR A0SR PR R 4, st FAE MK B R A B T N REGE B Ah— & . i

P YRR V BRI AR B BRI — R P BRI V BB

[ n B 16, WARAT 16 565 P SIS V mm%%%:ﬁo TR LR 16 K P&

AB¥k V AESRIR 0],V BDRELERA P M S il A 14 . Al E LV Bk R UE R i3
BHIRRZZXT P BT NS MEE, rLXE—1FIE YL,

anay 2 i 22 B UE RGBT AR, A BERIEM RS S=(P.VOH FIEW 2 €
L, mRVELMPEZERAMFARGFBHREIGE T « HHHAF, XM ViEdcH
BHEBRNZRMGEER. THEHZS N ENEERE,

WVIEW,,. ()& V' #ldMPEHEEA O GHEEMFAERGEE, LfFEMN P E M
HEF V" A CERIAT I & HBEULELFR oA VA, WHE VIEW,,. (2)f
EVHE « R T . Al S Mg =4, MR V' i X ERAHI 2R
58.

F{VIEW,,. (2)},e. #R €L B VIEW, . () BIHER DM,

EX 82 BHEI=P,VE-NTXEXIEHRS, MEXE— PPT ) V" .7 PPT
BIPLER S, R V2 EL {VIEW, . (x)}.c. M{S(x) ), e, RMAHF R BER A, 18K

{(VIEW, . (2)},e. ={S(@)}, e U S BEEZTHRM; WR{VIEW, . (2)},e,=
{S(x)} e UFR S R _EZHLA.,

Hr, HL8% S SRR ;S () RARBMAN « BF S Mt (S(2) ), e . RARS Hi il
S T

8-3 BAH AUEM RE M T FRER A, Horb ,r, RoR V" 2P T 9 18] 2E A A
BEHLEL my s m)y Fm VN PARFIMHEE .

[%il8-6] #(G,H)EISO,PEH G fl H Z K —4——mhf ¢, 2 ¢ (G)=H,
P e ViEMX—3%, BT .
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P

v*
@M@ VIEWP,v-(xF{"zamzl,"'»m:lz} &
M—ﬁl:) S(x)

A 8-3 AZHFIEMARLE T MR

(1) PHR—PFEHLES = HHH C=x(G) ¥ C REH V.,

(2) VBEYLE F<{G.H} ¥ F KL% P,

B WMPEF=G,PREBRe=n; WRF=H, P EHa=r¢ " Ko XKLL V(-
T, B, Ma, WES, EXHNm om,(2)=nm,(1,(x))),

(4) VEIE o (F)=C & B 2 AL, W32 32 E B B 0, JE 48 UE 9 .

RPNV ER AT AE 230 e ) P 52 AR, BN AR & PPT 14,

E&EME: MR F=G,Ma=x,2a(F)=a(G)=r(G)=C,Bla(F)=C B ;ME F=
H,Wa=n°¢ 'va(F)=n°¢ ' (H); E ¢(G)=H BI(G,H)€ISO), M a (F) =
meg ' ($(G))=n(G)=C,M a(F)=C WML, FTLL, 2 a(F)=C B}, V $£3Z P BiEB.

AfEHE. MR G.H KR,

(1) Y4 F=G B, a(F)=x(F)=n(G)=C;

(2) 3 F=H i ,a(F)=C AE; BFEMW.H «(F)=C B a(H)=2(G),H=
a lon(G)MMFEG B HZHWEW e 'on, 5G.H ARWTIE.

RV # D B R B — R AT L3 COBD . IR B L IAT & %,
munm&mzw(%)*,

TR £ LR, S5 A R 2 GEX R (G, H) €1SO B f£— V" I E K
VIEW;.y. (x)={G,H.C,a}., FHMERILE S. I THEA VIEW, . (2),S P
fEM V' ZE, BRI,

(1) S —PpEVLEMB.HH D=BWG) . ¥ D kXA V.

(2) SEMNV IRH G, MEH S(x)={(G,H,D B} HEEF BNV kB H,BHE
A ¢ ARER P a=n-¢ AR IE B, F Ut P B, EIMNE TR IR,

BR.S ﬁ&ﬁ—ww1)@1(2))%%@56:@.u%mm%‘tzmmo S L F

BB B R 2, BF L S & PPT #9,
HGCH2PTA MEEFNERAE 2! 1. He.pHRMILERK, RS HEHE

nl—,,rrﬁ C.D#5G ﬁm,ﬁﬁﬁ?ﬁﬂz%ﬁﬁn—l,—,ﬁfuxiﬁ~m)\ (G, H) €150,

{VIEWp,y. (2)},e. 5{S(x) )} e R 540 8, DL E MR8 & F HIRE .
DA bR U028 A 48 i 2 — Fh BB B S 36, FROM BB 4E S 58 (thought experiment) . B4ESE
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iﬂ.ﬁ.%l‘—’:—?—(% SA)  n—

56 e FH SR 2% 2 5 P (B S | 2 0 i 1% 8 AR A B 15 ) — b SE B 3 b 2 56 T A AE B SE TP R
HEWE AT REERE PR A LR L. BRELZRMA IR & RN E RG]
KR ARGRIREL SR 5 AR R OR BB S R G, L B AN A 8-4 R .
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SREEELVEESSEE - IRDYE P Ewing iDL £ Ve S E XN

8.3.3 BGN Zf &4t

BGN(Boneh-Goh-Nissim) % RS E— M AAREHBRNEBRLE, EHLLME
T REH 5E ) BE,

FRAZEBM., En=pg.p Mq BMDMRKER,G MG, BFHANH n (WIEFEE 6.
GXG—=>G, & G 3 G, BB, Vi G .28 GMAERTESR.G, & GIH—1
g FRBE g« rGune M h<(,G BETTH D=n.G.Gysé,8,h), B h<G,\{1},78
zjﬁiﬂR:(n,G,b],e,g,h)c

FTHAEMBREELITH D MR BAF XM, BAEMEE, W —8F A A RS
D 1R BEHEAdVY ()= |Pr[A(D)=1]—Pr[A(R)=1]| & 7] Z B i),

T4 GroupGen &2—NE WA HH L, HMA N L LS o R (p.q,G,
Gi+é). BGN R4 T,

BHSEDRE.

KeyGen(k) :
(psqsGyGse)<GroupGen(k);
n=pq;

2 kG h <G\ {1};
pk=n.,G,G,e,g,h), sk=(p.q).
mELRHEF mEG),

E(m):
r<g Z,;
i c=g"h".
MR iE.

C":g""’h"":(g")"';
M Xm R,
AR h %8 G BAERTT, W A1, ct=g™h™ 15 B —A> 52 36 B3O 7R 3% 7 SE T



— AREAE 5K

ARG RGE . e BT R R (B, AR T RN R G A AT X A

8.3.4 BGNEWBRSGHIEXZEXFTMIZIER

T Z BGN ﬂﬂ%'ﬁ%%iﬁﬁﬁﬁ%ﬁﬁ(ﬁ@%%iﬁ 08 E DWIEXZEAXWZFH
PHIEH .

IEAR BT RFE L c B ORE 1 HME A cEG, H g '€G,.H
Mele,cg MBI R g, iCc=g> ,MWH é(c,cg™ ' )=é(g,g)" ", MMHEé(creg W
B q Bl é(g,g)o =1, A nly(y—1Dq.ply(y—1), Lk y=0 mod p HF y=
1 mod p. FRrLARZAHER é(cocg DB q.

W m W c=g"h" 24 m=0 i,

é(c,eg ™) =éCh" g 'h") =é(h,(g7"h")");

M m=10,éCc,cg V=é(gh"sh')=¢éCh,(gh)") ., BPIRIEREZE B H. é(c,
cg D=eéh, (g™ 'h) )., HEK R Mg A BRIEH, B AT LI E MR e,
cg DMBHBR g. RMXARTHRM(IUEESR T m M- WENEDSXR).

WERH é(c eg DHMIBZ ¢ WAEZERXFHIRUEH P BT . ZHE VLA 3.1
Bele,cg =ehP (g™ 'R ) B =h? Fla,=(g" )7 BIRIEE Gn F
r B A B B B , 3 H e — Do E o, =h" B R q. WiIEFE#T é(crcg ™) =
ey o, )BUAI JGE 7, BB g. SR T UE B 32 30 75 80 XF B By 7R &5, e, 75 5 IR R IE &
my =g’ (BNt g 7R . WK ey g)=éh’,g)=éCh,g") FITLIRIEH @ é(xy,g)=
eCh ) )BLAT LARIE oy WAEELS ~, 938 EHHTF .

AR .
ARSERTELR.

CRSGen(k) :
(p+q+G.Gyye)<GroupGen(k);
n=pq;

g rGen h <G\ {1};
6= ,G,Gysé,g+h).
e .

MF cEGHFEw=m, VEZ R mE{(0,1}Hc=g"h" ,Bl(c,w)ER={(c,
w)=C(c,(myr))|lc=g"h"},
iEBl A (o.c,(Gmyr))
Proof(s,c,(m,r)):
KERET cEGmE(0,1),c=g"h", WRKARK,IEM failure;
B<=x Z ;

71'1=h’3.71'2=(t;;2"’_'h’)":"_l =gl
R E r=(m, 7, y73).
BUF: FiA (orcon=C(m 7 ,7m3))
D00 m—



messssss— 5 8 ¥ FAH e

Verification(o s¢ yn= (7, s, y73) ) :
K& ceG,reG’;
KE é(crcg ')=é(m  my) é(mysg)=é(h,m3);
SR LA EAS A R R 1.

T E B R 58 A L AT SR R TR

TEMYE: Rhi=g . WRIEAFEMNLERERN XN F cEG.HFE(n.rEZ H
BHme{0,1},c=g"h", WFH

e(c cg™) =é(gm™ T ,gm Ity =G (g g )Rt — g (o ,g )R em—ttart

P (g h)T ) =e(myamy) . HE

é(my,g)=eh?,g)=e(h,g?)=eéCh,my) .

FrLA V #3 P MEH .,

AN BRIENX FAE— c€EG.FE 0=m<p MrEZ,fHi1H c=g"n",

MF c€EGEE 0<m'<n,flifd c=g" =g" " =g" (g, HP.6241%5H
pBrm'iB. B g B G, WERTT. i AfFE o<z <q. {18 g’ =h" BTk c =
gn (gt =g"ht=g"n" HH  BE—IHESHIC 2 k=",

THEEA Y EIE S BN LR c=g"h" lm —EN 0K 1,

B elnl,g)=é(m ,g)=é(h,my)*"=éh",m)=¢é(1,m)=1Hln, KB 1 KK q,
XEWREFER 8 v, =h", Hitké(cocg ') =6, ym)=6(h?,m,) 6 (cocg )=
eh¥ ,m)=é(1,my) =1, XH é(c,cg ) =é(g,g)ymm Die@m=Dtm g(c,cg™ )=
é(g g)itmim iat@m=bral =1 BFPL nlqlm(m—1)+z2r(@m—1)+2r)], pl[m(m—
D+zr(Cm—D+a2r)], XH A =118 g =1, nlzg, plz,FFL plmm—1), MH
0=<m<<p AlHlm=0581,

FTHIAE: EWHEAOFT MR, BIXHE -2 EGHFE EXFO W8T A Wi
BEF E=(E,,E.)  f#3XB-D R 2.

N TARE B bR AT E A E M A P EIFRExp, MExp, Xt ¥, KSR HPH
e AR 2 18] X B AR /s o — A~ 22 390 3 i 1] 85 T X 43 AH 98 75 A e 28 2 18] A9 728 1k /9 M R 2 7T 2
B

* Exp;: ¥ Expy,., PAILSE 87T 8O RIS E, 724, 7= A4 R IR

KIBHBR (o, 0) Hh, e RE, H E, PAMBSMIEA, KRS 5Expy...
HE .

E, MMEINT . &#F <Gt A4S g=h", K, v<Z . #ith(o,0)=(n,G,G,,
g+h)s7),

Exp, 5 Exp, . WARZLET b WESE 7 Exp,.., o0 B8 G, — VLA
WoT, MAEExp, .0 28 G M —MERIT. hF#HE R 8

| PrLExp,y,. (#) =1] — Pr[Expgy, (0) =1] | (8-2)

F ] Z S
* Exp;: ¥ Exp, EF‘l§l4J_rr*'—P(a,c.w)ﬁ'&ﬁ‘i r<E,(y,0), H&MH S5Exp, #FE. A
223 w—



— AREHFR 5K  e——
WL EXpzi-gm Bt ZExp; .

E, BiACg.c) MBHEGEAZFEMT . & r<wZ, . BHc Mg 'PHE—-PEHEHD
R G WA RO, AR ¢ 24 T, W4 7r1=<“’-7rz=(cg")'7l sy =n], R c RE4E
WG, 4> 7r.=(cg_l)',7r2=c’?i yta=nl. Wit n=C0r,s7wss73)

X IEHR) 7= () ey o) R UETT R

Yo RAERITH e, ) =6(c",(cg ™) D=élcreg™™),

e(hsmy) =eCh.n]) =é(h” ,m) =eé(g,m,),

W REARITTH 6 (ry o) =6((cg ™) ye”  I=éCcg 'sc)

éeCh,ny) =e(h,nl)=e(h",m,) =é(g,m),

Yoo BHEGMAERTHE, AR = i G —PRILAERIT, 24 h(H
Exp, PG R n B, P P4 M) oy =h" W& G WBEVLAE R T, XHE x, Mz, B x, HE
—H#E. BUAE, PER ~ PN~ AKX 0., B

| Pr[ExpEXP’ (k) =1] — Pr[Expexp, (6) =1] | (8-3)
=] 2,
ERHAUEH cg ' 2 G AT TEOL .
R (8-2) MR (8-3) , FA(B-D R AT ZWEHY .

zk-SNARK

1R Z ] 1K 12 IIE BB 68 5 5 b RX A WA IF IR F (I C BIF) , MAE = B YA 3t
Ak O v SRR, A0SR AR R A A% L L T R SR SO AT B AE O oK R SR L O R o B A
bk IR E A 5K 77 % (Quadratic Arithmetic Program, QAP) , #fi /R H §& % 1k 8 Y 4 3%
B F % (Square Span Program,SSP) . [ it [a] B 4 §1F B o] 5% 4k Ay ik BH e % 69 36 B2 4 , i iE
B e B Y0 R M LA FR AL R UE B QAP B SSP B R M, X A A B sk LM, zk-
SNARK (zero-knowledge Succinct Non-interactive ARguments of Knowledge) & #§ 118
BERIRFEMIERR Bk, A FIEH QAP =t SSP i 2 4. zk-SNARK K il B &
M 8-3 Y SE A AT REME VB B TR S BARIE K B [ 7 | = poly (k) , Bl %
LB LMK,

8.4.1 BRESHLAEEZEEM
WEFE 2 R TR o o +5=y, 5 2 XA 8-7Ca) M 8-7(b) s .
8.4.2 EARHERK

TR HL R P B AR F Y 2 2k K ol i 20 5% 42 00 0 ok 1] R0 3 3k 11 A . A /K Fi B
B AR, F={0,1}, mE I TMAERKITZEEH T,
B C: Fr—=F R A R n NMEHH A 2 MEREEE.C B—NH%IEIRE
—*/I\ﬁj_ﬁéﬂ(cl,cz.'"ycN)eFN,ﬁ1§ C((‘l.'".c,,)=(c‘,,+,,'".CN).ﬁ‘F.NZn-i—n'o
w224 w——



1. x2=y;;

2. ypx=yy
3. yrtx=ysy;
4. yy+5=y.

(a) ¥efLif 2 (b) FAHRE
87  Fedeid AR R A B

B, & 8-8 RELEK C: Fi—=F},C(ciycaycsrci)=CciFcy) * (¢5 *¢,),€0,1,1,1,
DEF; B—1TABIRIK.

Kl 8-9 RELEK C: FI,=F, ., HP ,F,.=Z/11Z .c. AR LW HER 7 K AIRRE.
Clciséascsvce) =(cyF+Tc2)(ca—c3)s(cz:—¢3)(e¢+1)),(0,1,1,1,0,0) EFS, B—F
BMAEK .

Ce

Cs

<y ¢ G Cy

Pl 8-8 A B 1 Bl 8-9 AR 2

8.4.3 QAP

THRBEARKRFE QAP £ 7K il 7 E (Span Program,SP) W #E),SP & it 8 i /K &
B — PR AR B A, o XnF

EX 85 WFE—FAMRK,TEF LH—TmEGEIEEME),V=_(V,,,V,}
B F i S PR Em ), £ R /REE HAA ce (0,1} (FRAIIR) . R
T RVPXE T c BmEHEREHEFERIEB B T=c,V, ++c,V,., HP,c, G E
m DR c WS A0 FoH=1,

QAP fy5E XN F. |
. EN86 HMEMF LI QAPQEMF L#3 A m+1 M BIREAV={v.(2)},
W={w ()}, ¥ ={y, (@)} G=0,,m)F—PBERBIRX t (OHM. KB C: Fr—>
F'ye=C(cissen )EFV(HP ,N=n+n") R C B —HAMIEIR (FR IHE I 1/0 T

s 225 w—



m AREBFEE SR s

) Y B MUY (cnr o, )18 ¢ () 8EBR p (o) Hi,
p(x) :('Ug(.l‘) -+ ic,v;(.r)) (wo(;r) + ic,w,(.r))~ (y“(a‘) -+ "Z'C,y,(r))
i=1 i=1 i=1

(8-4)

From 2 Q HIR/D e () MWBRE Q WKE.iEH d.

W LB B T M O AR R F : FY (0,1}, M HAUY ¢ 2 C W — 4 A 3R IR AT,
Fle)=1,

QAP By RN SP By CHEAT T #E ), Horbofs B A ) Bt i R T 2 100K, 26 ) Bk ik
H =M 205K, B b a7 ) 5Kk B s 2 A e R B R K. K
JI R R R A T O A Y IR AR, BT AR i UK RO &R

B QAP I FIEMI X R (2, w) ER LR TE LIRE X P 2 =c=(cyy+ycn) EFY,
w=C(cnt1sm ) o WHREMT 2 B C H—AABIRK . BEH (2. w)ER,

HRARBEEA d AFIE DT CELIFE H 6] ek TR R IETDD) on ANHATTER AT 3% 1
THAME D KDR m=d+n, KE K d 8 QAP Q. Hor, ik 1714 B ik 1 (BRI 3fe
A TR A A 3 80 3 Q B R/ BUOE 5Tk

o XFHETETE9 BT A A LA R AR E — M EAR € [n ]

o XKL g (¢ REREHLNIER ¢ €0m D BUEER r, cFENAHRZE

B (OB, EX ) =[] —r)0 X, T, 801 Rk AL

A AL IEIRE.
s EXV,WHITF .
Xd'iE[IHJvE)‘L:
i Ag.L,i z G [x.L
wilen) = oAty

Hrf,a,, . 2l lg (% REWMAL LbrEE. FAH v (OESIFETT ¢ HEX
{8 , 38 o 46 (2 () 40 Lagrange f{E) & £ W v, (1),
w, () B ERD, P EAMAE [ PR ARAL R R, 5.
s EXYMWTF.:
Xfi€[m],EX:
1, i=g
yilre) _{o, A
[l RE S A 2Ty, (),
THER A E A B QAP W E X 8-6.
H A — ] g HimE A

Cy :( Z il au-L-i) = ( Z c;* ag-R-i) (8-5)

i€lg,L AGI“'R

Hp  LESHH e, B g MAMARBORAME, TRERAEIR, AT RER T —RFHETTHHE
He HHESHH e, B g WARWAZNHAME.
4% 8 b i E SRV, WL YA
w226 m—



F8¥E RANX m—-—

v.(r,‘)=(vo(rx) + gc‘iv;(rk))=( E €r ® ag.!..,) ,

i€ gL

w,(r,) = (wn(r,‘)%— ’Z")c,w,(rg))=( Z ci ® ag,R,,-) )
i=1

€Ty R

y:(rg):(yﬂ(rn)+ Zf:y:("u)):%o
i=1
Fr LA 3 (8-5) 1% .

plr,) = (vu(rg) + i(,-v,—(rk)) (wo(rg )+ ic,w,(r,,))— (y(,(rg)"i— ic;y,(r“))
i1 i=i E X

:( Dleie a,:,L_,) . ( Dl ag_R")_(.x -0

i€ 1g.L i€ Ig R

XEEIER T X3 k1] g M HMNY c=(cyomven) & C B—HARIEIRAT 2 (o) B
R p (BB LBP £ ()R p (o).

EE: (DEXAMEP RIET ()R A p () AR, RFIE p () AR Z (1) 8y
#, DX TFm=d+n, ®BEHWEKAIAm—N=m—(n+n)=d—n", AAHFEENH
.

(51 8-111 H3E A 8-8 B AR HE M QAP,

f#:d=2,n=4,m=d+n=6.

XAETR A 5 MFRIETT HEVLER r €FLE X vs(rs)=1,0,(rs) =004 i#3 B}),

Xttt 6 BT VLRI re EFvriFrs v B X v (rs) =v,(rg)=1,v,(rs) =0
(Y i#1,2 81),

Bl v, () iliad 2 4N (rs,0),(r,0) , i Lagrange {718 v, (2)=0;

vi ()l 2 N8 Gr,0),(r, 1), 1 Lagrange ffi{H 1S

'Ul(.r)zr_rs -O+I_r5 .1=I—7‘5;
's — Ts s —7Ts re — s
[a_‘]ﬂ'Uz(l')ig.fi2&4’%(7‘5,0),(r8,1),?§ UZ(I)=UI(1)=:::';5;
] 5
v3('r)iaﬂ2/l\ﬁt\j\("svl),(rs_-O)s% 'Ug(.l‘)zl_ra . 1_}_I_r‘f’ .O:I—rG;
s Ts e~ s rs— Trg

U4(1)iﬁﬂ 2 /I\,ﬁ(rs qO)y(fr, 10);1% 'U,;(.l‘)=o;
'US(I)iE]‘EI 2 /l\,,‘ﬁ(rs .O)y(rs 90);‘7‘5 'IJ;(I):O;
v (x)EIT 2 P Gr5,0),(r,0) , 18 v (2)=0,

w;(r5)=1, 1=4 'w,-(rs)=1, 1=5

L1 #l,

¥{J m{u’; (7'5)=09 l¢4 {w,‘(r(;):Ou l#s
=3 u’n(l’)zwl(I)='I.Ug(I):'LI)3(I)='LU5(.Z')=OsW4(.T):I_rﬁ ,w5(1)=x—r5 .
g™ 16 Y s

y,(rs):lg l=5 y,(rﬁ)=ls .l=6

{y.v(r5)=0, 175 {y,-(re)=0. 176
ﬁ_yo(st)Zy,(azc)=y2(.1c)=ys(x)=y4(:r)=0,ys(r)=:r_rE ,ys(r)=x_r5 5

rs— Is re¢  Is

2207/ s



= AREFEEF(F 5R)  e—

p(1)=(ﬁ X —Ts Yo, T =rs fmes J—rsj(m T —rg te x—rs)_

e —TIs re —Is rs —7rg

XX —7Ts X —7rs
(Cs + ¢ )

rs —7Tsg e — s

MBMREZIAN t(2)=(x—rs)(x—rs).

a=rs B,p(rs)=cs *ci—cssax=r; B, p(rs)=C(c,+cy)cs—cs.

(BB p(OBEMNY ()R 2 B roars R p(B 2 MR, B0 pGrs) =0,
pre)=0, FFLA—2HIEIR (coscisconcsrcascs) BARM, 2 HAL Y X — 4 18 Ik W% 2
p(rs)=p(rs)=0,

C HpG)=01 s e =cs  ABIATENTHRBE. B pG) =08, +cdes=
(ciFey) » (s s c)=ce s I 2 NI4T,
BHKAI m—N=d—n"=1,c; BIRHILHE.

8.4.4 M QAP % zk-SNARK

EBZE AR R QAP QB3 H m+1 1 d—1 REFRESGV={v.(2)} W=
{w ()} Y={y, (@)} GE=0,ym) REWWEEACEBHILE 2 =(c, v scn) RiIBHE

w={(cni19*sCn)y ITH v, (I)—v(,(1)+26v (2)(CHd—1 K2R it E

w (z) My (), BRI—1KRETIR) . p(z2)=v. (DDw. (x)—y. (2)CH 2d —2 KO LA
B t(Oh () =p (@B h(x)CRd—20) % v.(2)w () y () Bh () KL
BAFE , BIEERIE ¢ ()h(2)=v, (Dw () —y (z) HF (O BRATFH,

SR, H T3 246 22 T Uk BB AR 155, 26 I AR ARG, L 36 IE 3% 30 i i 38R L ARMIK L B
L 2R K R RIE R E— s BT, HRA TR IEAEMhE,s I
AT {5 55 = AR R B, IR AR D A FF . g B9 5 SR 2L A R #8 o , DA (o 3E B 2 0 58 HiE
H BETE B0 (H b #4718 F M B HIE .

B, g B F LRI, € XHWiEh EGH) =g BABRMWME: EG,)) « EGs,)=g" "2,

EH=Hts REBMSB N g ¢ g’ JEHENZTRN v (2)=v,+
vzt tvi 2, m'JﬁTﬂHa]_:_[(g’d ) 1B g,

P r .

(1) AFESEB crs PERBE: Genlk,.C)—>cers,

Wr ARESHC A BB N B, BERE™4 QAP Q=(V, W, T,
() EQWKNAm KA d, EXLu={N+1,,m}ChE5REXR IR T
F EBEVLIER a B, sBu By +5 TR t (DF0, EXANTFZSEH crs B

crs = (Q’{g" i };-g”" g™ Ve, 8™ g5 bictmr g% S {gP };em)
(2) fIEBA Prove(ers,u sw)—>m,
EAEHBE v« = (c1y s en) RIBHE w= (cnnrsvcn)y THE vau(a) =
Zc,-v,-(r),v,(.r) = Ec,v,(r),w.(.r) = Eciwi(r),y‘.(x) = ZC.y,(I).

i€ Imid i€[m] i€lm] i€[m]

s )98 sm—



.

p(x)
t(x)°

AR v (x)yw, (2) sy ()GEm DR d—1 KETHXEHEFEFTH{g. g% (g,
g Vo RH (g g i, g¥ () F(g™? g™, g O)YGEm] ., XBTF v (z),
w () y (2)ERd—1 REMA h ()R d—2 IRZT A, UEA & AT 9415 .

(Y=g'v((s)’y=gayl,(s))' (H =gh(;)’H ____gah(s)), B zgﬁv".")"'ﬂu-“’n (s)+'9y_y‘,(a)°

p@)=v ()w (2)—y (x), HREEIK h(2)=

Ay 1 =(Vouas Vs sWW,Y, Y, H,H,B) JiF B % 7= 4 (93E B
(3) B Ver(ers,u,7)—>0/1,
RIEEBUT=Z£KE.
OF :3°3 3 od o
E(H,g"")=e(V,W)/e(Y,g); Hp V=g [JARNBIEEFEFIE «=(c,y ey M
Vi BIR V,
@ %5tk IE R PR .
6 (Viiasg®) =é(g V) & (W,g®) =é(g ,W),e(Y,g*) =é(g,Y),é(H,g*)=é(g,H)
Q@ &Ik —BHERR
é(B,g)=eWV,gh)ee(W,ghe) «e(Y,gh)
Hrp,e B(F, « )>(F, « ) LR EMS, « & F E#FRE.
FHRME M. B~ Ll F LR 9T RA .
TR TR T R HERE 9 ¢ KB DH E (&2 ¢-PDH) #1 ¢ KT8 500
WBE (g R ¢-PKE),
WRERIC R (p.GGroé) P .G M Gr BB A p MFEIEHRBE.6 B GXG F
Gr BISURMEMS R Va b EZ, . FH é(g ,g")=é(g.g)™".
BN MRE(p.G,Gryé) , H E g-PDH #1 ¢-PKE W1 F .
BE 1 WRME—IEY S R Z AN E AT AH PriExpeon (k) =1]<<e (k)
(Hd .« BELBH0 WK (p.G,Gr,é) EH ¢ PDH BE AL, H 1 5LE Exp,pon () TF -
Exp,pon (k) :
g2« rGis<RrZ,;
o (g g sag” 'g-v"” ,...,gsz" e
y<A(s);
BE y=g""
BE 1 BEFEH(g,g g g g™ ) i E ¢ REER,
g KEBEAMABEREFC N — BRI (g.88" g g7 8% g |, %

HEWR c=c" BI(c,O)BRATTH, FRIECHHEE =11_[(g" )i B(agsriay).

BE2 WMRME—EHIHOBMEZ TN E KT AH PrlExp e () =1]<

E(K‘) sﬂ“ﬁ‘([) sGoG'r ,é)_l:EKJ Q‘PKE ﬁ%.ﬁi:\z 9%% Equ.pKE(IC)ﬁu-F:



Expgexe (k) :
g < rGys =Z,;
o« (gsgtesg” '.g" g g )
(crésfa}, )~ (Al €D(o,2);5

B E(E =c") A (c‘ = ﬁ(g" )i )

S e FRME T o WIEMMBIEE. (.6a) (Al EOFRMBHF A fith
(c4¢) .ﬂﬂﬁﬁﬁm%ﬁ& ,ﬁﬂltﬂ{a‘-}"

i=0°

Pr[(E=c") A (c e ﬂ(g" )< ) ] <els) EMT

i=0

Pr[(5=ca)—»c=f[(g“ = 1—el)

=0

F F R REE T AREEAEMR c=c" M c,o) , MFEREE, L1 —e &)
B‘J*ﬁgﬁfﬁmﬂiﬁfi c= H(g" ) E@(a() 9"‘9(1,,)o

=0

@E 2 Eﬂﬁaﬁu(auv'"vaq)s {Eﬁg ¢ = H(g’l )a' B(J%]ip\iﬂ':ﬁﬂs ﬁwﬁiyjﬂgﬁ$ﬁ

=gl
IR HEIERAE T v (Dw. () —y, (s)BE®E ¢« Cs) BEBR, BP o] S 44,

%53 R B TE B HEAG B T B (Vo Vi) FIE B T XHIE A 38T 75 A0 SR R 603 o B 24
Vaia 7‘7@(1)%@}&99 SBRAE N E v B R, }.'e:m,d CBIH) , 18 v (s) = Z s’ e
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B 92 7E LRBHIEGE R PrlH]>2e.

EH B PrIExpE™ () =11 "=, il A FER ST b E X, A

A BB KTST e 48 A BT 0 38t pr[Exp,f;sgcmu):u—% e,

Pr[ExpEacPA(e) =1]
=Pr[ExpfiaA“™ () =1| " HIPr[ " H]+Pr[ExpSA“ (x)=1|H]Pr[H]

<Pr[Expa™ (e)=1| " H]Pr[ " H]+Pr[H] =7Pr[ = H]+Pr[H]
1
Z?(I—Pr['H])-FPr['H]

1 1
= 7+7Pr[71:|

N
PrlExpiA (k) =1]1=Pr[ExpSyA (x)=1| ~H]Pr[ = H]

1 1
:?(I—Pr[H])Z———Pr['H]

T LA e << Pr[Exp‘PA(fc)—lj—— <= Pr[H] BIEE L Mt o Pr [ H] =26,

(K5 9-2 iE5)

UL BRI S 7R B R RLE FErh LA D 26 MBI IAE H™, BHHEL, N B

EEOERE 2 WL 2 =3¢ mod n, B x=r=(¢, ¥ mod n., Frll B IR EH

KR HER AR . CGER 9-2 FE)

SEF 9-2 BAEM 1T & IND-CPA %21, 881 E A& IND-CCA Z2i. FEH

HEX CT=(C,,C,) Wi CT =(C,,C.OM") , AR EMSI, WAMELERAI M =
M®OM', i M"OM BI3RE CT %R C M,

9.2.3 ZEEEFEXZREH RSA IME

PRI 2 e 43 4 SC 22 4 Y BB N 65 7 5 A S R B o AT ) D R A SO A Y BT
T RME LT CE RN AHME TR

HEA NS 7 E = (PrivGen, Enc,Dec) (£ £ % C & 2Pt LI F IND-CCA if %k 3k
%) i

Explii™ o).
ki < PrivGen(x) ;



(M, , M) <« ABCa Dy O b | M, |=| M; |=1(k);

B <=x{0,1},C" :-Enckpm (M3);

B, — AE"C*priv(')'D"*pm'*C' (e) (C. );

R g =p, W& 1; 75 M5E M o.
Ho,Decy, por (DRBHFRIENM C* U5 Dec, (). MFHRBTEXHELEH
K B‘J@ﬁ

e - 1
Advii“* (k)= | Pr Expiiac® (k) =1]— >

PHME S E D MELMEE L GE L 9-15E X 9-4.5E 3 9-5 K.
#% GenRSA K H WHI, = (PrivGen,Enc,Dec) B— 1T BHKE N . HEKERHN
[(k) B IND-CCA B2 BHAME N K.
HEFRH X E LW RSA IN® % I' = (KeyGen, E,D) (8 5 RSA-CCA F F) ¥
mF .
FHATELRE .
KeyGen(x) :
(n,e,d)<GenRSA(k);
pk=(n,e) ,sk=(n,d).
RGP Me{0,1}/),
E (M) .
r<g Zs 3
h=H(r);
it (r° mod n,Enc, (M)).
fi L R
Dl Ci4Cs)3
r=C¢ mod n;
h=H(r);
#i i Dec, (C,).
EIE9-3 i H EMAMEHL, MRS GenRSA HKA RSA MR E R, B T £
IND-CCA %41, 0 RSA-CCA /7% II' & IND-CCA #£H,
HRSK B, B E—1 IND-CCA #F A Pl e (o) MRH T RSA-CCA R IT',
Wa—EFE—THF BELL
AdvEA (k) = 2e (k)
B L B RSA A&,
iEBR '/ IND-CCA J#xR N F .
ExpPit® (k) :
(n,e,d) < GenRSA(k);
pk=(n,e),sk=n,d);
H < {H: {0,1}* — {0,1}!* };
w252



(M M) = AP HO (pk) JHHP | M, [=| M, |=1(k);
B<x{0,1}yr «<4xZ;,C* =(r mod n,Enc’ o (Mg));
B <« APswct C1LHO (b1 C* ),
s B =p, Mg [ 175 WK ] o.
KA, Dyser (DORFBEFEAGEX C* 1R Do (), MFHREBEL LS« W

C 8

AdviPh (k) = | Pr[Exp¥Aic (k) =1]— £

2
T E RSA-CCA HEA]IHZ %] RSA [q],
HF BEMn,e,é),Lh A(KE RSA-CCA FE INERIFRFE ATUT SR (E

& 9-3 #,# RSA-CPA &% RSA-CCA), HFF i+ H7=(¢,)* mod n.

(1) FEW—ABEILEREA <, (0,1} HERX H () 895 (B EZFE - B I ARHER),
AT pk=(n,e) 4 A,

(2) H #fjif: BHESE—4 H™ , GEREF=TEH (rocy ) HIIRBE R 460 0h) B
Lo RN EMBEEAT R . A EEMRHMEAEX H™ & di00H, & A B2 -,
Bit® ¢, =r" mod n T &

o R H"HE (e, oh) JUWEA b R,

o IR H™HHE =T * o0 5h) MEL A R H PR LLG ey ) W% 400 0h),

o BN LR —NREPLE h<r (0,1}, LA b NEHFFERFEE b)),

(3) fR %W (A .

A BEREH#R (6, B, BREWNT .

o MNP H™ v —I, HE —JuE N, (BHZW A (¢, h), Hp, 7 =¢, mod n,

WERC* .0, ,E)>,mIJuDecm-z>rx“&
o BN, ER— AL E A <% 13", BhDecy (¢, R, I H R FEM(* ,c\,
h).

(4) BEMR: A BB M, M, € (0,1}'", BEiHLIEER <% (0.1}, 8¢ =
Enci (Mg), PAGE, ¢ % A, AKEEEIZE A 89 H i [a] F0 i 5 i) In] (A Kﬁ'ﬁ‘fﬁ]l‘ﬁ](fu
&,

(5) B . AHHAEN L. BRE H™ ANRATG, ¢, k) W H7,

WHERAFEMS. EEUP ALZH HE#RE,LE HG HBE H

WS 9-3 7EL LRI EP,BRHEBIRTEEN.

iERA U EEEP A MUESHERLHHEFORERR AN, XEEN,

(1) A # H fyla) o i) 4 — A~ 4B 2 A Bl AL 08 O [ 225 4

(2) Bt A BfE MR E—RAMMN. BX (e, ,c.) KM% R Dec; (c,), 1
H™ W# i h X RL 7 27 =c, mod n h =H () ,AfiDec; (¢,) BARH .

FIT LA o R0 B AN T X4 (Wi 9-3iEEE)

o 253w



mm ARFEF(E 5K e

WE 9-4 7 LAREES PriH =2,
R fE EREE L R HGARMBAE HY 0 A KAERS FA, ¢, = Enc; (M)

R Enc 1 IND-CCA %424k 78 P8’ =4 | = 1= AN 0 9-2 MIEM .

(BT & 9-4 UEH)
MU EFAWE, 7E LR R ED 2¢ RN AE HY . BES G EE
—fA H™HhETE, Tl B BB RS THIBEE, (EHf 9-3 UEEE)

B Pailier AAEBR G

9.2 N BMHE, HZLMEIEN ZAERVLE S VLR T 34789, B e = g rs % o
BOE R BEDLIE S VL. (B XA UE A BB HEBR & T GBS @ i Bk 7 58 P 3 T B9 PR 1 [ R
T B 77 5 5 AN 38 o 4R 0 A R AR FE AP kB i i R . T i A Paillier 224
H 1S RS Cramer-Shoup A8 B S R G0 . © AT A9 4 4 1 UE A AS A F B AL oy 35 MLBE AU L X
o UE BA AR B FR Oy bR ERE A

Paillier AT B RGBT AECRFF AL MG, BIMEEBREECH »° B K%L H
HFon=pg.p.q AENTKEH.

& CP 22— mBES, R CP o B AE— 3L 5 AT & 2 70 X i (8] 3 U3 249 3 55 — 3£ 4 =K
BINEA L], AR CP EREHL A HZ# ., CP rp [w) BE A -4 & 2% B Fl 3R 05 0 F A9 B 2
EMEEEZTAHEF) .,

9.3.1 BUBFREMHE

EX 96 En=pg,p.q N KER A 2« Z, WRFEE yEZL G 2=y"
mod n*, | = A n? B n IWF A,

5138 9-1

(1D n KEREBHES C BZ. HI—1BH o) K FEE TR/

2) B—tn KBRz An MR HEPERE—-DTHNF n;

3) AT 1MW n KB AIA+n)=1+tn( mod n*)(t=0,1,,n—1);

(4) ME—w€Z} ,w™=1 mod n* , HH,A Zn BWFEXEKRBEAOHFEE,

ERA (D) ®z,2,€C.MHFE y,,y. €2, 18 2,=y} mod n*,2z,=y} mod n?,
BAy: ' €2 yiy: €25 Tl z12:'=(y,5:')" mod n* €C,FFLA C BZ. 0 F 8.
N y(y<n)iE z=y" mod n* W .4 y+tn(t=0,,n—1D#EE 2=y" mod n* #Y
fift XA A

(y+tn)"=y"+ny" 'tn=y"+y" 'tn*=y" mod n*=z
il Chi—nEAn ™R,
1 1

I ST SIPISTE S S N | DU 1 T -vug
|c|—n|znz|—n¢(n> o (1 Pj(l q)—(p D(g—D=g¢(n)

e 25/



Eeeasssssmmm 5 0 F TIiEHE4A

(2) EDOMWIEMHPER,

(3) ZiE(1+tm)"=1+tn*+++=1 mod n*,

(4) BH w'=1 mod n,w*=1+tn,t HENELH.

w*=(1+tn)"=1+tn*+--=1 mod n?, (5|3 9-1 EE)

BRRRE AL R E M ERIE R 2* B0 KEIRS 2 WIEF &, H CR(2JFER.

CR(n JRHEHLEBPAR: ® z,=y] mod n*,2z, =y mod n* , P4 z.=(y,y7"' )"z,
mod n® . FFLAMNSR = B n WHEIA W 2, R » RELBMEER N LAEREZTRF
Hriw.,

5 T B 2 00 H05E ), K0 5E A ORI AR At 2 R XERY .

BHE CR»]JEEMER.

XM R O 3| E S BURE B 4 25 BUi% DCRA (Decisional Composite Residuosity
Assumption) . H THEVL A H 2%, DCRA 898 S EUKE T » BIEEE,

9.3.2 AHERMEAENTE

Weg€Z: ¢, BUNTE SCHRERE K.
Z,XZ; L
l(r,y)l——)g" » y" mod n*
513 9-2 iR g MM En MAEZTAE, W ¢, B,
iERR HWH|Z, XZ |=|Z: | =neG) T RAGEH ¢, RS,
Big g= yi=g“ y3 mod n® , PB4 g2 1 » (&)"El mod n®, B 1 FBTHC A K7, i

Y1

513 9-1(4),18 g*» =1 mod »* , Ak FHord,: g |A(z,—2 ), #T n|A(z,—2,), X
MY n=pg B, QAm)=1,Fll nl(z,—21)e B 212, €Z,, |z2—2: | <n,Fld z, =

X320 glz—xl . (&) =] mOd nz NI%J[&) El mOd nzalﬂi_ﬁllﬂ 9'1(3)1& n2 —Fﬁ'&ﬁ
Vi Yi

| WIRTEZ, FRWE—, 0 1, BT EZ; L,z—2=1,au yi=ys. B, BIE,

(513 9-2 JEE)

W B,CZ:RRH N ne WIXEMBWBMES B £x B, WIFE, HA,a=1,-,2,

EX9T RgEBMFwEZ, MRFEYEL, HB¢, (x,y)=w,WFFz€Z K
wRkF g Bn KEKGCNE[w]].

5| E 9-3

(D) [[w]l,=0 HHY w B8 n® 8 n WER;

(2) Xd"fjt.%' Wi sWy EZ,,.z ’ﬁ[[wleJ:]gE[[u'l]]K +[[w2]]g mod n »EDX-T:F&EH‘J
gEB, M w[[w]], BMZ:,XOB(Z,, H)MREZE,

AERA  F AR R R, BE 2

Bl w€Z: 3R [w]ll, FRAEN g 19 n WRIAKIHKWE,RRH Class[n,g .

S|® 9-4 Class[n,g | XF w€Z ZFHLE HAK,

mmm 250 me—



mm AARAFAF(E 5K —

ERR Xt F Class[n g JE—EB| w€E€Z HEZ, E¥ SN o .p (BEZ, BIHE
KR ZEH) ME w'=wgf mod n* U wE€EZ KA LW w €Z, ., KK
[[w']], B EH [ [w]]l,=[[w']], —a mod n. (5] 9-4 IFEE)

51 9-5 Class[n.g]%TF g € B RMIHLE 410, B

SHEH g,,g.€B,Class[n.,g, |=Class[n,g,]
Ho ,f55 P, =P, KA W P, 1 P, 7£ 2 5 X i 6] A 554 .

iERl BHMw€Z..g,€B,. FHE y,€Z, B w=gl™ « y1, RIHEXHTF g,.

g, EB T v, €Z; ,go =gl o y1, 18 =gl LMy o (yllwlls, oy )0
[CwTl,, =Chmdls (e, 10, med 2 (9-3)
B [[w]],, ATSR[[w]], +BrLh Class[n, g, J<Class[n.g,].

Fille, 11, =1.% w=g, RALw]],, =(Cw]],, [[g,T;, mod %8
[Cg, T0., [Ce, 11, =1 mod . B [[g, 11, = (L&, 15 » CCewT0,, =CCw]l,, (1050
mod n., BTl Class(n,g, |<Class[n.g, . (5|3 9-5 jEE)

5138 9-5 LB Class[n,g I ERHS g X, AT HEEBIUKE F » iHE
m] &,
EX 98 M Class[n JMEHHTHAEBERALNE, MEM wEZ., g €B,if
Fl[wll,

WS, ={u<n®lu=1mod n}, 7EH LELRKEL T

u—1

E— u €S, .L(u)=T

BREBL RREM.,
5l 9-6 M{E—w€Z.,L(w" mod n*)=A [[w]],+, mod n.
iERA BERN1+2E€B,UGFEM —B(a,b)EZ, XZ,,#18 w=Q+n)b" mod
L Bla=[[w]]in. HHFIH 3-1(4),6™ =1 mod n°, Flh w* =(1+n)“b*=1-+ain
mod »?,L (w* mod n?)=3a=A [[w]]+, mod n, (513 9-6 FE)
EH 9-4 Class[n]<Fact[n],
iERR BEX[[g])i.=[[1+n]];" mod n ZAHAY, B 512 9-6 AT L (g* mod
n)=A[[gl)i+, mod n A, BEH n BHEFHMOIRKA B9E., A S FEEN gEB
MweZ /L8,
L(w' mod n*) A [[w]li _ [[w]lim
L(g* mod n*) A [[Lgll. [Lellin
He, wg— £ mR0O-DF. CGEPE 9-4 JF5)
I RSA[n,e JRARRKE n B e KR, BIEH w=y" modn.,K y,
T 9-5 Class[n |<RSA[n,n].
UERR 7B 9-5 Al A1, Class[n,g JX T g€B EHALAHARK,H 1+n€B, Hik,
HZER . Class[n,14+n |<RSA[n.n].
BiZETF A GEf# RSA[n . n ], N FAEN w€Z. ANBHRER x€Z, #15
w=(1+n)y" mod n*, H{(1+n)*=1 mod n,# w=y" mod n, A HILFAIRKH y,#H—
s 256 s—

= [[w]]; mod n (9-4)



e i R F9F TiEH X4

A F AR x:%=(1+n)"51+rn mod n°, (CEF 9-5 iEHe)

EHE 9-6 ¥ D-Class[n /25 Class[n [#H XM HFERE,PEMwEZ, ,gEB M

2€Z, HE 2 BREBEFF[[w]ll, . AT HEXRERL :
CR[n]=D-Class[ n J<Class[n ]

iERR AR ESEM LT B A S . D-Class[ n |<=Class[n | B8k .

FHEiEM CR 7 ]=D-Class[n |.

“S"BEMwEZ g €EBMAEZ, BHM x» BREFF[[w]l, BNHIK » BEWHE
w=g* * y" mod n’ .M HHIW wg “=y" mod n*, EHEIWf wg " mod n® BREAE T
B on WHIA. FTLAELTF A FZREMRD CRa | n) 8, S BEME P D-Class[» ][a] &,

“<=" BIHEE BT A BBf# D-Class[a ]/m) 8, W GBS FIE w BEHNn KEIR.

EW g€EB K (g w,z=0% A, A iEfi# D-Class[n |[a]Z, Bf 6B 2| BT 2 & [[w]], =
=0, WMHEE, ANBE w R KER., ENw S22 KER. (GEH 9-6 UEEE)

F9-1 RUESLRM/DG.

®9-1 S55¥WHEXHE#EEBR

[ R
Fact[n ] G3HE n
RSA[2 e B8 w=y* mod n.K y
Class[n ] B w=g* * y" mod n*,3K x
D-Class[ 7] B wEZ: . gEBMzEZ, HE » BREST[[w]l,
CR[n] M wE€Zyh JIMREEFEE yEZ, 18 w=y" mod n*
BNZEMBEZAXREN

CR[n ]=D-Class[ n ]<Class[ n |<RSA[n ,n |<Fact[n ]

Hp, B8 T 7E D-Class[n J#1 CRn JZ [8] 77 75 55 #r 36 F A1, HoAth [n) B 2 ) & 75 77 78 55 4 ¢
RIEFFEREE

B ATEER & BOR T 4% 28 [n) 0 A #8E R 22 70 = A ) 3832, B Class[n 2 IR X
5] B .

X — 5 AR it B S B 4 26 {8 1% (Computational Composite Residuosity Assumption,
CCRA)., EWBEHL A IHA MBIk H CCRA MAMMEUKE T » 8. BR. BN
DCRA R IE#i#, 84 CCRA LR IE#E ., B2k, MRE AT R,

933 ETAUFHRELRAHNBMEMET R

LR 7 R W FRA Paillier HE 1.,
AR
KeyGen(x) :
n=pq;
e 267 w—



mm AAESFE (R 5K e—

g<xB iR (L(g" mod n®),n)=1;
pk=(n,g)sk=(p.q) (B sk=21).
R HH . M<<n) .
E(M):
r<gi{ly=-yn};
it g™r" mod n’.
fife R (o, CT<<n®) .
D (CT).
L(CT" mod n*)
L (g’ mod n*)
Paillier 77 58 1 f) IE W24 2 B 9-4 IEMA L B h X (-2 4 i . I sRBOUR HI A (5§
BT n BIEFOMERBETTARIBE T RE R T Class[n R FXER .
EIL 9-7 Paillier HE 1 ZH W2 H{LY Class[» | R EHER .,
iERR Rl W SO SCRP 2 Class[n J[R] 8,
B 9-8 Paillier HE 1 Bifi XL 2H Y HAY CRL» R B XER .
iERR  FaE: RGE. B M, M, EAEMEHHEE.C BHP -G MO WE
XLEIC =g" « r" mod 2, HIL C" g ™ =r" mod n®> & n KFH,MC" g M7=
g™ M=t mod n® B n WAER A, FULETFREW X 4 C XA A~ H S BERE X 4 n IR
FlgMn KRR, 5 CRLn JREHER T E .
VBRI IEB A . (GEH 9-8 IEE)

9.3.4 ETHHFRREEFAYEEMKETER
LT A RRZ L) B W T B B4 Paillier 75K 2.

mod n=M.

WA AR
[l 9.3.3 WHY A=t #2
R G M <a®) .
E, (M),
M=M,+nM,;

Wit g™ M?% mod n®,
He ,M=M,+nM, B¥ M 2 BHF54S4 M, M, (Fa0, 7] HKJLEBZERE
i L #E P, CT<<n®) .
D, (CT) .
__L(CT" mod n*)
L(g* mod n*)
¢'=CT g™ mod n;
M,=(")" "™ mod n;
BE M=M,+nM,.
HREIEMHYE . BESRPME 1283 M, =M mod»,% 2 B E i M? mod n,
e 258 s
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mod n;



R %9?— ’Tﬂ’-ﬂfl-ké} =]

FILRATHHN e=n 19 RSA % . B 5 — L EAH I FLHE M

FHR2AHEHRERT ¢, BRIV, BEROKEITRE 2 BHETF,

EIE 9-9 Paillier HE 2 ZH A9 HALY RSA[n.n |2 HHER .

WERR  FE . A TERIE R RSALn on | HZ 3| Paillier 7K 2,817 RSA[n,
n |2 AT %09, U Paillier 5 2 RAIRWA . %58 F A o7 % RSA[n,n ] /a8, W AT f#%

Class[n ][, A 1 CT=g" M3 mod n’ 8 M, &%EME mod 7%, B RSA[#n.n]

alfi# A B M3 mod »n® A[{8 M, .

DB HEMAUE R Paillier 7E 2 HA P RSA[n.n ], Bl # Paillier 5% 2
AR A RSA[n on JRATHA ., BT AEH w=y) mod n, LHFFERK yo. X
W A AR Paillier 7% 2 (LB A0SR 2.y Ka.b flifF w=g* «y" modn* & 1+
n=g* «b" mod n*, # x, & n PHEL.NMA -+ =1+2,n=1 mod n?.

=yi=1+n)* oy =_(g"b" )" yi =g (b y, )" =g o™i (g*=odmp=o 5 )" mod n?
Hr 8 4 NERH ax, = (axodiva)dn+ax, mod n 18 ,div BREEER,

A ¢, BWH, L axe mod n =z, g“o™p% y, =y, xo=x(a ' mod n),y, =
y (g% mpro) ' Bl A B3R v, GEHE 9-9 IEEE)

EE: B¢, 9E, Paillier 7€ 22K M, €2 , EM,¢Z ,FF M, 5n REF%,
THE2FH M, mod n=0,FELA ;XA HM, HBAFTTHALSMn, Ek Paillier &
R2ARBARMENT n 64420 &,

BFEEL: Hh:N{0,1"CZ. RmMAHERBATUBAMTFHRFEL TE:

REHEM, BREHTHEL G s2)H

LCh(M)* d n®) ;
5= ! . L .,n mod n. s, =(h(M)g )" ™¥* mod n
L(g* mod n*)

LT o lz(M):ig"s" mod n®,
Hit CGEM 9-9 ZHER) ERVLE S LR F, R RSA[n.n R E MR, IBAZ
BATREENHEEFEHEEE T . EFEEAThER.

9.3.5 Paillier EWEASHIER
Paillier %% & 456 T BA7 BEAL B 0 A 40 6 A I F A% .

1. hniE B 25
N KRB M g"r" mod n* #EZ, EREA ML, WIHEE M, M, €Z, {EELEN,
PATF %5 0RO
D(E(M,)E(M;) mod n*)=M,+M, mod n
D(E(M)* mod n*)=kiM mod n
D(E(M)g™: mod n?)=M,+M, mod n
D(E(M )" mod n*)

=M,M, mod n
D(E(M,;)™ mod n?)

w250 =



e AAFAF(FH 5K eeeess—

X LEVE A TR TTPRANE 7 R BT KED B ER BT REK WIS
TR EE .

2. EME .

BEH—NAHEME HEED) ,EINE RE(re-encryption) B8 E H(E . D) —1 %
LCT,EARKAE CT XA CHWATR T CT NS —H X CT ,£aH CT' =
RE(CT,r,pk), H ., pk BA T4 .- RREHLE.

Paillier % % 7 400 23X — ¥ % .

SE— MEZ,MrEN,E(M)=E(M)E()=EM)r" mod n*, Bt D(E(M)r"
mod n*)=M

R . Cramer-Shoup B8 & %

9.4.1 Cramer-Shoup % 3 & 4t B9 & A& 4§l

WG R A KER ¢ W, g1 g, GMWAMT, WXHERHGHITE. . HHER
A R BCRHAE B R M A RIZ, P ICE . Cramer-Shoup B RGEGE R DT .
FHTELBELPHERAERBES) .
KeyGen(x) :
g1:82%r G
T1sX2sYV19Y29%1922% R Ly
c=gi'gyd=gl gt h=glg;;
H<—y H;
sk=(x,,22,¥1:¥2+21522)pk=(g1,82+¢-dh  H).
mELRGHAP MEG),
E (M)
re+r Z;s
ur=giru,=ghre=h'M,a=Hu,,us,e),v=c'd™;

ﬁtﬂ(ul sy € »T s

R
Dsk(u“uz ,EQ'U):
a=H (u,yus+e);
WIS wpr e ey R L AR
1 2"
FERWIE M.

EH ul:gI,uZZgé Ej'aa] uilu;.;z :g?"g;?"‘ :eru';"ll‘zyz =dr° Fﬁu

+yia_ sty
1 1 uz?

ui Nt =yTtuzt (utudr ) =c'd"=v



B iF % 3R ST Kﬁlﬂau;.u;zzh'.}%uu:fu:, =,§=M,
1 i

FRTCAXRNG PHITRRE T HROMAEE. MRAFHSCRETKE L
R e DT RAY N G E T,

9.4.2 Cramer-Shoup % 3 & %t 1) & £ 14 1E BH

We.=gV Mh=giptvr=g7, BB upupr =g gr=gi "™ =n", BN
BRI (uy ) BRUBHEH 2" =2, twz, AT h=g; 1 ElGamal i35 ¥ XHH 8
m BIIN#E . h 9.1.1 %1, 7 DDH &% F ElGamal il % 5 ¥ & IND-CPA &£/, ff LA
Cramer-Shoup # 3 R G th B IND-CPAZ £ 8. % XY (u, o) W T 548 8 S B K
5, DAB 1k 8CF Al ad n % Bk O A O % S, I R8T IND-CCA2H &2, &
LM RESTIT,

TR ZEWET 9.1.1 WA HY Diffie-Hellman ¥ 2 ¥R % (F# & DDH &%),
DDH BRi% i 75 —Fhfifi ik . A 2000 3B ) 59 35 32 BB 98 X 4 DA PS40 A

o BENLVUIC R=C(g, s u1 u;) EG' W7 ;

* WIBH D=(g1sg:u,»u)EG' KW ,u, =gl u, =g, r<xZ,.

WRonE R MM ES . Pouie D RWES.

EE9-10 HWARK H ZPiniE, #G L& DDH B a7, W Cramer-Shoup
FWHARSE O 2 IND-CCA2 421,

BAASR UL, BORFFE—1 IND-CCA2 & F A UL e (o) B H B Cramer-Shoup H 15
A5 0. 2—EFE—TFF BLL

1
AdviPH (x)%?e (k)

B4t # % ¥ DDH fRi% .
MERE  FHEEM Cramer-Shoup %% & 48 0l H25 %] DDH &% .
WHF BEMMWITH T=C(g,, g2+ u1» u)EG',LL AT Cramer-Shoup HH &
GOEN TR, BFRRHE TERwER TE Py, FBRMTF .
Expiis™(T):
T1sX2s¥19Y2921922rZy H< H;
c=gi'g3 d=gl' g h=gi'gys
sk=(x,,x3+,¥1+¥2121+22) Pk=(g1+82+¢c+dh  H).
(M s M)A (pk) , i [M, | =M, |;
B<ri{0,1}se=uiruppMysa=H (u,uz e) yv=uj " ujtse,
C"=(uisuzsesv);
B a=ADRC YR C" )3
sk g =R, MR [ 1 ;75 W& [E 0.
HHP,Dyvcr (DOFRREFAEI C* il Dy(+). MBRExpESSM(T)=1,BINATE
Pon. WRExpFE™ (T)=0,BikH TE Rou.
A IRRE X NEZELSE o HREL

s 207 m—



mmm AARAFAF(E 5K  S——

Adv§PEN (o) =

Py =1

B AL # E X R Advi™ () =

AdviTi™ (),

Bis 9-5 WH (g gos urs ur) € Py, M B AL RESERT,

ER (s gos )y u2) EPry s WEH u, =g Mlu,=g5. uituzr=c yu]'uyr =d’
Mupup=h" L BXEEMNE M (g, g, cod h H)ARITAMFERE e=Mhr",
v=c"d" Lh(x Xy ay1sy202102:) NIRRT IETRE B OEMIET&EN.

(W5 9-5EE)

BWiE 96 WHRG . gos urs u) € Ry W A FE L RBHL b i 0 352 7T 2081 .

iE ZEEHD TS SR,

s 9-6' (g g20 urs uo) € Roult, B LA AT 2200 i HE 3 46 48 BT A A TERU% 3.

iERl EEMEH (. vx0y,,y) EZ) L BOEETF A WA ER AR EE S, 0Tk
log,, (c).log, (d)PA Klog, (v), B4 A ATMAFFH g s g2-c.d s h s H) FHE AR %
(uysuyse,v) EILITF H A

B 1
Pr[Exp},’_’,&‘A“(T):‘l]—?] o B AR AdvEPH (k) =

loggl(c)=.rl+w:rz (9-5)
log, (d) =y, +wy: (9-6)
logx1 (v) =rx,+wryx, tar,y, +awr;y; (9-7)

H,w=log,, (g2).

BB FRE T —DEBE L (uulse’ 0 )F (uiyusre,v), XB w' =gt ,ub=
g;z s Frasa =H (uysusse’ ),

T 4 3 FhE AL R THE .

B 1, (ulsuzse’)=Cuysusre) . B o' =a {0 o' Fo, HL BRIE4L,

0 2, Cutsuyse’ ) (uy suyve) s H o' =a.

50 A oR B0 B Al 48V OF S

T 3, Cuysusre’ )E(uysuyve) H o' #a,

IeAt B R4, /I A AT 5 — T R

log,, (v)) =riz, +wrx;, tariy, tawry, (9-8)
ES |
1 w 0 0
0 0 1 w ] , o ,
det =w?(r,—r)(rs—r)(a—a )F0
ri wrs, ar; awr;

ry WwWr: ar; awr:
LA R4 (9-5) ,(9-6) . (9-7) . (9-8) A MfE— i , B A RISR B (2 v x2 s y10y2) e
BT LABDGE A A JCBR 33 RE A, fl 42 38 oAk Y % SCRETR B 252 A BERR R AT 20N Y
(W& 9-6"IFE5)
Wi s 9-6" A 7EBLT R B 4R 46 T A 19 TR0 S, W A A9 SR AT 28 Y
o 262 wme



iER EEBFH (2, 2)EZANMNAFHH (g vgorcod h HYBIL KT (2,52,)
B 7R (3R IBE A B ERA TR RE S
logk (h) =2z, +wz: (9-9)
W B UR A BT L (ulsusse’ o) METF W) (uy)e=gingiz=h" ,A il
ol susse’ o ) BBI TR rlog, (h)=r'z,+r'wz, IRK9-9)., HEEHFR/IIX
3:(21'22)34,]%5{%:@”
7E B BBk 3wy sz se s 0) LA e=yMg oy =uus s LSBT RN
loggl (7)=r(z, +wz,) (9-10)
BARKO-OMKO-10) RLET KM, X AR y BYEGAH ., BAEDH, e=
YM, By XM, B —k—% A 0 g &5ELRILE .
(W& 9-6"IE5) (Wi & 9-6 IEEE)
ﬁgﬁ:D*ﬂRﬁ%u%ﬁ‘%ﬂ:(gn g2+ Uy uz)E'PnH*ﬂ(gn 2y Uy us) € Rou o

H A RS R WS 9-5. 875 9-6.18 PrLB’=B|D]—%’:E(k), PrEB’=ﬂIR]—% =

negl(k) . HH negl(k) &0 ZWEH, ArLL
Pr[f’ =B]=Pr[D]P:[f =g | D]+ Pr[RIPr[f =34 | R]
1

1 1 1 1 1
1 =
=3 (2 _e(x))+ 5 (2 :i:negl(/c)) 7+ zs(lc)+ 2negl(x)

AdviE ¥ (k) =

Pr[ g’ ,B]——‘ —|e(x):tnegl(x)| ’%E(K)

B B IR Ady® DH(x)fv%e(x) (EFE 9-10 iEEE)

| _. RSA-FDH £ &/ E

95.1 RSAZZAE

BATROERMEN 7.1 9, i XL E X 9-9.

EX 99 —/MEZ TR (SigGen, Sig, Ver) FR b 7 1E I v 1% #1H B B0t T BA FE M
An] th & ¥ (Existential Unforgeability Against Adaptive Chosen Messages Attacks,
EUF-CMA), i fk A EUF-CMA % 4, S Xt 20 X A A 6 1 &8 F A LT iR
R P 3 2 T 22 W Y

Exp&iia (k) :
(vk,sk)<SigGen(x) ;
(M ,0)< A% (vk); |
®Q EAR A UM & LM H L Siga (DMHEBES
MR Very (M ,o)=True H M &Q,i&[[] 1; 7 W& [ 0,
Hor, A a] 23050 08 R U 6] 4 2 1 5 PLSiga (+) .
263 m—



mmm AAEAF(E 5K ——

A MR HE LR . AdvES ()= | Pr[Exp&iiy () =1]],
RSA fERMFERZEW 4.3 7, RSA I TEATEW 7.1.2 9, BRI T .
TP
GenRSA (k) .

p -q<GenPrime(k);

n=pq.pn)=(p—10@—1);

1 e R 1<e<p(n)H ged(p(n),e)=1;

HHE R d-e=1 mod ¢(n)

pk=(n,e) ,sk=(n,d).

Siga (M) :
=M mod n.
55k«
Ver, (M,o) :

MR 6 =M mod n &[] True; & MK [[] False.
{B RSA £ & & HI A & EUF-CMA %44, & EUF ¥k T .
(D MEAB B, PEiRE L RGEHE X ph= (e vn)sk=(d n) Hf pk RIEHEF

A HIRHE sk,

(2) BrE 1C&ELAMED . A BITEA TR ZI ¢=q Ge) A FUE R .
ABRZ M,  HPREDSM, =r « M, PEEITH s.=M?! mod n(i=1,--+,@) IR FEIH A,

(3) Hih. Aﬁ!ﬁﬂj(M,c:):cM,"T’),lﬁﬁg 51 =(r*M)* mod n=rM? mod n, B A

i—IEM“’ mod n, Bl A M WZEHL. M AHIMAERE 1 HVer,,(M,6)=True.

9.5.2 RSA-FDH & F E£/#iA

RSA % 2 75 R BE 02 51, 005808 A oR BORO B ) O BE AR B9 Ee e R BE
A2 L R IZ0 A5 oA 4Rk 4 W A5 iR 8 (Full Domain Hash, FDH), fii F 42 3 W4 75 o8 3%
i) RSA %4 7 R, i h RSA-FDH &4 7 R EE N RN BBGE T RAFERESR
A thiEd: , B EUF-CMA %41,

FROALAIDWMTF .
& GenRSA g, WE H: (0,1} —={0,1}* ,x A EESH,
FHrEE TR,
SignGen(x) :
(n,e,d)<GenRSA(k);
pk=(n.e);
sk=(n.,d).

ZEHIBRGAF ME{0,1}7):



 eessessssm F 0¥ TIEY XL w—

Siga (M) :
h=HWM);
HiA o=h" mod n.
WUk 2 .
Ver, (M,o):
h=HM);

R o =h mod n 1R [A] True; & N|1& [ False.

EIE9-11 ¥ H B—AFHPLf S L. R 5 GenRSA M) RSA (7] £ & FH #E
(W 9.2.1 45, 0] RSA-FDH 7 £ & EUF-CMA %4/,

HARS 3, IR FEE— EUF-CMA #F A D e (o) L # IR RSA-FDH £, A
BREZHAT qu K H WW,IBL—EFE—TTTF BEDLU

e(k)
€q n
(B B A% DR RSA [, b e 2 H A EYIK.

iERA 11 /) EUF JExEF .

(1) kiR F 24T GenRSA )1 E| (nyed) , BB —BEVL RS H, #F A BRI AFF
Hnye),

(2) #F AT LA BkiR & #A H - ) MXHEBAEL .Y ABERBEE M &2,
ek E M AREl o=H (M)? mod n.

(3) A#th—X(M,0), A ZRTRAERTHEE M %% . R =HW) modn,
- e i

T IERA RSA-FDH £ 0] HZ 8| RSA [a) 5,

HFEBEH e,y ), Hp,y" BZ EHSREHILA. L A(Kd RSA-FDH %)
R FRE, HFFRHE ()T mod n,

hT: BEREIRED 0,18 o=y mod n,Ml|l 6=(y" )+ mod n. H o=y mod n
L&y BREMNMHE M BOBRHREE N o AXMHEMES., M) HEHTF A4t HE
HDOH B4 ,BANE HM)=y" , BTEK v BUSFEAHE BB # B IEARHIE A X
MHB A E I EE 4 FTRL B EOEI A (958 ; W H RIS A RA KNSR .

R T A B R — e B

(1) AAREXF H M) %K F A [E 8 [ ;

(2) R AFHRBEEM H—TEL,WEZRC&RME HM) ;

(3) E ARt M, MEZAEZLHARTE HM),

= ESPUR (1 A

(1) BEAFHH, )% A HEPLERE j < {1, qnt. j & BR—THME: A
FI5E 7 WK H R A AR g R,

(2) H fm (Z#4T gu ). BEESL— H™  Wi{AZ, TREER N =ITTHWM,,
Gisy:) R BEAIEE HM)=y,,0i=y, mod n, %4 A K% : Wiy G F{E R
M )R, B FZWTF .

o WMEi=;,&E y*,

Advi? (k)=

s 200w



mmm AARFAF(ESK) —

o B, —PFEYLE 0.« Z, s HHH vy, =0 mod n, LA y, 1E R XZ ) [A] #5725
HERPHEM, 0..y.).

(3) BLAMFP(BEZHT qn BO. HABFBRHEEMMB—1TER0, & HEM=
M, M, £7R%: WK H R BIEHRE. B FEEZifRE .

o WS iFE M H -4 =1xHM, ,0,.y.),&F o,

o MR i=; ik,

() . At (M,o) . W M#=M, Bl EWWE M=M, Hs*=y" mod
n, U Biit o.

BiE 97 ZELEERED,E BAPW, N BAEMREESEN.,

iERR 4 B AW IE#fET, A 75 iR 1324 v i W0 5 O A S 0k o i R P R TR A
B, XEHEN

(1) AW gu K H (0] i B — 30 A2 FH Bl AL 18 3% 51 25 1) -

o XfM; WIRER y " RNER K,y BZ, PHASHHY.

o XM, GFHBAIMZEH v.=0! mod n RKNE/,H,0, RNZ, hHEREHLE

WK,y #Z, PRSI SHB .

FEESSHEHP H g VLA S YL, BTLL A 19 H ) [a] &Y 5 & B 52 X0 /Y 6
e AP iR

(2) AX M, GFj)HNZEZMRERKNE o, W2 of mod n=y,=H (M,) mod n,
AR,

Frih AZE ERBAHHIE S HAELLICEHMWERF 270, B B AR5
&1, (W& 9-7 iEER)

A BRI ZIESRM, B ARt — 0, W B B T 45 €1 RSA L#, X 2 H
Heo'=y" modn,oc BIN(y" )+ mod .,

BHEMIIH AT 3 NHFRE,

E,: BT A 8% 4 1 8] o A o i

E,: AFPE—-TARAHEL-ZBAM(M.0);

E;: E; REH M MM =TCHM, 0,y )P Fhri=j.

Pr[Elj‘—‘(l—qi)qH y,Pr[E, |E, J=¢ (), i Pr[E; |E,E;]=Pr[i=] |E11‘:g:]=qi°

H H

Bl B #AE 4 Y PrlE,E, 1= Pr[E, 1Pt[E. | E, 1Pt[E, | E\Ea] = (1—%)” qieocm
H H

—l—s(lc).,

H

(GEH 9-11 yFE)
9.5.3 RSA-FDH % & 77 EHy i

Xt 07 R AR IR AR AR ROR ER 9-12 SR T MR IHY,
EE9-12 W H Z—THHLW S L, RS GenRSA MK H) RSA [a] 2 X /9,
s 266 wm—



| ESEESSSSESE % 9% ‘Tﬁ%—ifé P

M| RSA-FDH # £ & EUF-CMA &£,
B R AE— EUF-CMA B F A DL e (o) BB RSA-FDH %, A
B ZHIT qn W H N q, WEZ KNI L—EGFE—TTF B, EZPLU

Advis ()=
€q

f 0 S fife ke RSA i),

ER HAAERBEMSIT .

(1) BEATFH e84 A,

(2) H f (R #iT qn ). BES— H™ , 98 %, u XA K UcH M, ,
O vyisc:) RRm BEARE HM,)=y,,0:=y, mod n, 2 A K& — M)A (& A {E
% MOBE,B [EZ T . '

O WME HFEEFES M MNRET(M, 0,5y .¢,) WL y,

@ FHN,BFHLERE— 1 ¢, <2 (0,1} FF& Prlc, =0]=68( B@{Eﬁ?%).

o WMB c,=0,8H y",

o BN, —DBEVE 0. <k Z,) iR yv.=0¢ mod n, Lk y, YERIZ ] §FRE,

HAERPIEEM, 0,0y,

(3) BHBMPIREZHITq, YO. YAHERBEEM W—1EL0,BE H™ &N
(M, 0, sy:s¢;) 818 M, =M,

o MR e, 0, R M o,

o IR ¢, =0, M i,

(4) B, AR (M,o)., BE H* PR M SR ITGH (Mo, y.e), R ¢ #
0,BHW; &N BHiH o

EERBA B e, R BB, ¢, =0 X R AU CH TR M 2 A RAZEhE
LM E o, TEWTTHM, vo. 4y, ,ci)':i?E‘Jf’EH?EJE%—AWR%’h

BERIIHLLT 3 N E.

E,: B7E A (%84 ) oA o i

E,: APFEE—DERBTEE- B85 (M, 0);

Es: E; REH M MR METH M, 0,y,c0)F c=0,

Pr[E,]=(1—8)% ,Pt[E, |E,]=¢ (&), i Pr(E; |E\E,]=Pr[¢c=0|E,E,]=8, FF
DL B AL fY 43R R Pr[E1E3:|=Pr[E 1Pt[E, |E,]Pr[E; |E\E,]=(1—8)“ed, ¥

(=3yved B & 0L AR th 5= — A, (=) ed KBLRA. BA NN &)

e(x)
e\q.\ o

)

(GEFE 9-12 HEES)

U)o 20 e 912 WL M 911 FOHAE,

HH q.<qu vﬁ}?u

H



e AR EFEF(FH SR

_ BLSEZEZF X

RSA #l DSA BB % MBS 4 K (B = F 0% 4 KBt K. 6% 6 i — A4
1024 AR K BRI RT , RSA I Z KR 1024 4%, DSA 94 4 K B h 320 H4F, DSA
6 M6 1 22 1 9 52 B2 4% I B 2 320 Ho%, 320 PEARHOZE & X F A T4 AR A K
T. A¥A 4 BLS AL RIOEHKE KA R 170 iE B EH% 245 DSA 320
B K 2 45 1 % 4 R ML

96.1 BLSEZXZAERMETHRZMRIEZ

BLS &%/ RINE 2R T IEIAFe kB Ly COH [a) B i PR MR % .

WG =(g) BH NRE ¢ IR, ¢ £CG HIAEMIT.

G E RS e I NEER: X Fab€EZ, Hé(g . g")=e(g.g)*".

DDH 8@ 5% —Fh ik . BHMITH D=(g, g u»u) EG, K, g,.g. HG
BTG u =g u:=g%(a,fEZ,) FINZE a=8.

R =R, MFRMICH D= (g, g2+u, u:)A DH PUICH.,

MG ER W& mien A S M@k DDH M @8. EHM D=(g,,g.su,su,) €
G*,

a=pR=e(g u)=e(g,u;)

CDH . EM D=(g.,g" -h)EG* , i 5 h".

ARG L DDH [a] @2 % 5 1, {2 CDH (] 812 K ME 89 , G B FR 18] BRAE .

. AUYG REHF R 2% o S BFEr e A T i, N 458G L% DDH [ #8748
/&% ;&N ,G kY DDH [alg@{52 F MR, W 9.1.1 45,

9.6.2 BLSEZEZARHIR

WG REBRRE,H: (0,1} ~G REHM A& K.
FBHTELRE.

SignGen(x) :
x<r Z,;
y=g" €G;

sk=z,pk=jy.
BHEEGAFP ME(0,1}7):

Siga (M) .
h=HM);
fitho=h"€G.

WKUEL 2 .
2068 m—



v Fo9F TiEHAEZ4LS mmm

Very(M,o) :
h=H(M);
ME (g hyy,0)k DH UITH , &[] True; & WK [B] False,
EHE9-13 ®H RB—-THUL@SIL, ARG 22— HE PR, W BLS K& % H R Sig
£ EUF-CMA &£/,
HEKRUBEHFFE— EUF-CMA BF A e W RRBELZELZ TR AERZE
#AT qu WK H W) B2 —EFE—NTHF B ELL
e(x)

€q n

Advi™ (k) =

B # g vk CDH [a) /3.

iERA  Sig i EUF #i#%k 5 RSA-FDH i) EUF xR 264,

THEER BLS &2 7 R HARBEG LY CDH [a &,

HFEBEH (g u=g" h), LA AGKTE BLS EEZ HFOENFBRE, B &itE re.

5 RSA-FDH # A , 8%

(1) A AR2 3t BEHL 5 P& - ¥R [E /9 i A ;

(2) IR AFRKHEEM W—AEL . MEZiicLimbeg HM);

(3) R A (M.o)  MEZFHELAR T HM),

S B u=g° BEHCHWATFH.a IHEHBHEARH o), W ¢ K BXFHE—
HEWEZ BMo=HOM)=h*, P, (M,o)i A thir=4=. Bul¥ r fERE—HBE M,
i) W 75 BRBUME B B IR AR08 A XHBEAN  B b 4 L BT LB RS

SLFRUERA B, B Ay B A S (g o =g ) BRBRER SK L B ASE 3E — D BEDLEL . A
u-g EAATFHRES A,

IEESPuR (1l O

(1D BEBGHAERT ¢ MAFHHu « g €CGREH A KNP r<Z ju-g =g
St R o +r . BEAMBEVLIERE j < (1, qu HMERERN—THENE: A XK
H e %t B A et g5 R . »

(2) H WAl (B E#FT qu W . BEL— H™ . PEHIE,CRER K =TTHWM,,
viab)o M ARESE | KRR GREEERN MOB,B BIEMNT .

@ wmHE H"FEAHR M, MRBETM, .y, .0, LA y, B,

@ B, BREVLIERE 1 b+ Z,,

o R i=; ,WitH y,=hg" €G,

o HILITHE y.=g" €G.

PL v, AE o xd izl o) (4 B 2 IR FE R P AR (M, Ly, 100) .

(3) BRWMREBHT gu W) . HABFBRHEEMBH—ITEEH, R HEM=
M, .M, FAR% i W H #RE#ERNE. BREZNT:

o R iFEVN HHEHE—PN=TCHWM, ,y,,b.),itH o, =(ug )" Lo, NE A,

HH o, =Cug)ti=gti“t” =y Fiblho, NUMFBEH+r SIM, HES.

o IR i=; s,

— 260 m—



) %R%"Fﬂa%’f(% 5R)  n—

O . AR M.o). MR MAM, B R E B b &

%lﬁj} d=y;.:+r>=(hgl., )a+r=ha+rgllJ(u+r)=hahr(ga )blgb,r=h‘.hruh,gh,re

s 9-8 7ELl LR, iR B AN B AR IR &8,

iERA Y4 BAEWERAT, A £E 3R 92 b i 90 B 5 7 B Se ot b i R 1B 2 TR 4 A
. X R

(1) A8 qu R H ] A A 45—~ #B2 F BE LB R 122 6, % M, G=1,,q4) B KL
EWTF .

e Yi=; Ry =hg" €GRNEN,H b, WEEPLEE, My, BG HHSHK.

o Wi RRMy. =g" €EGRNEN,FH vy, HEG PHEHMHEK.

FEEE T, H B RIS S HL. FTLL A B H 3 18] (9 5 25 A LS5 X0 o i
BRI,

(2) AM M, GHDHELRAEBIRRNE, RAAFH w - g =g (A BIRE) AT
SR REH o +r 24K, BTLL A BR824 N & RA K Y FESRBINAFHA
&),
| B A A 7E bR VA 2 v i 40 P 5 H A B S s o A A PR R IR 4 A Y L B B AR LR 52
HH. (& 9-8iFE)

& BRI R IERA, B A St — 4 fhiE, W B BRAES (1) B T 45 %€ B9 CDH £
B, B SEH 9-11 Ay uEB A IE . _ (EH 9-13iFEE)

9.6.3 BLS EEZARLiH—

A RE T F RO RAANME. ER - U AR T —REENHY,
EHE9-14 & H E—AHVLRE UL PG B — PR, N BLS 5% 4 % Sig
& EUF-CMA %4/,
B UL MRIEAFTE—D EUF-CMA 8 F A eGOMMA KB EEL TR A RS
HAT qu W H #] .q, IRELZ WM 4 —EFE—ITETF BELL
elk)

€eq

AdviPH (k)=

RO i s CDH [ i,
WA Mot Ak S 9-12 K40,

9.6.4 BLSEZEZFEMNXNIH_

KT IRBEEL T B RS (L 4.1.12 %)
BEWEEBHFIEW: é: G, XG, =G, K G, .G MG &Ry ¢ BIFE, G, B
G B —NEEBE ¢:G.—~G, 2 ¢(g) =g, HH g, Fl g. HHEG, MG, LiyEE
AMTt. GG E T HREMIEARE, FERESES TRt 88 LBAG, P
LR, RENES.
H # DDH [a] 8 (& ¥ DDH [a] &, fi#X 4 co-DDH MEO M TF:. E%1 g..g5 €
e 270 e



s—— F ) F T LS e—

G:h WP EG, AWM REER a=p, ME a=L,MFHMWITH (g, g%,k ,h")H co-DDH JT4H .
FIHG, X G, SV A: Wt & 7] 75 5 M fifg e co-DDH [A] 8. B (g2.g5 .k h") W
a=p=é(h,gs)=e(h?,g,)

H E# CDH [AE (F & P CDH (7], f#i#% 4 co-CDH MBI T . EH g.,85€G,
EheG ,itH " €G,,

WRG, XG, £ co-DDH [A1 @27 5 i, {2 co-CDH [a)/8 /& F M/, G, X G, 8EFR KR
Ji] B A 4H .

WG XG, M BRHFH H: (0,1} >G E2EM AR, WHFMmFERNT .

™AL .

SigGen(k) :
xR Z,;
y=gi€Gy;
sk=z,pk=y,
BEAABRHP Me{0,1}"):
Sigy (M) :
h=HM)EG,;
Wil o=h"€G,.
B Uk 1 72 .
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D wiRk
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HHH sk, £/RHN sk« IBEGen(ID),
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M D X RS d T REART X BB SWAA K.
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() BYBE 2G5 . T %t 53 A XD B 85 4017 A 360 ) L ME— B R4 2 TD=1D"
AR LABYBE 1 o 17 2 R, 3% — 3 AR T T ST K
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(BPAREL S Z 3F R B B D A b T BEE A AT e P ID WA FH (WA A A1) Bk
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o XD, W A ((ID,C)# D" ,C* )., BEERFLABTEE 1 i kA7 a6 .

(5) AWM, FEFHHRHW R € (0,1}, R B =p, W& F i .

HFEMRBESCHEESE c IR

AdvP A () = Pr[ﬂ’ =R]— %
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‘Bld—AlBEG“““'l" (e )Dz#(D* ,c* () (C . ) .
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#H N IND-ID-CCA &4,

9.7.2 BHASIERETHETSHHEZEBEES

1. BF 75 B & T &Y [ ¥k 5] &

KH5 44 Boneh #1 Franklin #2 i #9) IBE, i #f & BF F %,

1) #E i<k i DDH [a) 5

WG, &—1TW Rk q BRI R #h 2k &/ 58, G, B DDH (Decision Diffie-
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BEOLCE sa.b.c Z, PHIREHLEL.

Fh OUZk 1 e S 154 14 S T O

c=ab mod g=é(P .cP)=é&(aP ,bP)

P AT $ A E c=ab mod q BEWLFEE N HEE (P, cP)=¢é(aP ,bP) R WAL, BT LA
G, " DDH [w] 5 2 faf B .

2) WE £k iy CDH [w) 8

G, (ATh 2 M I3 th 28 | i S5 8E) P 891155 ¥ Diffie- Hellman [A) 8, f # CDH (Computational
Diffie-Hellman) [a] B & 4§ £ 1 P .aP bP .3k abP ., . P G PN TE .a b 2
Z, PHIBELEL,

5G, ' #) DDH [a] AR G, *F i COH [A] A B 51 A SR P B 5 1 A e o PR b 2 475
J2 PR e i) L,

3) BDH [a] @ #1 BDH {f %

TG, H1i# DDH [n) 8 {8 8, I8 4 8k A REH & R MG, % A Hil . BF R M
LRI IET CDH [a) 8 —F R JE Bk b MR 5 DH ]R

TR YE DH [a] 81, & # & BDH (Bilinear Diffie-Hellman) o] 8, 245 45 & (P
aP \bP .cP)(ab,c)EZ; ) it w=¢(P,P)* €G,, Hh, e R — LB, P £
GBI, G, .G, EH A RE ¢ FIPRE, BHE A FIEM Y BDH )8, KR H 2
XA o iR

Pr|A(P.aP .bP .cP)=é(P,P)* | >¢

H Ak 3 A A A Y BDH [a) B, [ itk #T i BDH [n] 82 — A~ Bl Xk [a] &, 3X

#i/& BDH fRi%.

2. BF A R# A
THMHZ, £RFE mod ¢ INEFEFE(0,.q— 1}, TR AERNEEG . HG R
EEG—{O) B O NGHPHRAMITR. HZ RN EBEE.
TR BF J5 82 3A T R, FrA Basicldent,
Lk BRELZH,G R BDH ZHA SR HM LB ER o FAHHR ¢ BHG, .
Gy —MREMEME e : G, XG,~G. Mk . « HXIE ¢ BN, BT LR ¢« b
5 S
1) ¥Rk
Init(k) :
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He,P BG W—NERIT,s (EREHH.H, H, BEANBHRE L2 BREMFERHEL
= 075 ==
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BEE. HEZEHI{0,1}", FEXEEMHAC=G X{0,1}", RE S H params=(q.G,,
GzsésnsP Py H HORAFH, EHH s BEREM.
2) & WO &0 IDAERAFFH, Hph . Me{0,1}")
Epn(M), '
Qpn=H,(ID)EG;
r<x Z;;
CT=(P ,M®H,(g,)).
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4) % (H CT=W,VHYeD
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X R R
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3.BF FRHMEREY

EHE 9-15 7E Basicldent 1, XM A R4 H,  H., ZBEHLIR S L, IR BDH [a) i 7E
g ERMBE FREMER, IB 4 Basicldent & IND-ID-CPA %411,

B R UL, BEAFE— IND-ID-CPA #F A LA e Go) B #HK8 Basicldent 75,
A BZHAT qe >0 WEHRBOAM gy, >0 K H, M, 4 —ERFE—NHKF BEDL

2e (k)
e(1tqelqu,
LA i ¢ A A B A9 BDH [, Hh,e 2 B R XA E.

EHE 9-15 ¥ Basicldent A2 % BDH [A] 85, & T 3F B X AN 0 £, 5& %% Basicldent 1H
A8 — N ER T 5 319 in % 77 & BasicPub, F ¥ BasicPub IH 29 %] BDH [a] /8, I3 £ 19 1%
R BARE .

BasicPub % 7 % E XWF -

D HHTAE

X—EH PR RE A= LWL S E—'.

IBEGen (k) :
(q+G,:G,.8)<g;
P+ Gy
s* gL,y Pow=3sP;
Qu<r Gdp=s5Qn;
% H,:G,—~{0,1}";

Adv% (k) =

e 776 m—



Eeeesssm——— 5 ) F TIiEH KA

params=(q+G,+Gz,én,P,P 4 H,+H;) ,msk=s.
Hi P ZG W —1EMTT, s EAEFEH dulENWEH, H, BB AR, » ZFNE
BHEEBENKE, RESH params=(q,G,,G;,én,P P, ,Quw H,) AT, EHEH s
RIREH .
2) mm#E (WM E6 IDERAFH . Kdh . Me{0,1}")
En(M):
r<gZ,;
CT=(P,M®H,(g;,)).
Kb, gn=6Quw P,w)EG;  ODRFHER.
3) MEHP CT=WU,VED
D, (CT).

& [ VOH, (é(dp,U)).
£ Basicldent H', QMR % FH P 89 B 4 /= A B . T 7E BasicPub H Q42 i AL £ HU )
— T EEE.FEES5HPRSHEX.
B JCiE ] Basicldent #| BasicPub A5y,
SIE9-7 & H, Z2M{0,1}" BIG; BBEHLIEF PL. A £ IND-ID-CPA 3k + DAL
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iEBR  PEER F e d 7 BasicPub %, #F B B BasicPub €. LI A B FBF,
SRRE 9-7 i, P 7% 1 K Basicldent, 7% 2 & BasicPub,
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(1) ¥tatk. PR #FEFT BasicPub PRI HH =L B EAERAFHHA K,u=(¢,G,,
G.sésn 3PP,y sQu Hy) BB EH dip=sQw. BIRBAIH.

THE(2)~(6)4 , B A FPEARE M A BEFT IND Xk,

(2) BH# L.

B % 3% Basicldent /AT K, =(¢+G+G:.é.n,P P, H, H;) % A,

B BasicPub FEIAFFHE H, . BT BA T RME A PR E . FEWE— H, 5
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s MR X, ELEHM, UL H,(X,)=H, N%&,
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R —TER D R EDH 26 (k) /qu, (53 9-8 JIEEE)

SEH 9-15 BOIEM : RAFE— IND-ID-CPA #F A P e (o) B R B B Basicldent
FRABEZHTT qp >0 WHEHRBGAR IR EI H, 2L qu, >0 K,

e(k)

M5 9-7, 477 IND-CPA #F B L Pe, =e(—1+—q—)843ﬁt¥.\55211315z$ BasicPub.
313 0-8, FF1E B BEILE A 2, /qu, =ﬁa-ﬂﬁﬁt§“ﬁ¥§wiﬁiﬂﬁﬁi¢m BDH

[ B (E 3 9-15 HEE)

4. EEZXRLHBF AR

KT 9.2.2 4, B4R Basicldent & IND-ID-CPA %4 #,{H A & IND-ID-CCA %
21,

i CCA %4 WS A 6l i % et CPA %42 m @i iAH , Bk H 480 CCA
E42W . Fujisaki-Okamoto £3 it T —FfE R AL A 5 ML AL T i CPA 24 B % 5 14K 1 %
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Ep(M) .,
Qpw= H,(ID) €G;
o< r{0,1}";
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| txHash | | lockTime

114 5L
* prevTxHash: {ij— Tx # Hash {d;
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i LB A
* value: MI{H;
o scriptPubKey: I 2 # 9 Hb fit . Bob £ Bitcoin # 4t = RIPEMDI160 ( SHA256
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(5) G R H A S Cn &l 11-5 Ay KB, T #E &

s 3] 7



mmm AARAFEAF(F5IR)  —

M 11-5 RXERpeER G5

(6) BT N BIBIES G, HIWT A B CAFREE R B = X, 358 0 3, W # Ik
XA,

Hp, PrevHash 20 48§, 28 & M 98 £ 2 16 77 6812225 i 1) s 1k , 07 06 %5 38 S = A8 B
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11-6  fa] 8 3 A B HIE
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DX R B 2 B R FH AR e FHAR SE B . A, 92 B LG AR T B — A ik AR ) i
“SCAEE, I 11-8 B R i B AR B AR S 8

scriptPubKey: OP_DUP OP_HASH160 <pubKeyHash> OP_EQUALVERIFY Oi’_CHECKS]G

scriptSig: <sig> <pubKey>

[H 11-8 AR AR

Hep B~ <pubKeyHash>FR/nRH P X B HLF Tt (TR B S &4
B, e HERZS lGKtat) . AP AXERN . TENEACHES <<sig>,
<pubKey ™ J&<sig > %I i i /23 FF 8 3iF % 5 , (L 24<pubKey > f1<pubKeyHash™>—Z H
<sig> W) B UE#E i, P UK X B R T T . A T OP Ran#B4E, OP_
DUP 2 & il kT o %, OP_HASHI160 J& 5K £ T jC & i) ¥ & {8 (— W SHA256, — K
RIPEMDI160) ,OP_EQUALVERIFY Z¥1{F& T 2 72 & % , OP_CHECKSIG B % F
5HIE .
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BENFRIEFHEIM, % 2 0= Bob E—E 5k, 65 788X 2 /M E
REM%, A0S, %6 TRAESFHNIEMM, &M M true, W Bob 3,

Rz 11-1 ZAHEROTHER
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sigBob pubKeyBob OP_DUP OP_HASHI160
pubKeyBobHash OP_EQUALVERIFY OP_CHECKSIG

OP_DUP OP_HASH160 pubKeyBobHash
OP_EQUALVERIFY OP_CHECKSIG

OP _ HASH160 pubKeyBobHash OP _ EQUALVERIFY
OP_CHECKSIG

sigBob pubKeyBob

sigBob pubKeyBob pubKeyBob

sigBob pubKeyBob pubKeyBobHash pubKeyBobHash OP_EQUALVERIFY OP_CHECKSIG
sighalb publieyBob prKerBubHesh OP_EQUALVERIFY OP_CHECKSIG
pubKeyBobHash

sigBob pubKeyBob OP_CHECKSIG

true
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11.2.1 zerocoin FAMZEMIT AR

1. MR EZ

FEARIE % B, w BRIE.m BB B w B30 m WEFHAAIRN
4,0 h ZKSoK [ m J{(w) : 2 €LY, N, ¥ Schnorr A BCHFIH v 893 H#OXT &A1
PHEEm MEL., BLEMIERE L. 1<t<g, HBe=Hm|lyllgllgHOMs=
xe+k(mod q) s PACe s ) WENF= A MBFES P H R H0REE 80 7 R 5

BIEEH e=Hn|lyllgllg'y ORBHRIKRBIESES, LR SBBIEHTELE
HR y KT g BBHT

2. Rz

SN2 T4 LA E RANE] —ANE L AT T RO A i B0 A, I 3 pk R i B AME
fBOAE., BT LAHRE h, - X, XY, =X, EXAH:

2 =hy Gohy ChaCx a1 Y9 ¥2 ) versr YN D
Hp,reX, BUWHME .y oyn BN D RMAOE.

MEREE L, WR: ¥VrEX, v,y EY,,

h,(h,(x,y,)sy2) =h,(h,(x.3y:)sy1)
AR H B A KA

it Bn#E A A= Accumulate(params,C) . HH C B BEMBW TENESR. TR VE
CHEmMiEA PIEHSRENT . :

(1) 3R w=Accumulate(params,C\{y});

(2) WIE A=h, (w,y) RE WL, H LW yEA;

F W params= (x ,n) , HeH ,n & RSA BUBE(HD 2 P REHHRED 2 €Z, b, (z,y)
(Kb y HEBOEXH b, (x,y) =2 mod n, B IEZH M, XFE M &K RBIMEFRAN
RSA R4 GEH RSAAccw), X C={y,:i €[n]}WREMA A=2z"""% mod n, X
v, €A BUERLINE .

(1) 3R w=zx¥i-1¥it1"N mod n 3 X—H 0N w=GetWitness(params,y; sA);

(2) BiF w” mod n BRBET A HHE N y. €A, X—H1i2H AccVerify(params,
Ay sw),

RSA 2028 i & JUak itk , BN A PPT B F R E (w,y) MR/ y €A fH w’ mod
n=A, X—H=ZHR RSA RIZEHM.

EX 11-1(38 RSA BRi%) MWEME—-FEHIMBMERZTIANEHEFT AA
Pr{ Expasa (k) =1]1<<e (&) , M R38R RSA BEHAL .

SCUY Exparsa () TR, H A, n J& RSA #%.

Expasa () 1
y<RrZ,, e<RZ;
x < y° mod n;

wess 32 o



mmm AARFAF(E 5K ——

(y've')<—An,x);
# 2=y mod n, &M 1,
B4 params={x,n} B E — T FREIR B RSA ZMEFH)— X REHE v, yn Fy',
A’ B (A =227 mod n, M AT# LA T 7 A Bk RSA ik«
We=y sr=y vy BHy o yn sy BRHER (o) =1, 1T WKJLERRE
B AETE a bEZ 18 aet+br=1, B y=(A)’z* M y* =AD"z =((A")" )z« =
it =g, Hil(y.e) BITBEE RSA BiX.

11.2.2 zerocoin H#3i&

1. BH~%
W(xr,n)iE RSA EMEBHSE. (prq,gh) & Pedersen K i i 19 2 8, & i1
params=(x snspqsg+h ).

2. $5 MY Mint(params)

BEALEL s, r<(xZ, itH c=g'h" mod p YERNFHN SR s KM .M ske=CG.ER
LR AR TR . ske=G.r) AN RE ¢ WHBKE, A EBKEDE A A BT
TEER P

3. & i Spend(params,c ,ske,R .C)

Hi R BEWT AT AL, C RAFPKERWME R AFRITHETES.

* 18 A=RSAAccu(params,C);

* i1# w=GetWitness(params,c,C);

o B #=ZKSoK[R]1{(s,r):AccVerify(params,A,c,w)=1Ac=g'h"},%iiH

(7':93):'

4. I§iF Verify(params,z.s ,R,C)
* i+#® A=RSAAccu(params,C).
o BOHE o, G0 SR 56 E A L 4 A U AT AR A
> C hHaEEREELRRET,
> Xt s BRI R IEFE .
>R & & RIEHHM.
P AR U BN LAY BB N b A HE 85 TH MR AR B o BIEIE IR s, TR A s, R
PUTIE BRI,
Pl ol A 4B SR LR B (y5) o B T B AR b T F A BRI DA B 1 B TR R
W AR B (r o) o RS REAS 0 T P o P A S MR S K
zerocoin Wk S A . OF PR BB T o X0 R G RLE 69 [ & d e, ez R
Wt QRGEAFRFLSE .
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11.3.1 EZARKRH zerocash

zerocash J& DL AT AA] 32 e 5% T CHE Qo b 4 ) b 6 0l 48 85 19, & B9 4 38 4 A ) B6 4k L
BORAR BRI, Hod, e =CM, Om) s FBEVLE r 7454 B om BIRME,3 OB
LA PRF“( « ) ,PRE™( « ) ,PRF*( « ), H, Fhr » EmfhT.

1. #Ml%ak

(1) &4 N zk-SNARK 7= 4 3E B % 8 pkpour FTEIE 240 vkpour .

(2) H—H P A Ak E X BB T au, B0 IFMETTR o, =PREL (0),
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SR B 2 s W B T U T R P L

2. 58k = e

SLERTE PR H OO AR S84 B zerocash, s @
EH P 0K 1 B LA T SR B A TR R ey V|
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(1) BEEHLE o fE R WIE a o fE R T IH e 0
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(2) #PAF I A (a s v p) B 7RG 19 SRR A

o HUREMLEL » R £:=CM, Gaull p);

o HBEHLEL s, cm:=CM, (v || &),

SRS B AERA = (am vspsrssscm),

KEWFICH txpm: = (vskosiom) . B txyn ICAMKA L. L PL Merkle B 7 4 77
fift, Horp, ity sl Folk 55 .

{EAT AT CM, (v || &) =cm &7 L K B0 E X k% (HARER B au, NTTA
fElmE A E LAREMBIFIE sn(sn=PRF", (p))., A, HPEURFHEH
¢ OBFLSEEE T B AR AT R B . AR 11-9 B, A2l i IO At @ RN TTE o 15 SRR
B L AEBTACH R R E AL a o N — DR KED sn, HA B K EDEY A A
AE $AAT R B L

3. A%k .

PR R R AR P PN S AR R A B A /N T (L 1 5K A T AN /N (LY & OF
A R0 T L0 B R Y P A A B A T A

WA Merkle BEAR A rt, A w 19 2 4N THER (AT RE 2 A Sl 807 B sUAR B Y, s W] fE 2
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- old

CM=(agi v, r, s, emM) | (G =1,2)

XF LY 2 B ik o 5 R a #Eaﬂ]ﬁ% em™ FAR rt B 542 path, .

SRR AR Ol a5 e (ATRER A O BT BER AR 4 2 4
B O HEBER o ol o =o' ot B v, AT REFHIMNZS .
AWM P i=1,2):

(1) BUBEDLEL i AE R 7= A B R T 315 B B0 {E 5

(2) BRBEDLEL ro B k2™ . =CM e Cali | o) 5

(3) BRBEHLEC s i H em!™ : =CMsew (07 || k7™

PR 2 DFERA 1= (a0l oI 7 1Y 51 emi™) , SR G I 2k-SNARK )
BAIEBA LA T 88 GEA mpour) :

o M) em™ EMRA B path, J& Merkle B o 45 51 emi™ BIMREE S vt A

BOAAIE B A2

o« CAA a5 ag MITHS, B ap, =PRF;5 (0);

o M APEg snt RIEHEEIM, B sn=PRF, o (")

o M RREMN, B em=CM,u (CM,o Cagici | o) | ©9)

o O REEN B em™ =CMe (CM,oee (a3 [l o2 || 7))

o i+t =0¢+oiM,

WA LM FH txpour = (rt,snf?, sng emi™ ,emE™ ,vp0 s * )6

PEATEE BRAE T meourJ& » ALK txpour ICARAS . zk-SNARK 24 iE B i [7] 8% 1k ok
A B, Hig 8 k. £ = (rt,snf, snd? , emi™, em?™ , 0,0 ) » IE WK @~ = (path,,
path; ,¢ ¢,¢ 39,addr3d; yaddr, ¢ 1™y ),

BCE BEIB o SRR AR ¥ FI B st = PRF™,. (o) 1 LA B A
B, T EARE anp XL A @ e (6 FH X S BB CRIPR AT R I 80 o i Ll A (L8 TR
F o) RFIE a5 AR A XA 8. M B AR IHERE A& F S (HA
snf™ =PRFe (o7™)) , BB AN GE R 42 W38 4 4 O B b A7 BRER , AT SE B T 58 2 EE A 1.

11.3.2 138 AR zerocash

1. ATk

2 11.3.1 7 Ff R g B I Ui BB 8k . BB —MHPAE X HmEH
BEGRHA E) BB X (e s skeae ) » P BB IE R addrp = (@ s pkene ) » R 3 1IE B
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“PHE TP P RS 2 NMEEMCY M= (addrild, s v, 0™ r s em®) (1 =1,2) , %
HH 2 AFEBN 7 = (addrji s vi™ o™ o r ™™ s, em!™) (1 =1,2) , HEE X C, =
E e (U202 o™ 557", 34 C, IEA txpour » BF txpour = (rt,snf, sng?, emi*™ , cmi™,
Vpu s C1+Ca vmpour ) B C; A txpour T3 A 1t 55 B0 B0FNHE e & b ik . 482 A 353 3 Mk A< 348
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txpour » X C, 5% 15 BB Coi™ , o0 5 7?5 51 F txpour Y cm™ , 3BT €k ¢ 7 = (addrjiy;
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